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Security Measures supported by XS2A and openFinance API Introduction

1 Introduction
1.1 From Core XS2A Interface to openFinance API

With [PSD2] the European Union has published a directive on payment services in the internal
market. Among others [PSD2] contains regulations on services to be operated by so-called
Third Party Payment Service Providers (TPP) on behalf of a Payment Service User (PSU).
These services are

e Payment Initiation Service (PIS) to be operated by a Payment Initiation Service
Provider (PISP) TPP as defined by article 66 of [PSD2],

e Account Information Service (AlS) to be operated by an Account Information
Service Provider (AISP) TPP as defined by article 67 of [PSD2], and

¢ Confirmation on the Availability of Funds Service (FCS) to be used by a Payment
Instrument Issuing Service Provider (PIISP) TPP as defined by article 65 of [PSD2].

To implement these services (subject to PSU consent) a TPP needs to access the account of
the PSU. The account is managed by another PSP called the Account Servicing Payment
Service Provider (ASPSP). To support the TPP in accessing the accounts managed by an
ASPSP, each ASPSP has to provide an "access to account interface" (XS2A interface). Such
an interface has been defined in the Berlin Group NextGenPSD2 XS2A Framework.

This XS2A Framework now has been opened up to extended services. This interface is
addressed in the following as openFinance API. This openFinance API differs from the XS2A
interface in several dimensions:

¢ The extended services might not rely anymore solely on PSD2.
e Other important regulatory frameworks which apply are e.g. GDPR.

e The openFinance API can address different types of API Clients as access clients,
e.g. TPPs regulated by an NCA according to PSD2, or corporates not regulated by
an NCA.

o The extended services might require contracts between the access client and the
ASPSP.

¢ While the client identification at the openFinance API can still be based on elDAS
certificates, they do not need to be necessarily PSD2 compliant eIDAS certificates.

e The extended services might require e.g. the direct involvement of the access
client's bank for KYC processes.
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Note: The notions of API Client and ASPSP are used because of the technical standardisation
perspective of the openFinance API. These terms are analogous to "asset broker" and "asset
holder" resp. in the work of the ERPB on a SEPA API access scheme.

Note: In implementations, the API services of several ASPSPs might be provided on an
aggregation platform. Such platforms will be addressed in the openFinance APl Framework as
"API provider".

Note: At some places, the openFinance APl Framework is still using the technical TPP notion
also for the openFinance APls, e.g. in redirection related header parameters. In this context,
the TPP is not necessarily a licensed TPP as mentioned above, but for certain services may
just be any "third party provider".

The following account access methods are covered by this framework:

PISP ASPSP

(according to PSD2)

/ AISP
Q \ (according to PSD2)

PIISP

core XS2A interface

(according to PSD2)

_________________ (not PSD2 regulated)

|
|
\
i
3
} e.g. Service Provider
i
i
i
i
|
|
|

Direct Access of e.g.
Merchants

o
<
[
o
=
©
15
[T
c
@
o
o

Direct Access of e.g.
Corporate Customer

@

i 1
fExampIes of possible API clients | E only if applicable for service  PSD2 regulated access only if contract exists |

Figure 1: Core XS2A interface and openFinance API

The ASPSP may restrict the access to the services offered at its openFinance API and require
dedicated onboarding. The requirements for the rights to access to services offered at the
openFinance API are out of scope of this document. These requirements are in detail in [oFA-
IG-Adm].

In contrast to the services of the openFinance API the ASPSP has to offer access to the
services of his core XS2A API to any TPP without any discrimination as long as the TPP has
got the necessary licence to access a service as a PISP, AISP or PIISP from an NCA according
to the regulations of [PSD2].
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1.2 Protocol Functions supported by XS2A and openFinance API

The addressed services within the XS2A API and the openFinance API share many protocol
functions. Such functions are defined in this Framework document and cover e.g.

o dynamic protocol steering by hyperlinks,

e how to address transaction authorisation resource,

e how to push resource status changes to API clients or
¢ how to handle protocol preferences of the API Clients.

Such generic protocol functions are explained only within this document. Service specifications
using these functions then just refer to this openFinance APl Framework documentation for
better readability. For better readability, the document refers in most parts to the openFinance
APl Framework only instead of addressing both, the XS2A API and the openFinance API.
Where needed, the two APIs are addressed separately.

1.3 Security Measures supported by XS2A and openFinance API

Specific API protocol functions are security measures to be supported by an API. XS2A and
openFinance API according to the specifications of the Berlin Group support different security
measures and approaches for the authentication of a PSU. Examples are the authentication
of an API Client either at the transport level or the support of different approaches for the
execution of a strong customer authentication of a PSU.

Some of these security measures and approaches for PSU authentication have to be
supported by an APl mandatorily, for other the support is an option for the ASPSP. In any case
an API Client has to secure his access to an XS2A or openFinance API by a security measure
or has to use a special approach for PSU authentication if requested by an ASPSP.

This document describes how different security measures and approaches for PSU
authentication are supported by an XS2A or openFinance API. For each it is defined if the
support at an XS2A API and/or at an openFinance API is mandatory (i.e. has to be supported
by each ASPSP) or optional (i.e. the ASPSP can decide to support it or not). If special
restrictions for values, parameters, variants, etc. for the support of a security measure exist,
these are also described.

Please notice that this document contains only the specification of how security measures are
supported by an API, but not the specification of the security measures itself.

1.4 Document Structure

This document specifies the Protocol Functions and Security Measures supported by an XS2A
or openFinance API (if based on one of the Berlin Group specifications) in detail. It has to be
considered in combination with any other Implementation Guidelines published by the Berlin
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Group. A more abstract overview on these topics is given by the basic operational rules of the
framework, cf. [oFA-OR-FW]. This document defines the following building bricks:

Character sets and primitive data types supported by all services in Section 2.1

Notations used within all services definitions and in the openFinance API
Framework documentation in Section 2.2

REST API principles within the openFinance APl Framework in Section 3
Error handling in Section 4

Authentication of API Clients and ASPSP at transport layer in Section 5
Signing messages on application layer in Section 6

Signing message bodies in Section 7.1

Encryption of message bodies in Section 7.2

SCA Approaches supported in Section 8

Authorisation processes supported in Section 9

Introduction of the different payment formats and definition for SEPA and cross-
border payment products supported in Section 10

Signing basket function to group transactions for authorisation in Section 11

Resource status notification function (formerly called Lean Push Service) in
Section 12
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This document fits into the overall structure of the documentation as follows:
Guide to the
openFinance Introductory
API galaxy Document
Compl.lance Premium RTP Standing Premium | PUSH AIS | Document
Services . Mandates . . .
XS2A AP Payments Services OR.IG Orders AlS Services Services Service
OR, IG OR, IG . OR, IG OR, IG OR, IG OR, IG and Documents

OR, IGs and
yaml

Protocol

Functions and

Security
Measures

and yaml | and yaml

and yam| and yaml § and yaml

APl Management
Framework Functions like
OR Discovery API,
Onboarding

Consent API

OR, IG and
yaml

1.5 Document History

Dictionary

and yaml yaml

Domestic
AIS/PIS
Definitions

Data

Basic Framework
Documents

Version Change/Note Approved

Version 2.0 | Initial Version of the openFinance API |2023-10-5 openFinance TF
Framework documentation.

Version 2.1 | Enhancing the Framework by the SCA

approach "ASPSP-Channels" when using
asynchronous SCA procedures via e.g. the
ASPSP online channels.

Renaming some authorisation related HTTP
headers to prepare the API Framework for
direct access for corporates.

Extending the embedded and decoupled SCA
approach by an option to add the debtor
account during the authorisation process, via
an account selection process.

Extending message signing routines by
headers protecting the resources addressed.
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Introduction

clarified to have a minimum length of one
character (in compliance with 1ISO20022).

Improving the structure of the guidelines by
introducing two different natures of services,
one of which is related to transactions and the
other is related to the creation of service
resources.

In more details, the description of a service
resource, the header parameters of a servie
resource creation request and the links of the
response of the service resource creation are
correspondingly added.

The header Client Brand Logging Information
is restricted to Max140Text.

The requirement not to restrict redirect URIs to
TPP domains protected by the QWAC has
been detailed.

Some new features have been added to
support the integration of a Verification of
payee function into payment initiation APIs.

The examples for signing messages is
completely reworked in Section 6.2.3

New OAuth scope key words for document
services and user management services have
been added.

Further detailed information is covered in the
Annex in Section 13.3.2 of this document.

Version Change/Note Approved
Errata and clarifications.
Details are covered in the Annex of this
document.

Version 2.2 | MaxXLength data structures have been
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Version Change/Note Approved

Version 2.3 | Revision of Section 7.1 on signing the body of | 31 October
a message. Due to the fundamentally different | 20250penFinance TF
approach of the process of signing the body
(with JAdJES_JS) that is now specified in detail,
the specifications do no longer support the
signing process relying on the signature profile
XAdES that was included in this standard
beforehand.

Added a new section 10 on payment formats
to be used by payment initiation services,
where the different payment formats are
introduced and SEPA and cross-border
payment products are defined.

Further detailed information is covered in the
Annex in Section 13.3.3 of this document.

Version 2.4 | Revision on the integration of the signature | 19 March 2026
SCA approach in the framework for a better | openFinance Taskforce
understanding.

Improving the structure of the guidelines by
introducing a new type and functionality of
services, Change Transaction Resource
Requests. These allow to update already
authorised resources. The inclusion in the
specification induces the usage of ETags and
other technicalities to address the changed
resource variants.

Further and detailed information on the
changes are covered in the Annex in Section
13.3.4 of this document.
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Version Change/Note Approved
Version Full editorial revision of Sections 6 and 7 for | openFinance TF, 2026-07-
241 clarification. 07

Fixing errata.

Further and detailed information on the
changes are covered in the Annex in Section
13.3.4 of this document.
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2 Character Sets and Notations

This section introduces character sets and notations used throughout the openFinance API
Framework.

2.1 Character Set and Data Types
HTTP body parameters

The character set within the openFinance APl Framework for parameters transported in HTTP
bodies is UTF 8 encoded. This specification is only using the basic data elements "String",
"Boolean”, "ISODateTime", "ISODate", "UUID", "Integer" (with a byte length of 32 bits),
"Decimal Number" (with 18 tota digits and 17 fraction digits) and ISO based code lists. For
codes defined by ISO, a reference to the corresponding ISO standard is given on service
specification or data dictionary level.

Max35Text, Max70Text, Max140Text Max500Text, Max1000Text, Max2000Text are defining
strings with a minimum of one and a maximum length of 35, 70, 140, 500, 1000 and 2000
characters respectively. Further lengths might also be used analogously.

ASPSPs will accept for strings at least the following character set:
abcdefghijklmnopqgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ
0123456789
[-2:().," +
Space

ASPSPs may accept further character sets for text fields like names, addresses, text.
Corresponding information will be contained in the ASPSP documentation of the related
service. ASPSPs might convert certain special characters of these further character sets,
before forwarding e.g. submitted payment data.

For the usage of versions of UUIDs the following applies:

o for UUIDs generated by the server, no restrictions are defined in the framework,

e for UUIDs used on Header level (e.g. X-Request-Id), version 7 of UUIDs should be
used, RFU: This will be mandated in a later version of the Framework.

o for UUIDs on body level, related payment schemes or APl access schemes
requirements apply.

Complex data types and code lists are defined in the data dictionary [oFA-DaD] or in related
service specifications.
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Security Measures supported by XS2A and openFinance API Character Sets and Notations

HTTP query and header parameters

Encoding follows the HTTP specification. Specific additions might be provided for HTTP
parameters introduced specifically by this specification.

2.2 Notation
2.2.1 Notation for Requests

For API request calls, query parameters, HTTP header parameters and body content
parameters are specified within this openFinance API Framework as follows:

Attribute Type Condition Description

attribute tag type of | condition description of the semantic of the attribute and
attribute further conditions.

<reference to mandatory In service specific implementation guidelines,

attribute tags> some data models or formats may be included

implicitly by referring to the data model. Then the
reference is given in the table. This could lead to
the inclusion of potentially multiple attributes which
shall be used according to the condition specified
in the reference.

The "Type" is referring to either basic or complex data types as introduced in Section 2.1.
The following conditions may be used when describing data to be submitted by the client:

o Optional: The attribute is supported by the server, usage is optional for the client.
The server may ignore the parameter if mentioned in the “Description” column of
the table above.

o Conditional: The attribute is supported by the server and might be mandated by

= the server provider in its own documentation of the support of the related
API or

= by certain rules as defined in the “Description” column of the table above.
e Mandatory: The attribute is supported by the server and shall be used by the client.

e Optional if supported by API provider: It is optional for the server to support this
attribute. If the server is supporting the attribute as indicated in its own
documentation of the related service, it might be used by the client optionally. If the
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server is not supporting the attribute, then the request is rejected when it is
contained.

Remark: Please note that the conditions “Optional if supported by API provider” is used rarely
in the openFinance APl Framework.
2.2.2 Notation for Responses

For API call responses, parameters, HTTP header parameters and body content parameters
are specified within the openFinance API Framework as follows:

Attribute Type Condition Description

attribute tag type of | condition description of the semantic of the attribute and
attribute further conditions.

<reference to mandatory In service specific implementation guidelines,

attribute tags> some data models or formats may be included

implicitly by referring to the data model. Then the
reference is given in the table. This could lead to
the inclusion of potentially multiple attributes which
shall be used according to the condition specified
in the reference.

The "Type" is referring to either basic or complex data types as introduced in Section 2.1.
The following conditions can be set on data to be provided by the server:
e Optional: The attribute is supported optionally by the server

e Conditional: The attribute is supported by the server under certain conditions as
indicated in the “Description” column of the table above.

e Mandatory: The attribute is always supported by the server.
2.2.3 Notations used for Requests as well as Responses

The following additional conditions apply to both, requests from the client to the server as well
as responses from the server to the client:

Attribute Type Condition Description
{Or
Or
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Attribute

Type Condition Description

Or}

{Or— Optional

Or — Optional

Or — Optional}

{Or: The first element in a sequence of elements of which exactly one has to be
included.

Or: An element in a sequence of elements of which exactly one has to be included.
The element is neither the first nor the last within this sequence.

Or}: The last element in a sequence of elements of which exactly one has to be
included.

{Or — Optional: The first element in a sequence of elements of which at most one
may be included.

Or — Optional: An element in a sequence of elements of which at most one may
be included. The element is neither the first nor the last within this sequence.

Or — Optional}: The last element in a sequence of elements of which at most one
may be included.

Note: Specifications for the openFinance APl are accompanied by an openAPI interface
description (as a yaml file). Within these openAPI descripitions, elements with conditions "{Or",

"Or", Ilor}ll,

"{Or — Optional", "Or — Optional", "Or — Optional}" will be treated as (pure) optional

elements at the moment. It is the responsibility of the implementer to ensure the additional

checks.

2.2.4 Base64 Notations

Base64 encoding:

Base64 encoding according to [RFC4648].

Base64url encoding:

According to [RFC7515] base64 encoding using the URL- and filename-safe character

set

defined in Section 5 of [RFC4648], with all trailing '=' characters omitted (as
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permitted by Section 3.2) and without the inclusion of any line breaks, whitespace, or
other additional characters. Note that the base64url encoding of the empty octet
sequence is the empty string. (See Appendix C of [RFC7515] for notes on implementing
base64url encoding without padding.)

2.2.5 Notion of a Transaction

Transaction is used in two different contexts within this document respectively the
openFinance API Framework:

e "Transaction" as meta description of a complex service interaction with the API to
simplify the definitions in this document:

= The notion of a transaction subsumes service interactions like payment
initiation, consents for API interaction, subscriptions or signing baskets.

= Such transactions are started by the API Client with a related initiation
request, called throughout this document "Transaction Initiation
Request", e.g. a
» Payment Initiation Request,
+ Establish Consent Request,
» Establish Signing Basket Request, or

» Initiate Subscription Request.

= The response to these initiations by the ASPSP is called "Transaction
Initiation Response" throughout this document.

= Transactions normally need to be authorised by the PSU by applying a
Strong Customer Authentication (SCA).

= Where transaction data is posted to the API, a related resource is
created.

e Transaction as a banking transaction on an account:

=  Entries on an account are also addressed as transactions.

2.2.6 Notion of a Transaction Resource and Service Resource

Most of the technical POST requests supported in this APl framework will lead to a generation
of a resource with a related resource identification, which enables the API Client to address
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the related object later on. This resource identification is called "resourceld" when specifying
abstract service calls in this text, even if the actual attribute in the related service is called
differently (e.g. paymentld for payment initiations). A prominent POST request is the
Transaction Initiation Request defined above, where the object stored in the addressed so
called "Transaction Resource" is part of a complex interaction with the API.

In some cases, a resource is created, but only some restricted API interaction features are
supported for this resource like the push resource status function. Such a resource is called
"Service Resource" in this document, the related requests are called "Service Resource
Creation Request" throughout the openFinance APl documentation.

Examples of Service Resource Creation Request in the openFinance API Framework e.g. are:
e Document Submission Request, or
e Request to Pay Request.

2.2.7 Notion of a Transaction Resource Variant

After a Transaction Resource is generated, certain API services initiate to change (some)
parameters of the addressed resource (or an addressable sub-resource) while maintaining the
resource’s identification. Such related requests are referred to as “Change Transaction
Resource Request” in the openFinance documentation. Examples of a Change Transaction
Resource Request in the openFinance APl Framework are:

e Standing Order Update Request, or
o Update on User Data Request.

The process of changing an existing resource usually needs to be authorised by the PSU by
applying Strong Customer Authentication (SCA) at the API. Until the authorisation process of
the changed resource is completed, the older but currently still authorised version of the
resource remains valid. In essence, this means, that the openFinance API Framework needs
to be able to handle several variants of a resource at the same time during the authorisation
processes, which can take some time, specifically in cases where 4 eyes principles need to be
involved.

In the framework, we differentiate these two variants using the following notation:

e The active version is the most recent authorised variant of the resource. This
resource variant is also called valid.

¢ The changed version is the outcome of the most recent change/update process
(initiated by a Change Transaction Resource Request) applied to the resource. This
variant always differs from the active version and must be authorised by SCA to be
applied by one or several PSU.

Published by the Berlin Group under Creative Commons Attribution-NoDerivatives 4.0 International Public License Page 14

(ref. License Notice for full license conditions)
BY ND



Security Measures supported by XS2A and openFinance API Character Sets and Notations

Note: Only the resource variant that is currently undergoing a Change Transaction Resource
Process and that is not (fully) authorised is referred to as the changed version of the resource.
Once the authorisation process is completed, this variant becomes the active version and until
a new Change Transaction Resource Request is issued requesting to update this resource
once more, there exists no changed version of the resource.

How to differentiate and address these two variants of the same resource technically by
introducing ETags following standard web technology defined in [RFC 9110] is explained in
Section 3.11 in detail.

2.2.8 Notation for Access Methods

All service definitions in the openFinance APl Framework will come with an overview on the
http access methods supported.

These access methods are denoted by the following tables:

Endpoints Method Condition Description

service-endpoint POST or GET | Mandatory or | Description and reference to the
or PUT or | Optional or | section, where the related access
PATCH or | Conditional point is
DELETE

The following definitions apply for such tables throughout the openFinance APl Framework
documentation:

o Endpoints: This is the endpoint name.

e Method: This is the HTTP method to be applied. The HTTP methods POST, GET
PUT, PATCH and DELETE are supported.

e Condition: The condition defines the condition for the ASPSP.
» Mandatory: The access method shall be provided by the ASPSP
= Optional: The access method may be provided by the ASPSP

= Conditional: The access method shall be provided given certain
conditions defined in the Description column.

Please note that the condition is given relative to the parent node of the
path, i.e. the condition e.g. on a method on /service-endpoint/{resourceld}
applies only if the endpoint /service-endpoint is supported at all.
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e Description: Gives an overview on the method and potentially conditions for the
method as well as a reference to the section in the document, where the method is
described in detail.
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3 REST API Approach: Guiding Principles

This section introduces some basic technical rules on how to implement the REST API
approach within the openFinance API Framework.

3.1 Location of Message Parameters

The openFinance APl Framework definitions follow the REST service approach. This approach
allows to transport message parameters at different levels:

e message parameters as part of the HTTP level (HTTP header)

o message parameters by defining the resource path (URL path information) with
additional query parameters and

e message parameters as part of the HTTP body.

The content parameters in the corresponding HTTP body will be encoded either in JSON or in
XML syntax. XML syntax is only used where

e an iSO 20022 based payment initiation (pain.001 message) with the corresponding
payment initiation report (pain.002 message) or

e IS0 20022 based account information message (camt.052, camt.053 or camt.054
message)

is contained.

As an exception, response messages might contain plain text format in account information
messages to support MT940, MT941 or MT942 message formats related to transaction
reports.

The parameters are encoded

e in spinal-case (small letters) on path level,

e in spinal-case (starting capital letters) on HTTP header level and

¢ in lowerCamelCase for query parameters and JSON based content parameters.
The following principle is applied when defining the API:
Message parameters as part of the HTTP header:

¢ Definition of the content syntax,

o Certificate and Signature Data where needed,
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o PSU identification data (the actual data from the online banking frontend or access
token),

e Protocol level data like Request Timestamps, Request/Transaction Identifiers or
protocol preferences of the API Client.

Message parameters as part of the path level:
e All data addressing a resource:
= Provider identification,
= Service identification,
= Payment product identification,
= Account Information subtype identification,
= Resource ID
Query Parameters:
o Additional information needed to process the GET request for filtering information,
Message parameters as part of the HTTP body:
e Business data content,
e PSU authentication data,
¢ Messaging Information
e Hyperlinks to steer the full TPP — ASPSP process
3.2 API Structure

The XS2A Interface resp. openFinance APl is resource oriented. Resources can be addressed
under the API endpoints

https://{provider}/v2/{service}{?query-parameters}

using additional content parameters {parameters}
where

o {provider} is the host and path of the related API, which is not further mentioned.
The host or path may contain release version information of the ASPSP.
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v2 is denoting the final version 2.x of the related implementation guidelines within
the openFinance APIl Framework.

NOTE: The addressed exact version of the Implementation Guidelines of the
addressed service will be provided in a dedicated response header, cp. Section 3.3.

Resources

{service} has the values consents, payments, bulk-payments, periodic-payments,
accounts, card-accounts, signing-baskets or funds-confirmations for the XS2A
Interface eventually extended by more information on product types like resource
identification and request scope. For the openFinance API, more services are
offered as provided in the extended service specifications of the openFinance API
Framework.

Remark: It is strongly recommended that the related resourceld for identifying a
dedicated resource is a UUID.

{?query-parameters} are parameters detailing GET based access methods, e.g. for
filtering content data

{parameters} are content attributes defined in JSON or XML and transported in the
http body encoding according to the following

= XML encoding appears only when ISO 20022 pain.001 messages are
transported when demanded by the ASPSP for the corresponding payment
product

= all other request bodies are encoded in JSON

The structure of the request/response is described according to the following categories

Path: Attributes encoded in the Path, e.g. "payments/sepa-credit-transfers" for
{resource}

Query Parameters: Attributes added to the path after the "?" sign as process
steering flags or filtering attributes for GET access methods. Query parameters of
type Boolean shall always be used in a form query-parameter=true or query-
parameter=false.

Header: Attributes encoded in the HTTP header of request or response
Request: Attributes within the content parameter set of the request

Response: Attributes within the content parameter set of the response, defined in
XML, text or JSON:
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= XML encoding appears only, when camt.052, camt.053 or camt.054
messages (reports, notifications or account statements) or pain.002
payment status messages are transported. pain.002 messages will only be
delivered for the GET Status Request, and only in cases where the payment
initiation was performed by using pain.001 messages.

= Text encoding appears only, when MT940, MT941 or MT942 messages
(reports, notifications or account statements) are transported.

= All other response bodies are encoded in JSON.

The HTTP response codes which might be used in the openFinance APl Framework are
specified in Section 3.8.1. This is not repeated for every API call definition.

Remark: For JSON based responses, this specification defines body attributes which
are responded from ASPSP to API Clients following POST or PUT API calls. The
ASPSP is free to return the whole addressed resource within the response, following
usual REST methodologies.

3.3 API Versioning

For calls on a dedicated service, the ASPSP might use the following HTTP header in
responses:

Attribute Type Condition Description

X-Reference-API- | String Optional "Berlin Group openFinance API"

Name

X-Reference-API- | String Optional The name of the Implementation Guideline
Document document, where the service is based on, e.g.

"Extended Payment Initiation Services".

X-Reference-API- | String Optional This is the exact version number of the
Version openFinance APl Framework Implementation
Guidelines of the related service which is
implemented, e.g. "2.1.3".

Note: The usage of these header parameters is recommended to use at least on root
endpoints for an addressed service. It should be used independently of the http response code.

3.4 API Access Methods of Change Transaction Resource Requests

Change Transaction Resource Requests at the openFinance APl Framework may be initiated
by an API call using a POST, PUT or a PATCH command as access method. Change
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Transaction Resource Initiations come with several instantiations and the way the changing
process is proceeded differs depending on the access method of the initial API call, please cp.
the table below. This is covered within this section as a basic building block for the
openFinance API Framework V2.

A change resource function allows the API Client to update a resource within the openFinance
APl Framework. The addressed transaction resource must exist already and must be
accessible by the requesting API Client via the API. The respective resource identification shall
remain unaffected by this process. The API handling how to address the respective resource
variants are given in Section 3.10.

Depending on the resource, the ASPSP and the related service specification, it might be
mandated that only certain parameters of a resource are allowed to be updated by such a
Change Transaction Resource Request. Any field that may not be changed generally via such
a request is referred to as an immutable field in the framework documentation. Once the
resource is created (e.g. by a Transaction Initiation Request or a Service Resource Creation
Request), any API call trying a.o. to change the value of such an immutable field will be rejected
at the API. The ASPSP shall provide a whitelist of all fields that may be updated/changed using
a respective Change Transaction Resource Request via its discovery services, see [oFA-IG-
Disc].

Remark: In conjunction with APl synchronisation, the change resource process should
achieve idempotency at least during the authorisation process as detailed in Section 3.6, i.e.
if you re-send a PATCH command to the existing resource (with the same Request-ID), then
you should receive the same answer, as before. If the new variant of the resource is already
authorised, then this call could be rejected.

Method Description

POST This request addresses the creation of a sub-resource related to the addressed main
resource. The path parameters of this request might include a sub-path specifying that
the Change Transaction Resource Request only addresses a certain sub-resource of
the addressed resource.

The sub-resource might obtain some fields that values are inherited from the (main)
resource, thus they are immutable fields of the sub-resource. If this Change
Transaction Resource Request initiates the change of any of these fields, the API call
will be denied.

PUT This request rewrites the whole resource data. All fields of the addressed resource are
replaced by the fields contained in this request’s body. Any field not presented in this
call will be removed from the resource.

Any immutable fields of the resource must be provided in the request, carrying the
same value as in the original resource, else this request will be rejected.
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Method Description

PATCH This request updates the addressed resource partially. Any field of the resource not
contained in the request body remains unchanged. The openFinance Framework
supports two different approaches to apply a patch on a resource.

If any immutable fields are contained in the Change Transaction Resource Request
Body, the request will be rejected.

The first approach is a general Patch message using a normal JSON request body
and adds or replaces any field provided in the request body. As opposed to a PUT, any
field that is not present in the request body remains unchanged.

The second approach uses a dedicated content-type “application/json-patch+json” for
the request body and follows the PATCH method specified in [RFC6902], also called a
JSON Patch. A JSON Patch contains an array of patch operations in the request body
that are subsequently applied to the resource as a single transaction, meaning if just a
single patch operation fails, the entire request must be rejected, and the resource
remains unchanged. Each patch operation is a JSON object that contains the following
three fields:

e "op": The operation requested to perform. The following values are supported
in the openFinance Framework: "add", "replace" and "remove",

e '"path": the path to the location in the resource where the operation shall be
applied to, and

e "value": the value to use for the operation. This might contain a single attribute
or a (layered) data structure as parameter so that complex/nested attributes
can be addressed. This parameter must be used for the operations "add" and
"replace" and may not be used for the operation "remove".

When applicable, a service should prefer the JSON Patch over the first approach.

Both PATCH methods are functionally similar as both contain only the actual changes that
should be applied on the resource and skip any fields that should not be changed. However,
the content type of the request body is different for these methods and the JSON Patch
according to [RFC6902] allows more precise changes and might avoid accidental deletion of
fields in a multilayered structure.

3.5 APl Request Header Parameter

The following headers are defined generically within this document and will be instantiated to
service definitions explicitly only via the related OpenAPI files. Such lean documentation is
intended to enhance the readability of the service definitions.
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3.5.1 Transaction Initiation Request Headers

Transaction Initiation Request messages (cp. Section 2.2.5 for a definition) are specific within
the openFinance API Framework. These initiation messages for a business transaction not
only transport business related information, but also context data and data steering the usage
of openFinance APl Framework functions. These headers are defined within this document
and will be instantiated to service definitions explicitly only via the related Open API files. Such
lean documentation is intended to enhance the readability of the service definitions.

The openFinance APl Framework foresees a.o. the following header parameters for
Transaction Initiation Request messages

e PSU context data, cp. Section 8.2

¢ PSU identification data, cp. Section 8.3

e SCA Approach Preferences, cp. Section 8.4

¢ API Client Notification data, cp. Section 12

e Client Brand Information Header, see Section 3.5.4

The usage of the headers mentioned above might lead to the usage of specific header
parameters in the Transaction Initiation Response, as defined in the sections above. These
headers will not be referred anymore in the related service implementation guidelines, but only
generically in this document and in the related yaml files. Others like OAuth2 authorization
headers or APl Contract IDs are still addressed explicitly in the service implementation
guidelines.

The same headers (besides the Client Brand Information Header) also apply to Payment
Cancellation Request messages.

3.5.2 Service Resource Creation Request Headers

Service Resource Creation Request messages (cp. Section 2.2.6 for definition) are differently
specified among different services in the openFinance APl Framework. Nevertheless, one
could predict a usual set of header parameters that are required to create the corresponding
resource. These parameters include a.o.:

e Client Brand Information Header, see Section 3.5.4
¢ API Client Notification data, cp. Section 12

These headers will not be referred anymore in the related service implementation guidelines,
but only generically in this document and in the related yaml files. Others like OAuth2
authorization headers or APl Contract IDs are still addressed explicitly in the service
implementation guidelines.
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3.5.3 Change Transaction Resource Request Headers

The Change Transaction Resource Request messages (cp. Section 2.2.6 for definition) yield
a specific message type initiating a change/update of an existing resource via the openFinance
API. These messages do not only transport the resource update related data but also context
data and data steering the usage of openFinance APl Framework functions. These headers
will not be referred anymore in the related service implementation guidelines, but only
generically in this document and assumed to be implicitly defined when an API call is referred
to as a Change Transaction Resource Request. In the respective Open API files these
parameters are given explicitly. The header parameters for Change Transaction Resource
Request messages include a.o. the following:

¢ PSU context data, cp. Section 8.2

¢ PSU identification data, cp. Section 8.3

e SCA Approach Preferences, cp. Section 8.4

¢ API Client Notification data, cp. Section 12

e Client Brand Information Header, see Section 3.5.4
o [f-Match Header, see Section 3.11

The usage of the headers mentioned above might lead to the usage of specific header
parameters in the Change Transaction Resource Response. These headers will not be
referred anymore in the related service implementation guidelines, but only generically in this
document and in the related yaml files. Others like OAuth2 authorization headers or API
Contract IDs are still addressed explicitly in the service implementation guidelines.

3.5.4 Client Brand Information Header

The following header may be used within all Transaction Initiation Requests or Service
Resource Creation Requests:

Attribute Type Condition Description

Client-Brand- Max140T | Optional This header might be used by API Clients to inform
Logging- ext the ASPSP about the brand used by the API Client
Information towards the PSU. This information is meant for

logging entries to enhance communication between
ASPSP and PSU or ASPSP and API Client.

This header might be ignored by the ASPSP.
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3.5.5 Signature related headers

In addition, the following header parameters might be used in all APl request headers, where
applicable:

o Signature related headers in a message signing context, cp. Section 6

o Signature related headers in a signed transaction request context (SCA), cp.
Section 9.4.

3.5.6 Technical headers

The http requests come with certain technical headers, which are not specifically addressed in
this specification. One of these headers is the "date" header which is typically added
automatically on http protocol level by the API Client system.

Please further note that the http message signing procedure defined in Section 6 specifies a
dedicated timestamp for the openFinance API Framework which is protected itself by signing.

3.6 Header Parameters for Idempotency

All requests and responses in this APl framework come with the unique X-Request-Id, a UUID
in requests and responses. The X-Request-ld in the response equals the X-Request-Id in the
related request.

Attribute Type Condition Description

X-Request-ID uulD Mandatory ID of the request, unique to the call, as determined
by the initiating party.

The uniqueness implies the following:

A request B with the same X-Request-ld as request A should be responded as follows to
achieve idempotency:

¢ Ifthe business content of request B (e.g. path, query parameters, body and headers
defined in this specification) equals the business content of request A and if the
time deviation is not too high (implementation/request specific) and if potentially the
internal state of the related resource has not changed in the meantime: The
response message from the server to request B then also should equal the
response message to request A.

o Otherwise the requested message should be rejected with a 40x response code.
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3.7 API Steering Process by Hyperlinks (HATEOAS)

The services defined within the openFinance APl Framework require several requests from
the API Client towards the ASPSP. With the Transaction Initiation Request specified in each
service, a resource presentation is generated by the ASPSP for the related business
transaction, e.g. a payment resource or a consent resource for AIS access. The location
header of the response will usually contain a link to the created resource.

In addition, the ASPSP can embed a hyperlink together with a "tag" for the semantics of this
hyperlink into the response to these first requests and to all succeeding requests within the
services. This hyperlink must be a URI reference as defined in [RFC3986] and can be either a
relative link, which is recommend to save space, for the host starting e.g. with
"Ipsd2/v2/payments/sepa-credit-transfers" or it can be a global link like
https://www.testbank.com/psd2/v2/payments/sepa-credit-transfers/asdf-asdf-asdf-1234.

The global links might be needed in some circumstances, e.g. a re-direct. The tag of the
hyperlink transports the functionality of the resource addressed by the link, e.g. "authorise-
transaction". This link indicates that results of a SCA method are to be posted to the resource
addressed by this link to authorise e.g. a payment.

The steering hyperlinks are transported in the " _links" data element of type Link, cp. the related
data dictionary. It may contain one or several hyperlinks. Services might define additional
hyperlinks before they are integrated mid-term to the overall data dictionary within the
openFinance API Framework maintenance.

The "_links" data element may contain more hyperlinks than specified in the related call. In this
case, this will be documented in the ASPSP's APl documentation or the hyperlinks can be
ignored by the API Client.

Some hyperlinks might require additional data in the same response body which are then
needed when following this hyperlink. The following table gives an overview on these specific
steering hyperlinks to explain interconnection with the data elements.

Hyperlink Additional Link | Description
Related Data

startAuthorisationWith (challengeData) The link to an endpoint where the
PsuAuthentication authorisation of a transaction or of a
transaction cancellation shall be
started, where PSU authentication data
shall be uploaded  with  the
corresponding call.

Remark: In rare cases the ASPSP will
ask only for some dedicated ciphers of
the passwords. This information is then
transported to the TPP by using the
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EncryptedPsuAuthentication

Hyperlink Additional Link | Description
Related Data
"challenge" data element, normally
used only in SCA context.
startAuthorisationWith (challengeData) Same as  startAuthorisactionWith

PsuAuthentication, but password is
encrypted on application layer when
uploaded.

updatePsuAuthentication

(challengeData)

The link to the authorisation sub
resource, which needs to be updated by
a PSU password and eventually the
PSU identification if not delivered yet.

Remark: In rare cases the ASPSP will
ask only for some dedicated ciphers of
the passwords. This information is then
transported to the TPP by using the
"challenge" data element, normally
used only in SCA context.

updateEncryptedPsu (challengeData) Same as updatePsuAuthentication, but

Authentication password is encrypted on application
layer when uploaded.

startAuthorisationWith scaMethods This is a link to and endpoint where the

AuthenticationMethodSelection authorisation of a transaction or of a
transaction cancellation shall be
started, where the selected SCA
method shall be uploaded with the
corresponding call.
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Hyperlink

Additional
Related Data

Link

Description

selectAuthenticationMethod

scaMethods

This is a link to a resource, where the
TPP can select the applicable strong
customer authentication methods for
the PSU, if there were several available
authentication methods.
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3.8 Links in dedicated Responses

In the following, semantic links for dedicated response messages are defined. These links will
not be specified anymore in related service implementation guidelines.

3.8.1 Links in Transaction Initiation and Change Transaction Resource Responses

The Transaction Initiation Response and the Change Transaction Resource Response
messages may contain many hyperlinks to indicate the next steps to be taken to authorise the
transaction resp. the changed resource variant. These hyperlinks are independent of the actual
transaction initiated. This is why they are defined once here generically and are not repeated
on Implementation Guideline level, but only in related OpenAPI files. The same applies to
response messages of other transactions which might require authorisation, e.g. a Payment
Cancellation Request.

Warning: Please note that within a Change Transaction Resource Response an ETag is
included as header parameter, see Section 3.11. This ETag must be used in addition to the
links to access the requested endpoint for the changed version of the resource, else only the
active version is addressed (and depending on the link, the accesses might be denied).

Only for Change Transaction Resource Responses a link "changedVersion" as specified below
is contained as links in the response body.

Attribute Type Condition Description

_links Links Mandatory | A list of hyperlinks to be recognised by the API
Client. The actual hyperlinks used in the response
depend on the dynamical decisions of the ASPSP
when processing the request.

Remark: All links can be relative or full links, to be
decided by the ASPSP.

Type of links admitted in this response, (further links
might be added for ASPSP defined extensions):

"scaRedirect": In case of an SCA Redirect
Approach, the ASPSP is transmitting the link to
which to redirect the PSU browser.

"startAuthorisationWithPsuldentification":

The link to the authorisation endpoint, where the
authorisation sub-resource has to be generated
while uploading the PSU identification data.
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Attribute

Type

Condition

Description
"startAuthorisationWithPsuAuthentication":

The link to the authorisation endpoint, where the
authorisation sub-resource has to be generated
while uploading the PSU authentication data.

"startAuthorisationWithEncryptedPsuAuthenticatio

n":
Same as
startAuthorisactionWithPsuAuthentication, but the
authentication data need to be encrypted on
application level while uploading.

"startAuthorisationWithAuthentication
MethodSelection":

The link to the authorisation endpoint, where the
authorisation sub-resource has to be generated
while selecting the authentication method. This link
is contained under exactly the same conditions as
the data element "scaMethods"

"startAuthorisationWithTransactionAuthorisation":

The link to the authorisation endpoint, where the
authorisation sub-resource has to be generated
while authorising the transaction e.g. by uploading
an OTP received by SMS.

"self": Only supported for Transaction Initiation
Responses. The link to the transaction initiation
resource created by this request. This link can be
used to retrieve the resource data.

"status": The link to retrieve the transaction status
of the transaction resource.

"scaStatus": The link to retrieve the scaStatus of the
corresponding authorisation sub-resource. This link
is only contained, if an authorisation sub-resource
has been already created.

"changedVersion": Only supported for Change
Transaction Resource Responses. The link
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Attribute

Type

Condition

Description

retrieves the changed variant of the resource using
mandatorily the query parameter "?inChange=true"
defined in Section 3.11.2, the ETag may not be
included here. This query parameter must be
provided already by the ASPSP.

3.8.2 Links in Service Resource Creation Response

The possible links in Service Resource Generation Responses vary depending on the service,
nevertheless, the following table contains all minimum links defined so far for these dedicated
response messages. These links will not be repeated in related service implementation

guidelines.
Attribute Type Condition Description
_links Links Mandatory | A list of hyperlinks to be recognised by the API

Client. The actual hyperlinks used in the response
depend on the dynamical decisions of the ASPSP
when processing the request.

Remark: All links can be relative or full links, to be
decided by the ASPSP.

Type of links admitted in this response, (further links
might be added for ASPSP defined extensions):

"self": The link to the resource created by this
request. This link can be used to retrieve the
resource data.

"status": The link to retrieve the status of the
resource created by this request.

3.9 HTTP Response Codes

The HTTP response code is communicating the success or failure of an API Client request
message. The 4XX HTTP response codes should only be given if the current request cannot
be fulfilled, e.g. a payment initiation cannot be posted or account transactions cannot be
retrieved. For further details on error handling cp. Section 4. A request to get the status of a
transaction usually returns HTTP response code 200 since the actual request to retrieve the
status succeeded, regardless if that transaction state is set to failure or not.
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The openFinance API Framework supports the following HTTP response codes:

Status Code

Description

200 OK

GET Response Code
POST, PUT, PATCH Response Code, if no new resource was created

This return code is permitted if a request was repeated due to a time-out.
The response in that case might be either a 200 or 201 code depending
on the ASPSP implementation.

201 Created

POST response code where a Transaction Request was correctly
performed and a related resource was created, which is addressable
further on by the API Client.

202 Accepted

DELETE response code, where a transaction resource, e.g. a payment
resource can be cancelled in general, but where a cancellation
authorisation is needed in addition.

204 No Content

DELETE response code where a transaction resource, e€.g. a consent
resource was successfully deleted. The code indicates that the request
was performed, but no content was returned.

400 Bad Request

Validation error occurred. This code will cover malformed syntax in
request or incorrect data in payload.

401 Unauthorized

The API Client or the PSU is not correctly authorised to perform the
request. Retry the request with correct authentication information.

403 Forbidden

Returned if the resource that was referenced in the path exists but cannot
be accessed by the API Client or the PSU. This code should only be used
for non-sensitive id references as it will reveal that the resource exists
even though it cannot be accessed.

404 Not found

Returned if the resource or endpoint that was referenced in the path does
not exist or cannot be referenced by the API Client or the PSU.

When in doubt if a specific id in the path is sensitive or not, use the HTTP
response code 404 instead of the HTTP response code 403.

405 Method Not Allowed

This code is only sent when the HTTP method (PUT, POST, PATCH,
DELETE, GET etc.) is not supported on a specific endpoint. It has
nothing to do with the related transaction data model.

DELETE Response code in case of cancellation of a transaction
resource, e.g. a payment resource, where the related transaction, e.g. a
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Status Code

Description

payment initiation cannot be cancelled due to legal or other operational
reasons.

406 Not Acceptable

The ASPSP cannot generate the content that the API Client specified in
the accept header.

408 Request Timeout

The server is still working correctly, but an individual request has timed
out.

409 Conflict

The request could not be completed due to a conflict with the current
state of the target resource.

Usage Rule: In case of a PUT or PATCH Change Transaction Resource
Request, if the request leads to a conflict between the parameters given
in the body and the addressed resource or if the change of an immutable
field was requested.

412 Precondition Failed

POST, PUT or PATCH response code: The request is rejected due to a
precondition in the request header fields not being met.

Usage rule: incorrect ETag used in the If-Match Header.

415 Unsupported Media
Type

The API Client has supplied a media type which the ASPSP does not
support.

422 Unprocessable Entity

POST, PUT or PATCH response code: The request is well-formed but
rejected due to erroneous semantics.

Usage rule: an ETag was specified in the If-Match and additionally the
query parameter inChange was used in the request.

423 Locked

POST, PUT or PATCH response code: The resource is locked, e.g. due
to an ongoing authorisation process and may not be changed e.g. by a
Change Transaction Resource Request

In addition, application independent http response codes generated by the communication
infrastructure are supported as well and not explicitly defined here.
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3.10 Multi-channel access, Multi-API-Client access, Retrieval of Resources to be
authorised, and Access Conflicts

The openFinance APl Framework now supports several access channels, e.g. TPP channels
and a corporate direct access channel. Resources might potentially be shared then by several
channels, even if not yet fully authorised.

The introduction of resource access by several channels implies certain side conditions. First,
it is up to the ASPSP which resources are shared via which channels supported by the
openFinance APl Framework and which access methods are applicable — this is a fundamental
implementation decision how to “cut” implementations of the openFinance APIs in dedicated
channels. For details, see [oFA-OR-FW].

An ASPSP could decide to share resources initiated via channel A, which are not yet fully
authorised by related PSUs, also in channel B. To support the retrieval of such “open”
transaction resources, the following access method applies:

e GET /resource-related-path?status={resourceStatus}

Where the following additional parameter applies:

Request Query Parameter

Attribute Type Condition Description

status String Optional if | Filtering the list of all resources with a related
supported resource status. The encoding of the addressed
by ASPSP status depends on the addressed resources.

The ASPSP might restrict which resource status
(depending on the resource category) the API
Client is allowed to use as filter in this query
parameter.

Note: This query parameter applies potentially to all Transaction or Service resources.

If transaction resources are shared via different channels and/or API Clients, then the blocking
of a resource for Change Transaction Resource Processes (e.g. after an authorisation process
has been started for the addressed resource) will apply to all channels and/or API Clients at
the same time to avoid ambivalent status of a resource, i.e. the actual status of the resource
is a “global” status applicable to all channels and API Clients at the same time. This is
comparable to “check-out” processes in data sharing platforms, if applied to the change
resource procedures.

Note: Dedicated rules relevant for blocking resources cross channel are contained in [oFA-
OR-FW].
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Note: The deletion of a resource or the changed resource variant is not a Change Transaction
Resource Process and can be initiated always using the respective DELETE request.

3.11 Addressing resource variants during a Change Transaction Resource Process
3.11.1 Addressing resource variants via the If-Match Header

For certain Change Transaction Resource Requests, an ETag, as described in [RFC 9110],
functions as a unique identifier for a specific version of the resource is used in addition to the
related resourceld. Its use is mandated for any modification of an existing resource initiated by
a Change Transaction Resource Request message, or other access methods addressing the
changed variant like retrievals for the resource status, until the related authorisation process
of the changed variant is completed or the change is deleted.

For Change Transaction Resource Request using the PATCH or PUT access method, the API
Call addresses an existing resource and request to change parts of or the whole resource.
Such an update of the resource needs to be authorised before the changed variant of the
resource becomes valid. If the Change Transaction Resource Request is accepted but the
authorisation of the changed variant is still pending, this leads to two variants of a resource
related to the same resourceld: the currently-still authorised resource, before the changes
were applied, called the active version, and the updated resource, for which the authorisation
process is not completed yet, called the changed version, cf. Section 2.2.6.

In the Change Transaction Resource Response, a unique identifier of the changed version of
the resource is returned as a response header parameter, called an ETag and specified by the
following:

Response Header parameter

Attribute Type Condition Description

ETag uulID Mandatory Unique identification of the changed resource
variant that resulted from this request. It can be
used together with the original resourceld to
address the resource variant of the update,
following [RFC 9110].
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The ETag can be included in a request by using the following request header parameter:

Request Header parameter

Attribute Type Condition Description

If-Match uuID Optional If used, this field must obtain the ETag of the
changed version of the resource. Otherwise, the
request will be rejected.

Note: in the [RFC 9110] this attribute is a comma
separated list of several ETags. In the openFinance
documentation only the usage of one ETag is
supported.

Warning: If this parameter is used, the query
parameter inChange that is defined in Section 3.11.2
must not be used. If an API Client uses both the If-
Match and the inChange parameter for the same API
Call, the request is denied at the API using the HTTP
response code 422 and the dedicated message code
"ADDESSING_VARIANT_INVALID".

By referring to a specific ETag in an API request using the If-Match header field, the API Client
imposes the following pre-conditions on the request:

¢ this request is to be executed on the changed variant of the resource referenced
by the ETag, and

o this request is only to be executed if the changed resource variant referenced by
the ETag is currently still the changed variant.

This is to avoid acting on a resource or a resource variant that has already been updated again,
i.e. changes may only be addressed and applied to existing resource variants.

The If-Match parameter is supported for requests receiving the status or retrieving the resource
data of the changed variant as well as for patching further changes or initiating the
authorisation or deletion of the changed version.

Clarification:

e For any such Change Transaction Resource Services, there exist at most two
different versions of the same resource. This implies, if a resource already obtains
a changed version, an update request addressing the resource's active version
must be rejected by the ASPSP.
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If a request at the API does not refer to an ETag (i.e. does not include an If-Match
header field), this request is always addressing the active version of the resource.

e Using the PATCH approach for Change Transaction Resource Requests, it is
possible to update a resource multiple times, before authorising the changed
version. Each changed version must obtain its own specific ETag.

The related Change Transaction Resource Requests must always address the
currently /atest version of the resource. This is either the active version if no
changed version exists (yet), or the currently latest changed version, i.e. the
changed variant that resulted from the latest Change Transaction Resource
Request, if it exists. This is to avoid divergent revisions of one resource and to
communicate that changes may only be initiated if they are applied to the latest
version of the resource.

If an authorisation request or a Change Transaction Resource Request includes no
ETag or an ETag referencing a changed resource variant that does not exist
anymore as it was already updated by a Change Transaction Resource Request in
the meantime again, then request must be rejected at the API with the HTTP
response code 472. For details see [oFA-OR-FW].

¢ A Change Transaction Resource Request using the PUT access method does not
support the usage of the If-Match header parameter. If the API Client intends to
rewrite a changed version of a resource, the Client should first delete this changed
version and then apply the related PUT command to the active version of the
resource.

e Once the authorisation process of a changed variant has been initiated, any
Change Transaction Resource Request addressing the changed version must be
denied at the API using the response code 423. The changed resource variant
remains locked until its authorisation is completed, or the (changed variant of the)
resource gets deleted (e.g. all changes are withdrawn, see Section 3.11.3).

A more abstract overview on how the different resource versions are addressed and managed
at the API including top-level information flows for the different processes of a Change
Transaction Resource Process is detailed in [oFA-OR-FW].

3.11.2 Retrieval of the changed version of a resource using the inChange query
parameter

The framework differs between the active version and changed version of a transaction
resource, see Section 2.2.6 for the definition. Changes of a transaction resource which are not
(fully) authorised yet are managed at the APl via ETags and may be addressed via the
additional If-Match header field, for details see Section 3.11.1. If multi-channel access to the
resource is allowed e.g. in the direct access scenario, it is possible that changes are requested
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by different users or API Clients, such that some API Clients are not aware of the latest
changes and the related ETag of the changed version is not known.

To address the changed version of the resource and retrieve the corresponding ETag, an API
Client can request to read the resource via the related GET request and including the query
parameter "inChange" that is specified in the following. If this query parameter is used in a
related request, the response must include the changed version, if it exists, and the
corresponding ETag of the changed version must be included as header parameter.

Request Query Parameter

Attribute Type Condition Description

inChange Boolean Optional If "inChange=true", the API Client ask to retrieve
the changed version of the addressed resource is
requested.

If it exists, the response shall include the related
ETag as header parameter. If the resource does
not obtain a changed version, the request is
rejected.

Warning: The “inChange” query parameter and
the If-Match header field must not be used within
the same call. If both parameters are used in the
same request, the request will automatically be
rejected at the API using the HTTP response
code 422 and the dedicated message code
"ADDESSING_VARIANT_INVALID".

If the ASPSP supports a multi-channel access to its APls where Change Transaction Resource
Requests may be issued, then this attribute must be supported.

Note: This parameter shall only be used if the ETag of the changed version is not known and
it is only supported for the following types of GET requests:

e GET /resource-related-path

to filter an addressed list of resources such that the list presents only the resources
that are currently undergoing a change process. For each resource in this list, a
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hyperlink "changedVersion" is included which can be used by the API Client to
retrieve the changed variant of the resource and to obtain the corresponding ETag.

The ASPSP must support the query parameter inChange for this API Call, if
Change Transaction Resource processes are allowed for the related resource.

Additionally, the API Client may filter the list using the resourceld of a related
service resource as query parameter. This can be used e.g. instead of the following
option.

GET /resource-related-path/{resourcelId}

to retrieve the changed version of the addressed resource. The response provides
the changed version of the resource together, its corresponding ETag in provided
as header parameter.

The ASPSP may support the query parameter inChange for this API Call, if Change
Transaction Resource processes are allowed for the related resource.

Then the ETag(s) obtained this way may be used to initiate further steps to authorise, to delete
or to further update the changed variant of the addressed resource(s).

Note: For all other types of API calls, the changed resource must be addressed using the /f-
Match Request Header field as defined in Section 3.11.1.

If the changed version of an addressed resource is requested, in addition to the ETag given in
the response header, the ASPSP should use the following header parameters (in case of multi-
channel access to its APIs). These convey information on the last change process that led to
the current changed version of the resource. Once the authorisation process of the changed
version is completed, this data is no longer presented at the ASPSP's APIs.

Response Header Parameters

Attribute

Type Condition | Description

lastChangedBy Max140Text | Optional This attribute contains the identifier of the

PSU that initiated the Ilatest Change
Transaction Resource Request that
initiated the latest update of the resource.

lastChangedChannel String Optional This attribute contains the access channel

that was used for the initiation of the latest
update of the resource.

lastChangedTimestamp | ISODateTime | Optional This attribute contains the timestamp of the

Change Transaction Resource Request
that initiated the latest update of the
resource.
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3.11.3 Withdrawal of Transaction Resource Changes that are not approved yet

It is possible to withdraw the all the requested changes in the changed version as long as the
changed version is not (fully) approved yet. Then the changed version of the resource gets
cancelled, and the active version becomes the only version of the resource again. The deletion
of the changed version might be restricted to certain API Clients or channels (e.g. the one who
already gave approval). Once the authorisation process has started, a deletion request coming
from a blocked API Client/channel will be denied using the HTTP response code 423 together
with a message code informing the API Client that the access is blocked for this channel.

To initiate the withdrawal of changes, a DELETE request issuing the deletion of the changed
version of the resource is issued. The If-Match header field must be used and must obtain the
ETag of the changed version. This API call issues the deletion of the changed version of the
resource; thus, all unapproved changes are withdrawn. The active version is not affected by
this deletion. This deletion process of the changed variant shall be approved without SCA.

If the request is successful, the deletion of the changed version is executed, the active version
remains unchanged by this process and the resource does not obtain a changed version at
the moment. The ETag corresponding to the former changed version becomes invalid and its
usage in an API call leads to a rejection of the request.

3.11.4 General flow for addressing resource variants

In general, the following flow for authorising a changing process and the respective commands
for the different resource variants is given:

e GET /resource-related-path/{resourcelId}

will retrieve the active variant of the resource as it obtains the currently authorised
resource data.

Remark: If the resource related to the resourceld obtains a changed version, then
the response body should include a hyperlink "changedVersion" to indicate the
existence of this pending update of the resource.

e GET /resource-related-path/{resourcelId}?inChange=true
and
GET /resource-related-path/{resourceld}
If-Match: ETag as returned by related Change Transaction
Resource Response

are two API calls that will retrieve the changed version of the resource that is not
(fully) authorised yet.

If the changed version of the resource contains changes that are not fully approved yet, it is
not possible to request the deletion of the active version only. The following applies:

e DELETE /resource-related-path/{resourceId}
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issues the deletion of the resource's active version. It is the ASPSP's decision if
either both versions are deleted or if the request gets denied.

e DELETE /resource-related-path/{resourceId}
If-Match: ETag as returned by the latest Change Transaction
Initiation Response

will delete the changed variant of the resource, in particular, the active variant of
the resource remains unaffected by this deletion.

e POST /resource-related-path/{resourcelId}/authorisations
If-Match: ETag as returned by related Change Transaction
Resource Response

will initiate an explicit start of the authorisation of the changed version as defined in
the openFinance APl Framework. All succeeding authorisation calls must use the
same If-Match header.

After the authorisation has been applied successfully by addressing the related authorisation
resources, i.e. if the new resource variant has a final authorisation status (which can be
different in different object categories), then:

e GET /resource-related-path/{resourcelId}

will retrieve the new (now authorised) resource variant including the requested
changes. The formerly active version of the resource is not retrievable via the
openFinance API anymore.

Until a Change Transaction Resource Request addressing the resource is issued, there does
not exist a changed variant of the resource.

3.12 Data Extensions by the ASPSP

The ASPSP might add more data attributes to response messages. Such extensions then shall
be documented in the ASPSP’s documentation of its XS2A interface. These data attributes
can be either ignored by the API Client or can be interpreted as defined by the above
mentioned documentation.

The ASPSP might add additional optional data attributes to be submitted, e.g. for setting up
additional services. In addition, an ASPSP can ask the API Client for a submission of
proprietary data in a second step via the "proprietaryData" hyperlink. This shall be published
by the ASPSP in its documentation.

Remark: Before defining these additional proprietary data elements, the ASPSP is
requested to submit the attribute description to the Berlin Group openFinance
Taskforce, where it will be decided on a standardised approach for the related data
attributes.
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3.13 Multicurrency Accounts

Definition: A multicurrency account is an account which is a collection of different sub-
accounts which are all addressed by the same account identifier like an IBAN by e.g. payment
initiating parties. The sub-accounts are legally different accounts and they all differ in their
currency, balances and transactions. An account identifier like an IBAN together with a
currency always addresses uniquely a sub-account of a multicurrency account.

This specification supports to address multicurrency accounts either on collection or on sub-
account level. The currency data attribute in the corresponding data structure "Account
Reference" allows to build structures like

{"iban": "DE40100100103307118608"}

or

{"iban": "DE40100100103307118608",

"currency": "EUR"}

If the underlying account is a multicurrency account, then

o the first reference is referring to the collection of all sub-accounts addressable by
this IBAN, and

e the second reference is referring to the euro sub-account only.

This interface specification is acting on sub-accounts of multicurrency accounts in exactly the
same way as on regular accounts. This applies to payment initiation as well as to account
information.

3.14 Interval Borders Including Rules

Data attributes for dates, amounts or other discrete data come sometimes with the suffix "To"
or "From", e.g. "dateTo", "validTo" or "baseAmountFrom". These attributes always define
intervals. In all such cases, the "From" and "To" is including the value at the addressed border
of the addressed interval. That means, that e.g. "dateFrom": "2023-04-05" means, that the 5™
Aprill 2023 is included in the addressed interval.
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4 Error Handling

This section introduces the error handling in the openFinance APl Framework. API data
structures as defined here will not be repeated in service specifications. Instantiations to the
related services will only be provided via the related OpenAPI files.

4.1 Responses in Error Cases

In order to achieve a better readability, the service definitions in the openFinance API
Framework specify responses in case of a positive processing result only. The following
section gives specific rules for the case of a negative processing result applicable to all
services.

4.1.1 Header

In general, the same rules regarding the presence of header elements apply for both positive
and negative responses. An exception is made for cases, where an error occurred before
functional processing. Examples for such error cases are general server errors (typically with
50x http response code) and — depending on the implementation — the validation of the
certificate. In those error cases, the ASPSP may omit the specified headers. However, when
functional processing has already taken place, the ASPSP is still required to include the
mandated (and if applicable conditional) headers also in a negative response.

4.1.2 Body

All descriptions of body elements in the service documents only apply to cases with a positive
response. The related attributes need also be provided in the body, where possible and
applicable. In addition, the API shall offer additional error information as described in Section
4.2, when the API server is technically able to provide it.

4.2 Additional Error Information

If necessary, the ASPSP might communicate additional error information to the API Client
within a request/response dialogue which results in 4xx or 5xx HTTP response codes, in some
exemptions also for HTTP response code 2xx, see also Section 3.8.1 This specification offers
two possibilities for ASPSPs to communicate additional error information. The ASPSP might
choose one of the solutions. Note that the major additional error information is the detailed
error code which is of type "Message Code" as defined in [oFA-DaD] is used in both variants
of additional error information.

In cases, where no message code is defined for an HTTP response code, the additional error
information is not used, since the messageCode is a mandatory subfield. In this case, the
HTTP code gives sufficient information about the error situation.
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4.2.1 openFinance APl Framework Specific Solution

The openFinance APl Framework offers a proprietary way to transport additional error
information. In this solution, the additional error information is sent to the API Client using the
data element apiClientMessages with the attribute category set to "ERROR". The attribute
"code" indicates the error, and the attribute "path" the path of the element of the request
message which provoked this error message, if applicable. It will further offer a free text field
to describe the error context or actions to be taken to the API Client.

Usually, the usage of apiClientMessages accompanies a negative response. However, there
are cases where the ASPSP sends a positive response but still includes an apiClientMessages
attribute. This might occur, when the API Client sends a status request and the request itself
is technically accepted but the requested status indicates some kind of banking processing
issue/error or the requirement of additional action by the API Client or the PSU. In the same
way, the requirement of additional actions can be indicated when (generally) accepting a
payment initiation.

In addition, the response message might optionally contain a _links section containing a
hyperlink to tell the API Client the next step to avoid further errors, cp. Section 3.7. This applies
especially in case of PSU authentication errors where a resubmission of credentials by the API
Client might be needed after new entering of credentials by the PSU.

Response Code

The HTTP response code is 4xx or 5xx as defined in Section 3.8.1 for response codes in case
of errors.

Response Header

Attribute Type Condition Description

Content-Type String Mandatory The string application/json is used.

Response Body

Attribute Type Condition | Description
apiClientMessages | Array of | Optional Error information
Client
Message
Information
_links Links Optional Should refer to next steps if the problem can be
resolved e.g. for re-submission of credentials.
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Example 1 (Access token not correct):

{ "apiClientMessages": [{

"category": "ERROR",

"code": "TOKEN_ INVALID",

"text": "additional text information of the ASPSP up to 500
characters"

H]

Example 2 (Password incorrect):

{ "apiClientMessages": [{
"category": "ERROR",
"code": "PSU CREDENTIALS INVALID",
"text": "additional text information of the ASPSP up to 500

characters"

1y
" links": {

"updatePsuAuthentication": {"href": "/psd2/v2/payments/sepa-credit-

transfers/3d9%9a81b3-a47d-4130-8765-a9c0£f£f861100/authorisations/3d%a81b3-
a47d-4130-9999-a9c0££861100"}
}

4.2.2 Standardised Additional Error Information

In [RFC7807] a standardised definition of reporting error information is described. In the
following, requirements of how to use this standardised error information reporting in the
context of openFinance APl Framework are defined.

RFU: This section might be replaced in future by [RFC9457] which is the successor of
[RFC7807].

Response Code

The HTTP response code is 4xx or 5xx as defined in Section 3.8.1 for response codes in case
of errors. However, with the same reasoning as in Section 4.2.1, Additional Error Information
may also be included in certain responses with positive response codes.
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Response Header

Attribute Type Condition Description

Content-Type String Mandatory The string application/problem+json is used.

Response Body

Attribute Type Condition | Description

type Max70Text Mandatory | A URI reference [RFC3986] that identifies the
problem type.

Remark for Future: These URI will be provided
by openFinance APl Framework in future.
Meanwhile  ASPSPs must NOT use
https://berlingroup.com prefixes mentioned in

the example.

title Max70Text Optional Short human readable description of error type.
Could be in local language. To be provided by
ASPSPs.

status Integer Optional HTTP response code generated by the server.

If contained, this is more relevant as the actual
http response code in the actual response,
because it is introduced by the application
server.

detail Max500Text | Optional Detailed human readable text specific to this
instance of the error.

instance Max256Text | Optional This attribute is containing a JSON pointer (as
defined in [RFC6901]) or XPath expression to
indicate the path to an issue generating the error
in the related request.

code Message Mandatory | Message code to explain the nature of the
Code underlying error.
additionalErrors Array of | Optional Might be used if more than one error is to be
Error communicated
Information
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Attribute Type Condition | Description

_links Links Optional Should refer to next steps if the problem can be
resolved e.g. for re-submission of credentials.

Example 1

HTTP/1.1 401 Unauthorized
Content-Type: application/problem+json
Content-Language: en

{

"type": "https://berlingroup.com/error-codes/TOKEN INVALID",
"title": " The OAuth2 token is associated to the TPP but is not valid
for the addressed service/resource.",
"detail": " additional text information of the ASPSP up to 500
characters ",
"code": "TOKEN INVALID",
"additionalErrors": [ {
"title": "The PSU-Corporate-ID cannot be matched by the
addressed ASPSP.",
"detail": "additional text information of the ASPSP up to 500

characters",
"code": "CORPORATE ID INVALID"
}I"' ]I
" links": { }
}

Example 2

The following example reflects a decline to a Bulk Payment request, where the first payment
of the bulk contains an incorrect IBAN to identify the creditor account,

HTTP/1.1 400 Bad Request
Content-Type: application/problem+json
Content-Language: en

{

"type": "https://berlingroup.com/error-codes/PAYMENT FAILED",

"title": "The payment initiation POST request failed during the initial
process. Additional information may be provided by the ASPSP.",

"detail": "IBAN check failed.",

"instance": "/creditTransfers/0/creditorAccount/iban"

"code": " PAYMENT_FAILED" ,

" links": { }
}
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5 Authentication of API Client and ASPSP at transport layer

The communication between an API Client and an ASPSP is always secured by using a TLS-
secured connection. Client authentication is always used, i.e. a mutual authentication between
the API Client and the ASPSP will be part of the setup of the TLS-secured connection.

TLS version 1.2 or higher has to be used. For the choice of cipher suite selections, NIST
recommendations on the cryptographical strength should be followed. For ASPSPs, further
cipher suite requirements of their national IT security agency or of a related APl Access
Scheme might apply.

Two TLS-secured connections have to be distinguished:

o TLS-secured connection established by the API Client (as TLS-client) to access the
BG API provided by an ASPSP (as TLS-server) for usual API services defined by
the XS2A Framework or the openFinance APl Framework. See section 5.1.

e TLS-secured connection established by an ASPSP (as TLS-client) to access an
API provided by an API Client (as TLS-server) for pushed-based services defined
by the openFinance Framework. See section 5.2.

5.1 TLS-secured connection established by API Client
Support for this security measures is mandatory for any ASPSP and any API Client.

For all services offered at an XS2A API the TLS-secured connection has to be established by
the API Client as TLS-client. The ASPSP acts as TLS-server in this case.

This is also true for most of the extended services offered at an openFinance API. Only for
push-based extended services the TLS-secured connection has to be established by the
ASPSP. See section 5.2 for this case.

For the case of an XS2A API:

The API Client has to establish the TLS-secured connection including client authentication, i.e.
authentication of the API Client as TLS-client. For this authentication the API Client has to use
a qualified certificate for website authentication (QWAC). This qualified certificate has to be
issued by a qualified trust service provider according to the eIDAS regulation [eIDAS]. The
content of the certificate has to be compliant with the requirements of [EBA-RTS] and the
technical specification of ETSI [ETSI TS 119 495]. The certificate of the API Client has to
indicate all roles the API Client is authorised to use (according to [PSD2] and [EBA-RTS].

Remark: For getting a QWAC compliant with the requirements of [EBA-RTS] and [ETSI TS
119 495] the API Client has to get the necessary licence to access a service as a PISP, AISP
or PIISP from an NCA according to the regulations of [PSDZ2].
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For the case of an openFinance API:

The requirements for the certificate for website authentication to be used by the API Client for
the client authentication as TLS-client will be defined by the ASPSP. In any case a QWAC of
an API Client enabling him to access the XS2A API of an ASPSP can also be used by the API
Client to access the openFinance API of the ASPSP.

In any case within the openFinance APl Framework:

This specification does not define any further requirements for the certificates used by an
ASPSP as TLS-server. Of course, the certificates should be compliant with general
requirements defined by [RFC5280] and the best practise recommendations of the
CA/Browser Forum.

If an ASPSP wants to support any push-based services it is recommended that the certificate
of the ASPSP supports also the client authentication as TLS-client. See section 5.2 for further
details.

5.2 TLS-secured connection established by ASPSP

Support for this security measures is conditional for an ASPSP and for an API Client. It shall
be supported by an ASPSP if the ASPSP wants to offer pushed-based services. It shall be
supported by an API Client if the API Client wants to use pushed-based services offered by an
ASPSP.

For push-based extended services it is necessary that the TLS-secured connection is
established by the ASPSP. In this case the ASPSP acts as TLS-client and the API Client as
TLS-server.

The ASPSP shall use the same certificate for his authentication as TLS-client as he will use
for his authentication as TLS-server as described in section 5.1. For this it this necessary that
the certificate of the ASPSP supports also the client authentication, i.e. the certificate shall
contain the field extendedKeyUsage with both attributes clientAuth and serverAuth.

The API Client should use the same QWAC for his authentication as TLS-server as he will
use for his authentication as TLS-client as described in section 5.1.

The URIs which are provided by an API Client to an ASPSP for push-based services shall
comply with the domain secured by the certificate of the API Client (used for his authentication
as TLS-server), i.e. as contained in one of the fields CN or SubjectAltName of the certificate
of the API Client. Please note that in case of example-TPP.com, a certificate entry Client-
Notification-URI like

e https://example-TPP.com/xs2a-client/v2/ASPSPidentifcation/mytransaction-
id/notifications or
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e https://push-server.example-TPP.com/xs2a-
client/v2/ASPSPidentifcation/mytransaction-id/notifications

would be compliant.
Wildcard definitions shall be taken into account for compliance checks by the ASPSP.

NOTE: The URI should be addressable by the ASPSP just by presenting his certificate for his
authentication as TLS-client as part of the establishment of the TLS-secured connection. No
further pre-steps of any kind should be mandated by the API Client.

5.3 Certificate Requirements on Redirect URIs

The TPP can provide several URIs to the ASPSP as parameters for succeeding protocol steps.
For security reasons, it should be ensured that these URIs are secured by the TPP elDAS
QWAC used for identification of the TPP. The following applies:

URIs which are provided by TPPs in Client-Redirect-URI or Client-Nok-Redirect-URI should
comply with the domain secured by the eIDAS QWAC certificate of the TPP in the field CN or
SubjectAltName of the certificate. Please note that in case of example-TPP.com as certificate
entry Client-Redirect-URI like

e www.example-TPP.com/xs2a-client/v2/ASPSPidentifcation/mytransaction-id or

¢ redirections.example-TPP.com/xs2a-client/v2/ASPSPidentifcation/mytransaction-
id

would be compliant.
Wildcard definitions shall be taken into account for compliance checks by the ASPSP.

NOTE: In PSD2 compliance services, the ASPSP shall not reject requests if the provided URIs
do not comply, if not mandated by applicable regulations. In premium services, ASPSPs may
reject requests, if the provided URIs do not comply and if agreed in related contracts or if
mandated by applicable regulations.
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6 Signing HTTP request messages at the application level
Support for this security measure is optional for an ASPSP.

Support for this security measure is mandatory for an API Client. If an ASPSP requires signing
an HTTP request message at the application level, the API Client shall sign the HTTP request
message at the application level.

If required by an ASPSP, only the HTTP request message has to be signed at the application
level by the API Client. HTTP response messages are not signed by the ASPSP if not stated
otherwise explicitly in the ASPSP documentation.

Remark for Future: Future versions might also support explicit specification of signing HTTP
response messages at the application level.

Signing of HTTP request messages at the application level used for push-based services is
also possible. The ASPSP (or related API access scheme) decides if it signs an HTTP request
message used for a pushed-based service at the application level.

Signing of an HTTP request message at the application level is always done using the
signature profile based on JSON Web signature [RFC7515] adapted for signing HTTP request
messages (taking [OBEsign] as best practise approach into account). See section 6.2 for the
description of this signature profile.

6.1 Certificates to be used
For the case of an XS2A API:

For signing an HTTP request message at the application level, the API Client has to use a
qualified certificate for electronic seals (QSealC). This qualified certificate has to be issued by
a qualified trust service provider according to the elDAS regulation [eIDAS]. The content of the
certificate has to be compliant with the requirements of [EBA-RTS] and the technical
specification of ETSI [ETSI TS 119 495]. The certificate of the API Client has to indicate all
roles the API Client is authorised to use (according to [PSD2] and [EBA-RTS]).

Remark: For getting a QSealC compliant with the requirements of [EBA-RTS] and [ETSI TS
119 495] the API Client has to get the necessary licence to access a service as a PISP, AISP
or PIISP from an NCA according to the regulations of [PSDZ2].

For the case of an openFinance API:

The requirements for the certificate for signing HTTP request messages to be used by the API
Client will be defined by the ASPSP. In any case a QSealC of an API Client enabling it to sign
HTTP request messages for the XS2A API of an ASPSP can also be used by the API Client
to sign HTTP request messages for the openFinance API of the ASPSP.

Published by the Berlin Group under Creative Commons Attribution-NoDerivatives 4.0 International Public License Page 51

(ref. License Notice for full license conditions)
BY ND



Security Measures supported by XS2A and openFinance API Signing HTTP request messages at the application level

In any case of a BG API:

This specification does not define any further requirements for the certificates used by an
ASPSP to sign HTTP request messages as part of a push-based service. Of course, the
certificates should be compliant with the general requirements defined by [RFC5280].

6.2 Signing HTTP messages based on [RFC7515]

The following signature profile is compliant with the requirements of [RFC7515] (JSON Web
Signature) and [ETSI TS 119 182-1] (JAdES profile of ETSI). It is based on the best practise
approach defined by [OBEsign].

6.2.1 Extensions to the HTTP message
6.2.1.1 Path

None.

6.2.1.2 Header parameter

The following parameters have to be added to the header of the HTTP request message:

Attribute Type Condition Description

Digest String Conditional | Contains the hash value calculated over the content
of the body of the HTTP request message. See
section 6.2.2.1.

X-jws-signature | String Conditional | JSON Web Signature with detached JWS Payload
containing the base64url encoded JWS Protected
Header and the base64url encoded JWS Signature
Value (separated by ".."). See section 6.2.2.2.

Table 1: Header parameters for HTTP message signature according to [OBEsign].

Remark on the row "condition™:

If the HTTP request message has to be signed using this signature profile both
attributes are mandatory.

Remark on the transport of the certificate:

The attribute TPP-Signature-Certificate used in former versions of the specifications for
the transport of the certificate is not available for version 2 of the specification. Instead
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the recommendations of [OBEsign] are used for the transport of the certificate. These
are summarized as follows:

o If the certificate used by the API Client to sign the HTTP request message is not
already known by the ASPSP, the API Client shall include its certificate into the
JWS Protected Header using the x5¢c parameter. See requirement 9 of [OBEsign].

o Ifthe certificate used by the API Client to sign the HTTP request message is already
known by the ASPSP (by some prior arrangements out of scope of this
specification) either one, but not both, of the parameters x5c¢c (containing the
certificate) or x5t#S256 (containing the fingerprint of the certificate using SHA 256)
shall be included in the JWS Protected Header. See requirement 7 of [OBEsign].

o The ASPSP may require that the certificate is always included in the JWS Protected
Header using the x5¢ parameter.

o If the JWS Protected Header contains the x5t#3256 parameter (containing the
fingerprint of the certificate using SHA 256), the JWS Protected Header may also
contain the x5u parameter with further information to identify the certificate. See
option 14 of [OBEsign].

6.2.1.3 Message body

None.

6.2.2 Building the extensions
6.2.2.1 Attribute Digest

When an API Client includes a signature according to this signature profile, it must also include
a "Digest" header as defined in [RFC3230]. The "Digest" Header contains a base64 encoded
Hash of the message body. If the message does not contain a body, the "Digest" header must
contain the hash of an empty byte list. The only hash algorithms that may be used to calculate
the Digest within the context of this specification are SHA-256 and SHA-512 as defined in
[RFC5843].

Remark: In the case of a multipart message the same method is used to calculate the digest,
i.e. a hash of the entire message body is calculated including all parts of the multipart message
as well as the separators.
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6.2.2.2 Attribute x-jws-signature

The attribute x-jws-signature contains the JSON Web Signature in compact serialisation with
a detached JWS Payload according to [RFC7515]. This consists of the following three
concatenated elements:

Value

Element Type Condition Description
JWS Protected | String Mandatory Contains the base64url encoded JWS Protected
Header Header.
Delimiter String Mandatory Constant string "..".
Note: Since the JWS Payload is detached, the
delimiter "." appears twice in a row.
JWS Signature | String Mandatory Contains the base64url encoded JWS Signature

Value.

Table 2: Elements of the JSON Web Signature according to [OBEsign].

Note: In a base64url encoded string, the padding characters are omitted.

JWS Protected Header

The JWS Protected Header is a JSON structure which defines how the signature is created. It
contains the following elements:

Attribute Type Condition Description

typ String Mandatory Fixed string "JOSE".

b64 Boolean Mandatory Parameter according to [RFC 7797] indicating
whether the payload is base64url encoded or not.
According to [OBEsign] this parameter has to be
included and set to "false", indicating that the payload
is not base64url encoded.
See Section 3 of [RFC 7797] for details about the b64
parameter.
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Attribute

Type

Condition

Description

x5¢

Array
strings

of

Conditional

Certificate used by the API Client to sign the HTTP
request message according to [RFC7515].

This parameter may include the full certificate chain
up to a trust anchor. See option 10 in [OBEsign].

Each element of this array is the base64 (not
base64url) encoded DER PKIX value of a certificate.
The first certificate must contain the public key used
to sign this JWS. Each subsequent certificate must be
the one used to sign the preceding certificate.

This parameter shall be part of the JWS Protected
Header if the certificate is not already known by the
ASPSP (by some prior arrangements out of scope of
this specification). The ASPSP may require that this
parameter is included. The ASPSP informs about this
as part of the discovery API.

x5t#S256

String

Conditional

Fingerprint (Hash value) over the certificate of the API
Client used for signing the request message.

The fingerprint is the base64url encoded SHA 256
digest of the DER encoding of the certificate.

This parameter shall be part of the JWS Protected
Header if and only if the x5¢ parameter is not part of
this JWS protected header.

x5u

String

Optional

A URI pointing to the resource where the X.509
signing certificate (with or without the certification
path) may be retrieved from.

This parameter may be part of the JWS Protected
Header only if the x5t#S256 parameter is also part of
the JWS Protected Header

crit

Array
strings

of

Mandatory

List of names of parameters of the JWS Protected
Header which are marked critical.

According to [OBEsign] this parameter has to be
included and has to contain the following list:

["b64", "SigT", llSingl]
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Attribute Type Condition Description
Other parameters shall not be marked critical for BG
API.
sigT DateTime Mandatory Claimed signing time. The time shall be UTC (ending
in "Z") and shall indicate date and time with the
resolution of one second.
sigD JSON Mandatory This parameter shall contain the two properties “pars”
Object and “mid”.
The property “pars” contains the ordered list of HTTP
header parameters which are used to create the JWS
Payload to be signed. The names of the HTTP header
parameters shall be given lowercase in this list.
The property “mid” identifies the mechanism used to
identify the data to be signed. This property shall
contain the fixed value
"http://uri.etsi.org/19182/HttpHeaders”
For using this signature profile with BG API, the
following restrictions concerning the property “pars”
shall be considered:
The list shall contain at least "digest" and "x-request-
id".
The list shall conditionally include if and only if the
corresponding HTTP header is included in the HTTP-
Request:
e "api-contract-id"
° "pSU-id"
e "psu-corporate-id"
¢ "Client-Redirect-uri"
The list may include additional HTTP header
parameters.
alg String Mandatory This parameter identifies the cryptographic algorithm
used to create the JWS Signature Value.
According to [OBEsign] this parameter has to be
included and shall not have the value "none".
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Attribute

Type

Condition

Description

Identifiers should be used (if possible) according to
[RFC7518].

For using this signature profile with BG API, the
following restrictions concerning the algorithm to be
used shall be considered:

The algorithm shall identify the same algorithm for the
signature as described for the public key (Subject
Public Key Info) in the certificate (already known by
the ASPSP or contained in the element "x5c¢") of this
Request. Otherwise, the request message shall be
rejected.

aud

String

Mandatory

Parameter according to [RFC7519] containing the
intended recipient of the signed request message.

This specification defines the intended recipient by
the uppercased HTTP method and the relative
request URI starting with “/v2/” (including all query
parameters of the request), separated by a single
space character.

Examples for the content of the aud parameter:

"POST /v2/deferred-payments/sepa-

credit-transfers"

"GET /v2/deferred-payments/sepa-credit-
transfers/3d%a81b3-a47d-4130-8765-
a9c0ff861100/initiations?dateFrom=2024-

04-15"

Table 3: Parameters of the JWS Protected Header according to [OBEsign].

Remarks:

The aud parameter according to [RFC7519] is an extension to [OBEsign]. It is used
to protect the method and the relative path of the HTTP-request by the signature,
so that the ASPSP can verify that the request was intended for this URI by the

signer.
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o If the x5t#S256 parameter is used: For the current version the algorithm SHA 256
shall be used to calculate the hash value over the certificate. This might be
enhanced to additional hash algorithms in future versions of this specification.

o If the x5t#S256 parameter is used: It is recommended that the relying party checks
the hash value contained in X5t#S256 against the certificate of the API Client
(already known to the ASPSP by some prior arrangements out of scope of this
specification).

o Remark: If the x5t#S256 parameter is used, the hash value can be used as a key
to identify a certificate/public key previously exchanged between API Client and
ASPSP.

o Forthe sigD parameter, the RECOMMENDATION-23 of [OBEsign] is not followed,
i.e. (request-target), Content-Type, Content-Encoding and Host may not be part of
the sub-field pars.

o For the sigD parameter, the ASPSP may not require additional HTTP header
parameters to be included. The API Client may decide which HTTP header
parameters are included in the generation of the signature as long as the
restrictions mentioned above are met.

e For the alg parameter, the ASPSP may introduce further restrictions about the
algorithms to be used. Information will be given by the discovery API of the ASPSP.

JWS Signature Value

The signature shall be calculated according to [RFC7515] using the algorithm indicated by the
alg parameter of the JWS Protected Header. The key to be used shall be the private key
corresponding to the certificate (e.g. QSealC) of the API Client.

To calculate the signature, proceed as follows:

1. Encode the JSON object containing the JWS Protected Header into base64url.
Remark: According to section 2.2.4 the trailing "=" padding characters are omitted in
base64url encoding.

2. Collect the HTTP header parameters as indicated by the sub-field “pars” of the sigD
parameter of the JWS Protected Header preserving the ordering of the HTTP header
as defined in the field “pars” to form a string as follows:

a) For an HTTP header name contained in the field “pars” create the header field
string by concatenating the lowercased header field name followed with a colon
"', a single ASCII space character, and the header field value. Any leading and
trailing white spaces are removed. If there are multiple instances of the same
header field, all header field values associated with the header field shall be
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concatenated, separated by an ASCIl comma and an ASCII space ', ', and used
in the order in which they will appear in the transmitted HTTP message.

b) Insert a line feed character after all but the last header field string.
c) Concatenate the header field strings.
See 5.2.8.2 of [ETSI TS 119 182-1] for this procedure.

This concatenation of the header field strings will be used as the JWS Payload. Since
"b64=false" is contained in the JWS Protected Header, the JWS Payload is not
base64url encoded, see section 3 of [RFC 7797].

3. Prepare the signature input by combining the base64url encoded JWS Protected
Header from step 1 with the result string of step 2, separated by ".".

4, Compute the JWS Signature value using the signature input from step 3 using the
signature algorithm determined by the alg parameter of the JWS Protected Header.

6.2.3 Example
Disclaimer:

The following example is only an informative part of this specification. In this example
the JWS Protected Header does not contain all elements according to section 6.2.2.2.
The objective of this example is just to give an example for the different steps to build
the signed HTTP message starting from a given HTTP message. It should not be taken
as a reference point for implementations for signing HTTP messages. In addition, the
sequence of steps shown in the example could be changed by a real implementation if
the same result is produced. The RSA keys used in this example are 768 bits long,
which is too short for real-world applications, but sufficient for illustrative purposes here.
The certificate used in this example is a self-signed X.509 certificate, generated using
the aforementioned RSA keys along with some additional data. Below we provide it in
the PEM format.

Throughout this example we use the following X.509 certificate with the corresponding private
key.

: S DPDEM | BEGIN RSA PRIVATE KEY-----—
Private Key in PEM MIIBygIBAAJhAJAVIWS+7UdWgAdvLNDpWthOY/1rgxkN5zbFIg40CgLXEx4XrTAVL
format 1wfjC7vmg+yjCXPSmv569Gn24aYK+£fyeNQY32Q0hLOssRaU2P8V3u7xgQpHPUHsul

0srZ2pG3BplUAWIBAWJIgGTjkop84TkVVpKHeCbkeWi7VOdAhCz73nYwVINXAHk /2
11HiAfdD1gXXSfvAp3CBUbGQc24xkEouDPiFcpAONWZ+9nRmTGmcRgEFBDDglDcib
BdJowHxEpmTaaRkotgWvAJEAW+MXENWny6nal+7enr/DMav86hvXfzC3191SX1ch
/L5VQqRMtEU40sQ4XH3dWWinAjEAXCcYhORAJPI/zKE]6rn02JCTiV3UFgwcIHasY
tTf0yJ6TDkFA1HB+EbiDvgI0/81FAjEAgpdktePFMNESH/SUadUsy8f98Wfk/mB6
XT426370SqH701xgzIt014dglkv6TkPBVAJEAG91re2AXfbVMxYX8dFNS5bW3s0k4D
rK9avnIQeM/4hb8MtCuTuEr+tnsCfxbN/9uDAJEAWPFSVMxZVD5AQRT+3sg78RdAI
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BJ0JiagBNpJwAX2jIKvzrlSgtbvxnTERt7ThVv12E

Certificate MIIB5DCCAW6gAWIBAGIUENIhspmc7vzDwkYUfYdwpc2E1KQwDQYJKoZIhveNAQEL
(including the Public | BoAwUjELMAKGA1UEBhMCREUxDDAKBGNVBAGMAQ5SVZENMASGALUEBWWEQMIubjEQ
Key) in PEM format MA4GA1UECgwHRXhhbXBsZTEUMBIGA1UEAWwWLZXhhbXBsZS5jb20wHhcNMj cxMTEx
MTEXMTEXWhcNMjgxMTEWMTEXMTExXW)BSMQswCQYDVQQGEwWJERTEMMAOGA1UECAWD
T1JIXMQOwCwYDVQQHDARCb2 5uMRAWDgYDVQQKDAdFeGEFtcGx1MROQWEgYDVQQODDAtL 1
eGFtcGx1LmNVvbTB6MAOGCSGSIb3DQEBAQUAAZKAMGYCYQCXVVvPUlHVOAHDLYZQ6
VrYdGP9a4MZDec2xSIONA0C138eF60wLy5cH4wu750Psowlz0pr+evRpOuGmCvng
njUGN9KISOLLEWINT /Fd7u8YEKRz1B7LpdLK2dgRtwadVAMCAQMWDQYJKoZ IhvcN
AQELBQADYQBCX1mw+zkSCrJY2/09CcBQ6GBalI+F1GbV6z1xhP/WRsZD/VE2DBhs
+1E+JKR5301A53uSmjUz6+PD0eoxw57U3D5eew308x8fd/M4dVe+eftAyculvO8Q
q/xPzmX3Pw0=
————— END CERTIFICATE-----

SHA-256 8EFiLk4tadOnLtxtvazrnPxc74X4ePqdOnvduvDcpxI=
Fingerprint of
certificate (base64)

Step 0: Take the HTTP message
Prepare the unsigned HTTP message.

POST /v2/payments/sepa-credit-transfers HTTP/1.1
Host: api.testbank.com

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcblf7721
Date: Mon, 26 Oct 2020 11:24:37 GMT

{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"debtorAccount": {"iban": "DE40100100103307118608"},
"creditor": {"name": "Merchantl23"},

"creditorAccount": {"iban": "DE02100100109307118603"},
"remittanceInformationUnstructured": ["Ref Number Merchant"]

}

Note: The request body is assumed to be a UFT-8 encoded, compact JSON, i.e. without any additional
line breaks or spaces, which are only inserted here for better human-readability. However, the API client
is free to format the JSON request body (including the ordering of the fields inside the JSON) anyway it
likes, as long as the JSON content remains identical. When calculating the digest of the request body,
the exact byte sequence as-is has to be taken into account.

Step 1: Create JWS Protected Header
Define the JWS header parameters which define how the signature is created:

"b64": false means don't base64url encode HTTP header data to be signed
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"x5t#S5256": SHA256 Fingerprint of signing certificate (base64url encoded, i.e. without padding
"=" characters)

"crit": ["sigT","sigD","b64"]

"sigT": Claimed signing time

"sigD": Defines list of lower case HTTP Header fields to be signed
"alg": "RS256" Signature algorithm

The pretty printed JWS Protected Header reads:

"b64d": false,

"x5t#5256": "8EFiLk4taJdOnLtxtvaZrnPxc74X4ePqJOnvduvDcpxI",
"crit": [ "sigT", "sigD", "b64"],
"sigT": "2020-10-26T11:26:572",
"sigD": {
"pars": ["x-request-id", "digest"],
"mId": "http://uri.etsi.org/19182/HttpHeaders"

b
"alg": "RS256"

Note: The JWS Protected Header is shown here in a pretty print layout. To keep the JWS
Signature slim, it will be sent in the compact serialisation without any line breaks or extra
spaces. Escape characters are not used.

The JWS Protected Header above given in compact serialisation reads base64url encoded
(recall, that there are no padding characters in base64url encoding):

eyJiNjQiOmZhbHN1LCJIJ4NXQjUzI1INiI6IjJhFRm1MazROYUowbkx0eHR2YVpyblB4YzcOWDR1UHFE
KMG52ZHV2RGNweEkiLCJIjecml0IjpbInNpZlQiLCJzaWdEIiwiYjY0I10sInNpZ1Qi0iIyMDIwLT
EwLTI2VDExOJjI20jU3WiIsInNpZ00QiOnsicGFycyI6oWyJ4LXJ1lcXV1c3QtaWQiLCJkaWdlc3QiX
SwibUlkIjoiaHROcDovL3VyaS51dHNpLmOyZy8x0OTE4M1 9IdHRWSGVhZGVycyJdJ9LCIhbGciOiJs
UzI1INiJ9

Step 2: Compute Digest of HTTP Body

Calculate the SHA-256 hash of the HTTP Body "as it is" (i.e. payload without HTTP headers
and following empty line).
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Note: For simplicity, we assume that the request body from the above message is actually
sent in the compact format, i.e. without any additional line breaks or spaces, and encoded
using UTF-8:

Request body (UTF-8) {"instructedAmount":{"currency":"EUR","amount":"123.50"},"debtorAcc
ount™:{"iban":"DE40100100103307118608"},"creditor":{"name":"Merch
ant123"},"creditorAccount":{"iban":"DE02100100109307118603"},"re
mittancelnformationUnstructured":["Ref Number Merchant"]}

SHA-256 Hash of the body | hjZCHuU8SHxtkXX0iQMBBaP2Z1zirR7312XrcZznNI4w=
(baseb4)

Value of the HTTP Header | SHA-256=hjZCHu8SHxtkXX0iQMBBaP2Z1zirR731ZXrcZznNI4w=
“digest”

Step 3: Create JWS Payload: Collect HTTP Headers to be signed

Create the JWS Payload, that is the string containing the HTTP headers to be signed, as
selected using the JWS Protected header parameter sigD, including the HTTP header
"Digest".

x-request-id: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1£7721
digest: SHA-256=hjZCHuU8SHxtkXX0iQMBBaP2Z71zirR731ZXrcZznNI4w=

Note: Recall from step 2.b) of the description of the JWS Signature Value at the end of section
6.2.2.2 that each line of the HTTP header ends with line feed character (OxOA), but not the last
line.

Step 4: Prepare input for Signature Value Computation

Combine the Base64url encoded JWS Protected Header with the JWS Payload (the HTTP
Header to be signed), separated by ".", to obtain the signature input:

eyJiNjQiOmZhbHNI1LCJI4NXQjUzIINiI6IJhFRm1MazROYUowbkx0eHR2YVpyb1B4YzcOWDRIUHF
KMG52ZHV2RGNweEkiLCJIjecml0IjpbInNpZlQiLCJzaWdEIiwiYjY0I10sInNpZ1Qi0iIyMDIWLT
EwLTI2VDExO]jI20jU3WiIsInNpZ0QiOnsicGFycyIl6oWyJ4LXJ1lcXV1c30taWQiLCJkaWdlc3QiX
SwibUlkIjoiaHROcDovL3VyaS51dHNpLmOyZy8x0OTE4M1 9IdHRWSGVhZGVycyJ9LCIhbGci0iJds
UzI1INiJ9.x-request-id: 99391c7e-ad88-49ec-a2ad-99ddcbl1£7721

digest: SHA-256=hjZCHu8SHxtkXX0iQMBBaP2Z1lzirR731ZXrcZznNI4w=

Note: The signature input contains exactly one line break before “digest”, encoded by the line
feed character OxOA. Other than this, there is no line break in the signature input.
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Step 5: Compute JWS Signature Value

Compute the digital signature. As defined in the field “alg” of the JWS Protected Header, the
RSA signature over the SHA-256 hash value of the signature input shall be computed.

The Base64url encoded RSA Signature of the example is:

PPxyBpcCP8wjDFEODS41c50b2G9ZTIfgdxdxgmVisqpdES57273998pXnaSO0HBbxcGOrlhWh
GRWIHi2umxmQOyp0Qiss4P1qqt810hv0ZUWWTIXAHBX0TOyLOcJwnxSrf

Step 6: Build JSON Web Signature

Compile the compact serialised representation of the JSON Web Signature (with detached
JWS Payload) containing the Base64url encoded JWS Protected header and the JWS

Signature Value, separated by “..”, i.e. twice the delimiter “.”.

eyJiNjQiOmZhbHNILCJ4NXQjUzIINiI6IjhFRm1IMazROYUowbkx0eHR2YVpyb1B4YzcOWDR1UHF
KMG52ZHV2RGNweEkiLCJIjcml0IjpbInNpZlQiLCJIzaWdEIiwiYjY0I10sInNpZ1Qi0iIyMDIWLT
EwLTI2VDExOjI20jU3WiIsInNpZ0QiOnsicGFycyIl6WyJ4LXJI1leXV1ie3QtaWQiLCcIkaWdlce3Qix
SwibUlkIjoiaHROcDovL3VyaS51dHNpLm9yZy8x0OTE4AM1 9 TdHRwWSGVhZGVycyJ9LCIhbGci0iJs
UzI1INiJ9..PPxyBpcCP8wjDFEODS41c50b2G9Z2TIfgdxdxqmVtsgpdE57273998pXnaS0HBbxcG
OrIThWhGRWIHi2umxmQOyp0Qiss4Plggt8l0hv0ZUWWT 9XAHBX0TOyLOcIJwnxSrf

Step 7: Insert JSON Web Signature into HTTP Message to form HTTP Signed Message
The HTTP message as sent over the network with the JSON Web Signature inserted reads:

POST /v2/payments/sepa-credit-transfers HTTP/1.1

Host: api.testbank.com

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl£f7721

Date: Mon, 26 Oct 2020 11:24:37 GMT

Digest: SHA-256= hjZCHu8SHxtkXX0iQMBBaP2Z1zirR731ZXrcZznNI4w=
x-jws-signature:
eyJiNjQiOmZhbHN1LCJIJ4NXQjUzI1INiI6IjJhFRm1MazROYUowbkx0eHR2YVpyblB4YzcOWDR1UHFE
KMG52ZHV2RGNweEkiLCJIjcml0IjpbInNpZlQiLCIzaWdEIiwiYjY0I10sInNpZ21Qi0iIyMDIWLT
EwLTI2VDExOJI20jU3WiIsInNpZ0QiOnsicGFycyI6WyJ4LXJ1lcXV1c3QtaWQiLCJkaWdlc3QiX
SwibUlkIjoiaHROcDovL3VyaS51dHNpLm9yZy8x0OTE4M1 9TIdHRWSGVhZGVycyJdJ9LCIhbGci0iJds
UzI1INiJ9..PPxyBpcCP8wjDFEODS41c50b2G9Z2TIfgdxdxqmVtsgpdE57273998pXnaS0HBbxcG
OrIThWhGRWIHiZ2umxmQOyp0Qiss4Plggt8l0hv0ZUWWT 9XAHBX0TOyLOcIJwnxSrf

{"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"debtorAccount": {"iban": "DE40100100103307118608"},

"creditor": {"name": "Merchantl23"},
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"creditorAccount": {"iban": "DE02100100109307118603"},
"remittanceInformationUnstructured": "Ref Number Merchant"

}

Note: The request body does not contain any line breaks, nor spaces outside of strings.
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7 Security measures for securing (parts of) the message body
7.1 Signing the body

The body of a request or response message may be signed by one or more responsible
entities. Who is responsible for signing the body depends on the single use case. The following
are possible examples:

e For arequest message sent by an API Client to the openFinance API of an ASPSP
the body may be signed by one or more PSU.

o For aresponse message to a request of an API Client the body may be signed by
a responsible department or one or more responsible employees of the ASPSP.

o For arequest message as part of a pushed-based service the body may be signed
by a responsible department or one or more responsible employees of the ASPSP.

Remark:

¢ Signing the body of a request message for a signed payment request should not be
confused with the signing of an HTTP request message according to section 6.
Signing the HTTP message according to section 6 will authenticate the API Client
sending the request message to openFinance APl of the ASPSP. It will not
authenticate the PSU and for this reason cannot substitute an SCA of the PSU.

e To distinguish the case of a request message with a signed body (indicating the
consent of the PSU) from signed HTTP messages (indicating the proof of origin by
the API Client) these request messages with signed bodies will be called in general
signed transaction requests.

o Forthe current version, only signed transaction requests sent by the API Client are
considered. Signed response messages and push-based request messages with
signed body sent by the ASPSP will be described in detail in a future version.

For a signed transaction request further SCA procedures for the strong customer
authentication of the PSU involved might not be necessary if the creation of the corresponding
signatures is compliant with the requirements for an SCA according to [PSD2] and [EBA-RTS].

It is up to the ASPSP if it supports signed transaction initiation requests at its openFinance
API. For some use cases an ASPSP might mandate that the body of a request message sent
by an API Client has to be signed by one or more PSUs.
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This specification does not define any requirements about the quality of the process to
generate the signature for a signed transaction request. It is possible that the ASPSP will define
further requirements for this as for example

e special algorithms to be used,
e key length to be used,
e quality of certificates to be used.

Different signature procedures and profiles based on asymmetric and symmetric cryptography
will be supported in future by this specification. The phrase "signing a body" will be used
regardless if the body will be secured by an electronic signature or an electronic seal based
on asymmetric cryptography or by some kind of cryptogram based on symmetric cryptography,
as for example an EMV cryptogram generated by a payment card.

7.1.1 Variants for sending signature related data

For a signed transaction request the data necessary for the signature verification has to be
sent to the ASPSP by the API Client. The data to be sent for the verification depends on the
signature procedure and profile used to create the signature.

For sending the data necessary for the signature verification to an ASPSP the openFinance
APl Framework currently supports only the Explicit Authorisation Process (as defined in
section 9). In this case, the HTTP transaction initiation request contains only the request data
in its body, while for each signature the necessary data for its verification is sent independently
through an (explicit) authorization process. A detailed description is provided in section 7.1.3.
Note that it is not necessary that the PSU-signatures needed for the authorisation of the
transaction have to be already available at the time the API Client sends the initiation of the
transaction to the openFinance API of the ASPSP. It is possible that the signature of a PSU
needed for the authorisation of the transaction may be generated by the PSU after the initiation
of the transaction. All PSU-signatures needed for the authorisation can be generated by the
PSU and sent by the API Client to the openFinance API of the ASPSP at various times after
the initiation of the transaction. It might also be that the signatures are applied via different
technical API Clients. For this reason, these signatures will be called distributed signatures.

RFU: In the future further variants of signed transaction requests might be added to the
openFinance APl Framework (e.g., multipart HTTP messages transporting all signatures
needed for authorising the related transaction).

7.1.2 Signature Profiles supported for signing the request body

The parameters used to indicate and confirm that the authorisation of a transaction request
will be done by signatures are defined in the Start Authorisation Process Request and
Response in Section 9.4. "Client-SCA-Approach-Preference" and "ASPSP-SCA-Approach"
must obtain the value "signature" and the conditional parameters "Body-Sig-Profile-
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Preference" and " Body-Sig-Profile-Accepted” must be used to request resp. confirm the
signature profile which will be used for the authorisation.

Body-Sig-Profile:

The parameters Body-Sig-Profile-Preference and Body-Sig-Profile-Accepted indicate
the signature profile to be used for signing the message body.

Currently the following values are supported by this specification:

JAdES JS The body is signed based on [RFC7515] using JWS JSON Serialization
taking the requirements of [ETSI TS 119 182-1] for JAJES into account.

XAdES FOR FUTURE USE ONLY (The body is signed based on [W3C XMLSig]
taking the requirements of [ETSI EN 319 132-1] for XAdES into account).

EMV_AC FOR FUTURE USE ONLY (The body (or parts of it) is secured using an
EMV AC cryptogram).

EUDIW FOR FUTURE USE ONLY (The body (or parts of it) is secured using an
EUDI Wallet).

Table 4: Supported signature profiles.

For the beginning, only JAdES_JS will be supported by this specification. Future versions of
the specification may support further values for the signature profile.

EMV_AC may be added only if the API will be used in future also for payments, where the SCA
of the PSU is based on an EMV_AC cryptogram generated by a payment card of the PSU.

EUDIW will be added only if the EUDI Wallet will be used in future for the authorisation of
transactions.

XAdES and the usage of Associated Signature Container (ASiC) will be integrated in future as
soon as this requirement has been submitted to the Task Force by a member of the Berlin
Group.

Remark:

For signed transaction requests, not all header parameters as defined by section 3.5
may be applicable.
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7.1.3 Explicit Authorisation Process (as defined in section 9)

In the case of explicit authorisation, it is assumed that the HTTP Transaction Initiation Request
contains only the request data in its body. It is posted to the usual endpoint for the
corresponding transaction to be initiated.

The required data for the verification of the signatures is sent separately using the explicit
authorisation process. The explicit authorisation process has to be executed for each signature
necessary for the authorisation of the transaction. The following picture gives an overview:

PSU API Client ASPSP

POST transaction
Client-SCA-Approach-Preference: "signature"

\/

Trigger transaction

A
\/

A

"Client-SCA-Approach-Accepted": "signature"
" links": {
"startAuthorisationWithTransactionAuthorisation": {
Whrefh: n...m
}

POST start authorisation and send signatureData

Authorise transaction to the link "startAuthorisationWithTransactionAuthorisation"

PSU 1..n

A
\/
\/

A

scaStatus
authorisationId

Table 5: Flow for signed transaction request with explicit authorisation
Remark:

The above picture and the following description are based on the simplified one-step
authorisation process consisting of a single POST request. If required, the longer two-
step authorisation process, where the start of authorisation process and the sending of
the signature data are split into a POST and a PUT request can be used by the API
Client. The ASPSP has to decide whether the one- or two-step authorisation process
has to be used by the API client.

7.1.3.1 Requesting the data to be signed

The API client needs to fetch the exact byte sequence to be signed over by the ASPSP to
generate a signature that can be verified and to start the authorisation process (see Section
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9.4). The specification of the API call to fetch the exact byte sequence to sign is given in this
Subsection. Please note that this call might filter some of the data to be signed from the

technical resource data.

Note: The request to receive the data that is to be signed is only needed if the signer does not
know the byte sequence, i.e. the serialisation format of the body data, to be signed.

Call

GET /v2/{resource-path}/{resourceld}?toBeSigned=true HTTP/1.1

Host: api.testbank.com

Path Parameters

Attribute Type

Description

resource-path String

This resource path can be a one-level parameter {service} or a
two-level parameter {service}/{product-type}, where

o ({service} stands for the service type of the related
business transaction, e.g. /payments or /consents

o {product-type} stands for the product-type of the related
business transaction where applicable, e.g. sepa-
credit-transfers in the case of payments or account-
access in case of consents.

resourceld String

Resource identification of the related payment initiation, signing
basket, consent, subscription or other related business
transaction resource.

Query Parameters

Attribute Condition | Description
toBeSigned Optional if | toBeSigned=true
supported
by ASPSP | The API Client requests the exact representation of
the resource, which needs to be signed, e.g. leaving
out attributes which had been added by the ASPSP.
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Attribute Condition | Description

This query parameter is not supported if signatures
are not supported as SCA mechanism.

Request Header

No special Request Headers.
Request Body

None.

Response Code

HTTP response code equals 200.
Response Header

No special Response Headers.
Response Body

The body contains the transaction or payment data to be signed “as it is”, i.e. represented as
the exact byte sequence that should be signed over.

7.1.3.2 Authorisation process

With the link "startAuthorisationWithTransactionAuthorisation” sent by the ASPSP in the
response body to the transaction initiation request, the API Client can start the authorisation
process by sending signature data. For details on this please see Section 9.5.

Note: This step has to be repeated by the API Client for each signature of a PSU needed for
the authorisation of the transaction.

Note: For the creation of the signature the PSU has to use the signature profile as indicated
by the ASPSP with the Body-Sig-Profile-Accepted parameter added to the response message
of the transaction initiation.

7.1.3.3 Remark on the two-step variant

In the above section the simplified one-step authorisation process is described. If required, the
longer two-step authorisation process, where the start of authorisation process and the
sending of the signature data are split into a POST and a PUT request can be used by the API
Client.

Published by the Berlin Group under Creative Commons Attribution-NoDerivatives 4.0 International Public License Page 70

(ref. License Notice for full license conditions)
BY ND



Security Measures supported by XS2A and openFinance API Security measures for securing (parts of) the message body

7.1.3.4 Example

The following example shows the use case "signing a payment transaction" using JSON Web
Signature according to [RFC7515]

Step 1: Creating the payment resource
Request:

POST /v2/payments/sepa-credit-transfers HTTP/1.1
Host: api.testbank.com

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl£f7721
PSU-IP-Address: 192.168.8.78

Date: Mon, 26 Oct 2020 11:24:37 GMT
Client-SCA-Approach-Preference: "signature"
Body-Sig-Profile-Preference: "JAdJES JS"

{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"debtorAccount": {"iban": "DE40100100103307118608"},
"creditor": {"name": "Merchantl23"},

"creditorAccount": {"iban": "DE02100100109307118603"},
"remittanceInformationUnstructured": ["Ref Number Merchant"]

}

Response:

HTTP/1.1 201 Created

ASPSP-SCA-Approach: signature
Body-Sig-Profile-Accepted: JAdES JS

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl£f7721

{

"paymentId": "3d9%a81b3-a47d-4130-8765-a9c0££861100",
"transactionStatus": "RCVD",
"links": {
"startAuthorisationWithTransactionAuthorisation™": {
"href": "/v2/payments/sepa-credit-transfers/3d%a81b3-a47d-4130-

8765-a9c0ff861100/authorisations™”
}
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Step 2. Fetching the payment resource as it should be signed.
Note: This step is optional.
Request:

GET /v2/payments/sepa-credit-transfers/3d%9a81lb3-a47d-4130-8765~-
a9c0ff861100?toBeSigned=true HTTP/1.1

Host: api.testbank.com

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

Accept: application/json

Response:

HTTP/1.1 200 OK
Content-Type: application/json
X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"debtorAccount": {"iban": "DE40100100103307118608"},
"creditor": {"name": "Merchantl23"},

"creditorAccount": {"iban": "DE02100100109307118603"},
"remittanceInformationUnstructured": ["Ref Number Merchant"]

}

Note: The response body contains the byte sequence to be signed. Thus, the response body
must be signed exactly as it is, eventually including all invisible formatting characters.

Step 3. Submit the signature
Request:

POST /v2/payments/sepa-credit-transfers/3d%9a81b3-a47d-4130-8765-
a9c0ff861100/authorisations HTTP/1.1

Host: api.testbank.com

X-Request-ID: e€7c8e990-5e3f-4c3f-9b7a-04c6eaB843bd3

Content-Type: application/json

{

"signatureData": {

"protected" :"eyJhbGciOiJSUzIINiIsInglYyI6WyJIJNSUICNURDQOFXNmdBAO1CQWAJIVUZOSW
hzcGljN3Z6RHArWVVMWWR3cGMyRWxLUXAEUV1KS29aSWh2Y05BUUVMQ1FBA1VgRUXNQWEHQTFVR
UJoTUNSRVV4RERBSOJNT1ZCQWANQTA1U1Z6RUSNQXNHQTFVRUJ3d0OVRLT11YmpFUU1BNEdBMVVE
Q2d3SFJYaGhiWEJzW1REFVU1CSUdABMVVFQXd3TFpYaGhiWEJzW1MlamIyMHdIaGNOTWpjeE1URXh
NVEV4ATVRFeFdoY05Namd4TVRFAO1URXhNVEV4V2pCUO1Rc3dDUVIEVIFRROV3ISkVSVEVNTUFVRO
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ExVUVDQXdEVGXKWE1RMHADA11EV1IFRSERBUKNiMjV1ITVIJBAORNWURWUVFLREFkRMVHRNRJR3hsT
VIRAOVNWURWUVFEREFObGVHRNRJR3hsTG10dmJUQJZNQTBHQINxRINJY JNEUUVCQVEVQUEyaOFN
R1I1IDWVFDWFZWA1BIMUhWbOFIYn16UTZWcl1kRIASYTRNWkR1YZzJ4UO1PTkFvQzEZOGVGNjB3THk
1Y0g0d3U3NW9Qc293bHowcHIrZXZScD11R21Ddm44bmpVR045a01 TMEXMRVAsTmovRMQ3dThZRU
£SeJFCNOXWZEXLMMRXUNR3YWRWQU1DQVENdORRWUpLblpJaHZ JTkFRRUxCUUFEWVECQlgxbXcre
mtTQ3JKWTIvbzl1DYOJRNKACYTFJIK0ZsR2IJWNnoxeGhQL1dSclpEL1ZFMkRCaHMrbEUr Skt SNTNP
MUE1M3VTbWpVe jYrUEQwZWO4dzU3VTNENWV1dzNPOHg4 ZmQvTTRkVMUrZWZ0QX1jdWx2TzhRcS9
4UHptWDNQdAzA9TI10sInNpZlQiOiIyMDIWLTEWLTI2VDEXO]jI20jU3WiIsInN1YiI6IjNkOWE4AMW
IzZLWEON2QtNDEzMCO4NzY1LWESYzBmZjg2MTEWMCJ9",
"signature":"ND2HOiK8njIS4P0ik4P109dY9vWySdctFVrD gSJ-
Sm3KCbMdGzzrtmzHBz9Me121t2mYN7ymcOsdWR8t 7pDLF-A61z0TgGxg0—
9f07sAifGOEKENb2V YPgLTKX4-JW"

}

}

Response:

HTTP/1.1 201 Created
X-Request-ID: e€7c8e990-5e3f-4c3f-9b7a-04c6eal843bd3
Content-Type: application/json

{
"authorisationId": "550e8400-e29%9b-41d4-a716-446655440000",
"scaStatus": "finalised"

}

Remark: For convenience we reproduce here the JWS protected header and the certificate
data used in the above example.

Throughout this example we use the following RSA key pair and X.509 certificate. Note that
the same certificate is used in Example 6.2.3 and all disclaimers mentioned there apply here
as well.

; S DPDEM | BEGIN RSA PRIVATE KEY-----
Private Key in PEM MIIBygIBAAJhAJAVW8+7UdWgAdvLNDpWth0Y/1rgxkN5zbFIg40CgLXfx4XrTAVL
format 1wfjC7vmg+yjCXPSmv569Gn24aYK+fyeNQY32Q0hLOssRaU2P8V3u7xgQpHPUHsul

0srZ2pG3BplUAWIBAWJIGGTjkop84TkVVpKHeCbkeWi7VOdAhCz73nYwVINXAHk /2
11HiAfdD1gXXSEfvAp3CBUbGQc24xkEouDPiFcpAOnWZ+9nRmTGmcRgFBDDglDcib
BdJowHxEpmTaaRkotgWvAJEAW+MXENWny6naL+7enr/DMav86hvXfzC31915X1cb
/L5VQqRMtEU40sQ4XH3dWWinAjEAXCcYhORAJPI/zKE]6rn02JCTiV3UFgwcIHasY
tTf0yJ6TDkFA1HB+EbiDvgI0/81FAjEAgpdktePFMNE8H/SUadUsy8f98Wfk/mB6
XT4263703qH701xgzIt014dglkv6TkPBVAJEAG91re2AXfbVMxYX8dFNSbW3s0k4D
rK9avnIQeM/4hb8MtCuTuEr+tnsCfxbN/SuDAJEAWPFSVMxZVD5AQRT+3sg78RdAI
BJ0JiagBNpJwAX2jIKvzrlSgtbvxnTERt 7ThVv12E
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Certificate ————— BEGIN CERTIFICATE-----
MIIB5DCCAW6gAWIBAGIUFNIhspmc7vzDwkYUfYdwpc2E1KQwDQYJKoZIhveNAQEL
(including the Public | BoAwUjELMAKGA1UEBhMCREUXDDAKBGNVBAGMAOS5SVZENMASGAIUEBWWEQmMOubIEQ
K in PEM format MA4GA1UECgwHRXhhbXBsZTEUMBIGA1UEAwWwWLZXhhbXBsZS5jb20wHhcNMj cxMTEx
ey) In MTEXMTExWhcNMj gxMTEWMTEXMTExWIBSMQOswCQYDVQQGEWJERTEMMAOGA1UECAWD
T1JIXMQOwCwYDVQQHDARCb2 5uMRAWDgYDVQQOKDAdFeGEFtcGx1MROQWEgYDVQQODDAtL 1
eGFtcGx1LmNVvbTB6MAOGCSgGSIb3DQEBAQUAAZ2KAMGYCYQCXVVVPUlHVOAHDbYZQ6
VrYdGP9a4MZDec2xSIONA0C138eF60wLy5cH4wu750Psowlz0pr+evRpouGmCvng
njUGN9KISOLLEWIN]/Fd7u8YEKRz1B7LpdLK2dgRtwadVAMCAQMwDQY JKoZIhvcN
AQELBQADYQBCX1mw+zkSCrJY2/09CcBQ6GBalI+F1GbV6z1xhP/WRsZD/VE2DBhs
+1E+JKR5301A53uSmjUz6+PD0eoxw57U3D5eew308x8fd/M4dVe+eftAyculvO8Q
q/xPzmX3Pwl=
————— END CERTIFICATE-----

JWS Protected Header in pretty format:

{

"alg": "RS256",

"x5c":
["MIIBS5DCCAW6gAWIBAgIUEFNIhspmc7vzDwkYUfYdwpc2E1KQwDQYJKoZIhveNAQELBQAWUJELM
AXGA1UEBhMCREUxDDAKBgNVBAgMAQOS5SVZENMASGALUEBWWEQmOubjEQMA4GA1UECgwHRXhhbXBs
ZTEUMBIGALIUEAWWLZXhhbXBsZS5)jb20wHhcNM) cxMTEXMTEXMTEXWhcNMjgxMTEWMTEXMTEXW B
SMQOswCQYDVQQGEWJERTEMMAOGAIUECAWDT 1 IJXMQOWCWYDVQQHDARCb2 5uMRAWDgYDVQQKDAdFeG
FtcGx1MROQWEgYDVQQODDAt1eGFtcGx1LmNvbTBO6MAOGCSgGSIb3DQEBAQUAA2KAMGYCYQCXVVVPuU
1HVoAHbyzQ6VrYdGP9a4MZDec2xSIONA0C138eF60wLyS5cH4wu750Psowlz0prtevRpouGmCvng
nJjUGN9KISOLLEWIN] /Fd7u8YEKRz1B7LpdLK2dgRtwadVAMCAQMwWDQYJKoZ IThveNAQELBQADYQB
CX1mw+zkSCrJY2/09CcBQ6GBalI+F1GbV6z1lxhP/WRsZD/VE2DBhs+1E+JKR5301A53uSmjUz6+
PDOeoxw57U3D5eew308x8fd/M4dVe+eftAyculvO8Qqg/xPzmX3Pwl0="1,
"sigT":"2020-10-26T11:26:572",

"sub":"3d9%a81b3-a47d-4130-8765-a9c0f£861100"

}

7.1.4 Note: Above the JWS protected header is shown in pretty format. In the above
example it is used without breaks and extra spaces.Signing the body using JAdES_JS

Only detached JWS signatures in the sense of appendix F of [RFC7515] shall be used.
Moreover, only JWS JSON Serialisation using the flattened syntax according to section 7.2.2
of [RFC7515] shall be used.

Notes:

e The flattened syntax will be used since all needed signatures are transported in
different steps as single signature to the authorisation endpoint.

e If more than one signature is needed for the authorisation, these signatures are
considered as independent signatures and not as counter signatures. If one
signature has to be protected by another signatures, counter signatures as
described in section 5.3.2 of [ETSI TS 119 182-1] shall be used.

Each flattened detached JWS is the following JSON structure:
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Element Type Condition Description

protected String Mandatory Base64URL encoded JWS Protected Header.
BASEG4URL(UTF8(JWS Protected Header))

header String Optional Content of the JWS Unprotected Header.

signature String Mandatory Base64URL encoded JWS Signature.

BASEG64URL(JWS Signature)

Table 6: JSON structure of a JWS

For this JWS the element "payload" (with the value BASE64URL(JWS Payload)) is omitted as
mandated by appendix F of [RFC7515] for detached signatures. Though, of course, this

element is used for the generation and verification of the signature.

Note: [RFC7515] assumes JWS Payload and JWS Signature to be in binary form and JWS

Protected Header and JWS Unprotected Header to be strings.

JWS Protected Header

The JWS Protected Header is mandatory, i.e. the element protected shall be part of the JWS.
It shall contain at least the following sub elements:

Element

Type

Condition

Description

alg

String

Mandatory

Identifier of the algorithm used for the creation of
the signature according to [RFC7518].
Examples: RS256, PS256
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Element

Type

Condition

Description

x5¢

Array of
String

{Or

The "x5¢" (X.509 certificate chain) Header
Parameter contains the X.509 public key certificate
or certificate chain corresponding to the key used to
generate the signature. The certificate or certificate
chain is represented as a JSON array of certificate
value strings. Each string in the array is a base64-
encoded (not base64url-encoded) DER PKIX
certificate value. The certificate containing the
public key corresponding to the key used to
generate the signature MUST be the first certificate.
This MAY be followed by additional certificates, with
each subsequent certificate being the one used to
certify the previous one. The recipient MUST
validate the certificate chain according to RFC 5280
and consider the certificate or certificate chain to be
invalid if any validation failure occurs.

x5u

String

Or

The "x5u" (X.509 URL) Header Parameter is a URI
that refers to a resource for the X.509 public key
certificate or certificate chain corresponding to the
key used to generate the signature. The identified
resource MUST provide a representation of the
certificate or certificate chain that conforms to RFC
5280 in PEM-encoded form, with each certificate
delimited as specified in Section 6.1 of RFC 4945.
The certificate containing the public key used to
generate the signature MUST be the first certificate.
This MAY be followed by additional certificates, with
each subsequent certificate being the one used to
certify the previous one. The protocol used to
acquire the resource MUST provide integrity
protection; an HTTP GET request to retrieve the
certificate MUST use TLS; and the identity of the
server MUST be validated, as per Section 6 of RFC
6125.

x5t#S256

String

Or}

SHA-256 hash value of the certificate
corresponding to the key used to generate the
signature.

sigT

DateTime

Mandatory

Claimed signing time. The time shall be UTC
(ending in "Z") and shall indicate date and time to
the second.
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Element

Type Condition Description

sub

String Conditional | Id of the resource (e.g. paymentld, consentld etc)
received by the API client in the response to the
transaction initiation request.

This element shall be included if the id of the
resource to be protected already exists.

jti

String Conditional | Unique identifier of this signature according to
[RFC7519].

This element shall not be included if the element
sub is included.

Remarks:

Table 7: JSON structure of a JWS Protected Header

The ASPSP can mandate algorithms to be supported for the creation of a signature.

One of the elements x5u, x5c, and x5t#S256 shall be contained in the JWS
Protected Header.

The ASPSP may define further restriction for the content of the elements x5u, x5c,
and x5t#S256. For example, the ASPSP may require that the element x5c is
contained and that this element contains only the certificate itself but not the
complete certificate chain.

Only one of the elements sub and jti shall be contained in the JWS Protected
Header.

Further elements defined in section 5.1 and 5.2 of [ETSI TS 119 182-1] may be
included. The ASPSP may define additional requirement on these elements, i.e.
that an element shall be included or that an element shall not be included.

All additional requirements defined by the ASPSP have to be described by the
ASPSP specific documentation.

It depends on the (security) policy of the ASPSP which of these elements and how
these elements are verified by the ASPSP.

JWS Unprotected Header

The JWS Unprotected Header is optional, i.e. the element “header” may be missing. If the
element “header” exists in the JWS, it shall contain only one sub element “etsiU” according to
section 5.3.1 of [ETSI TS 119 182-1].
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If a signature A has to be secured by another signature B, i.e. a counter signature according
to [ETSI TS 119 182-1], the JWS representing the counter signature B shall be enclosed in the
unprotected header of the JWS representing the signature A. In this case the sub element
“etsiU” of the element “header” (containing the JWS unprotected header) shall contain the
element “sigC” containing the JWS representing the counter signature.

JWS Signature
The signature is calculated over the string
ASCII(BASE64URL(UTF8(JWS Protected Header)) || *.” || BASE64URL(JWS Payload))

using the private key corresponding to the certificates prescribed by the elements x5¢, x5u, or
x5t#S256, and using the algorithm identified by the element alg.

Note: Recall that [RFC7515] assumes JWS Payload to be in binary form. In our case this is
the UTF8 encoded JSON structure as it send by the ASPSP’s server using the “toBeSigned”
parameter.

7.1.5 Signing the body using XAdES

RFU: Not supported for the current version of the openFinance Framework. Support will be
added as part of future versions.

7.1.6 Signing the body using EMV_AC

RFU: Not supported for the current version of the openFinance Framework. Support will be
added as part of future versions.

7.1.7 Signing the body using EUDIW

RFU: Not supported for the current version of the openFinance Framework. Support will be
added as part of future versions.

7.2 Encryption of (parts of) the body

Parts of a body or the complete body of a request or response message can be encrypted, if
the body is JSON or XML encoded.

For the support of the encryption of (parts of) the body of a message the following holds.

o An ASPSP may support the encryption or decryption of (parts of) the body of a
request or response message optionally.

e An ASPSP shall encrypt (parts of) a response message to be sent to an API Client
only if the API Client accepts encrypted (parts of the) message bodies.
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e An ASPSP shall encrypt (parts of) a request message to be sent to an API Client
as part of a pushed-based service only if the API Client accepts encrypted (parts of
the) message bodies.

¢ An API Client shall support the encryption of (parts of) a body of a request message
to be sent to an ASPSP.

¢ An API Client shall encrypt (parts of) the body of a request message to be sent to
an ASPSP if this is requested by an ASPSP.

o An API Client may support the decryption of (parts of) a body of a response
message receive from an ASPSP optionally.

e For pushed-based services: An API Client may support the decryption of (parts of)
a body of a request message receive from an ASPSP or the encryption of (parts of)
a body of a response message to be sent to an ASPSP optionally.

Remark:
API access schemes may define further requirements.
7.2.1 Overview

Encryption of (part of) the body of an http (request or response) message will be based on the
specification of

e JSON Web Encryption ([RFC7516]) for the case of JSON encoded bodies,
o XML Encryption [XML ENC] for the case of XML encoded bodies.
For JSON encryption:

o |f the complete body of the message will be encrypted the complete plain text
content of the body will be replaced by a JWE data structure representing the
encrypted (and integrity) protected content of the body.

¢ [fonly an attribute of a body of the message will be encrypted the plain text content
of this attribute will be replaced by a JWE data structure representing the encrypted
(and integrity protected) content of the attribute.

For XML encryption:

o If the complete body of the message will be encrypted the complete plain text
content of the body will be replaced by an XML element representing the encrypted
(and integrity protected) content of the body.
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e |If only an element of a body of the message will be encrypted the plain text content
of this element will be replaced by an XML element representing the encrypted (and
integrity protected) content of the element.

Remark: The protection of the integrity of the encrypted content depends on the algorithm used
for the encryption. If A256GCM is used the integrity of the content is protected in addition to
the encryption of the content.

Only key encryption will be used as key management mode. A randomly generated CEK
(content encryption key) is used for the encryption of the plain text using a symmetric
encryption algorithm. A public key of the receiver is used for the encryption of the CEK using
an asymmetric encryption algorithm.

For the current version of this specification only the following encryption algorithms may be
used (see also [RFC7518] and [XML ENC])):

o A256GCM/AES256-GCM: Symmetric AES using the Galois/Counter mode of
operation for the encryption of the plain text. For this the CEK shall be a 256-bit
AES key.

o RSAES-OAEP: Asymmetric RSA with OAEP padding for the encryption of the CEK.
MGF1 with SHA-1 mask generation function shall be used.

For JSON encryption only JWE Compact Serialisation according to section 3.1 of [RFC7516]
is used.

Remark: It is possible that an ASPSP or a scheme mandates the support and usage of further
encryption algorithms.

7.2.2 Extension to the http message
7.2.21 Path

None.

7.2.2.2 Query parameters

None.

7.2.2.3 Header parameters

If (parts of) the body contains encrypted information the following header parameters may be
added to the header of the HTTP request or response message:
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Attribute Type Condition Description
Body-Enc- String Conditional | Indicates the encryption profile used for the
Profile encryption of (parts of) the body.
Body-Enc-List | List of Optional Contains a List of names of data elements/
names attributes of the body which contain encrypted
information.

Table 8: Header parameters to indicate the encryption of (parts of) the body.

Body-Enc-Profile

This parameter indicates the profile used for the encryption of (parts of) the message
body. Currently only the values

¢ JWE_CS for "JSON Web Encryption using Compact Serialization" and

o XML_ENC for "XML Encryption" are supported.

Future versions of the specification may support further values for the encryption

profile.

Note: This header parameter shall exist if encryption of the body or parts of the body is

used.

Body-Enc-List

This parameter indicates which of the data elements/attributes of the body contain
encrypted content. Example: ["password"]. If this parameter equals ['BODY"], the
complete body of the message will be encrypted.

Note, that the body might also contain encrypted fields even if this parameter is missing.
For example, the name of a data element/attribute may by itself indicate that the content

is encrypted, like for example the attribute encryptedPassword.

7.2.2.4 Body

If the header parameter Body-Enc-List contains the name of a data element/attribute of the
message body or if the name of a data element/attribute indicates that the content has to be
encrypted, the plain text content of this data element/attribute has to be exchanged by

e (in the case of JSON encoding) the JWE built over the plain text content of that data
element/attribute as described in section 7.2.3, or
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e (in the case of XML encoding) the EncryptedElementTag element build based on
the plain text content of that element as described in section 7.2.5.

If the header parameter Body-Enc-List equals ["BODY"] the plain text of the complete body
has to be exchanged by

e (in the case of JSON encoding) the JWE built using the complete plain text content
of the message body as described in section 7.2.3, or

e (in the case of XML encoding) the EncryptedBody element build based on the plain
text XML body as described in section 7.2.5.

For JSON encoding encryption can only be used for special attributes for which the message
definition allows strings without further restrictions.

For XML encoding encryption can only be used for special elements for which the message
definition allows the EncryptedElementTag element as content without further restrictions.

7.2.3 How to build a JWE

For the current version of this specification only Compact Serialisation according to section 3.1
of [RFC7516] is used. In this case the JWE is a string built by the concatenation of the following
base64url encoded elements:

BASE64URL(UTFS8(JWE Protected Header)) || "' ||

BASE64URL(JWE Encrypted KEY) || " ||

BASE64URL(JWE Initialisation Vector) || "' ||

BASE64URL(JWE Ciphertext) || " ||

BASE64URL(Authentication Tag)

The single elements are built as follows:
JWE Protected Header

The JWE Protected Header is a JSON structure with the following elements:

Element Type Condition Description

alg String Mandatory Algorithm to be used for the encryption of the
content encryption key (CEK).

For the current version of this specification only the
value RSAES-OAEP is supported.
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Element Type Condition Description

enc String Mandatory Algorithm to be used for the encryption of the plain
text using the CEK.

For the current version of this specification only the
value A256GCM is supported.

x5¢ JSON Array | {Or The "x5c¢c" (X.509 certificate chain) Header
Parameter contains the X.509 public key certificate
or certificate chain corresponding to the key used to
encrypt the CEK. The certificate or certificate chain
is represented as a JSON array of certificate value
strings. Each string in the array is a base64-
encoded (not base64url-encoded) DER PKIX
certificate value. The certificate containing the
public key corresponding to the key used to the
encrypt the CEK MUST be the first certificate. This
MAY be followed by additional certificates, with
each subsequent certificate being the one used to
certify the previous one. The recipient MUST
validate the certificate chain according to RFC 5280
and consider the certificate or certificate chain to be
invalid if any validation failure occurs.

X5u URI Or} The "x5u" (X.509 URL) Header Parameter is a URI
that refers to a resource for the X.509 public key
certificate or certificate chain corresponding to the
key used to encrypt the CEK. The identified
resource MUST provide a representation of the
certificate or certificate chain that conforms to RFC
5280 in PEM-encoded form, with each certificate
delimited as specified in Section 6.1 of RFC 4945,
The certificate containing the public key used to
encrypt the CEK MUST be the first certificate. This
MAY be followed by additional certificates, with
each subsequent certificate being the one used to
certify the previous one. The protocol used to
acquire the resource MUST provide integrity
protection; an HTTP GET request to retrieve the
certificate MUST use TLS; and the identity of the
server MUST be validated, as per Section 6 of RFC
6125.

Table 9: JSON structure of a JWE Protected Header.
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Remarks:
e One of the elements x5u or x5c¢ shall be contained in the JWE Protected Header.

e The ASPSP may define further restriction for the content of the elements x5u and
x5c. For example, the ASPSP may require that the element x5c¢ is contained and
that this element contains only the certificate itself but not the complete certificate
chain. These additional requirements have to be described by the ASPSP specific
documentation.

JWE Encrypted Key

The sender of the message shall generate a random content encryption key (CEK). This CEK
shall be usable with the algorithm indicated by the element "enc" as part of the JWE protected
header.

For the current version of this specification the CEK shall be a 256-bit AES key.

The JWE Encrypted Key equals the encrypted CEK with the algorithm indicated by the element
"alg" as part of the JWE protected header using the public key of the receiver of the
message.JWE Initialisation Vector

The sender of the message shall generate a random JWE Initialisation Vector. This
initialisation vector shall be usable with the algorithm indicated by the element "enc" as part of
the JWE protected header.

For the current version of this specification the JWE Initialisation Vector shall be a 96
bit long random value.JWE Ciphertext

The plain text of the complete body or of the data element/attribute of the body has to be
encrypted with the CEK using the encryption algorithm given by the element "enc" of the JWE
Protected Header. For the current version of this specification only A256GCM is supported,
i.e. the Galois/Counter mode of operation [GCMencryp]. By this the plain text is not only
encrypted but also integrity protected.

For the Galois/Counter mode of operation "additional authenticated data" (AAD) is needed.
This is defined by the following:

AAD = ASCII(BASE64URL(UTF8(JWE Protected Header)))
JWE Authentication Tag

The output of the Galois/Counter mode of operation of the AES algorithm delivers not only the
ciphertext but also a 128-bit long authentication tag. This 128-bit output has to be used as JWE
Authentication Tag.
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7.2.4 JWE Example

Assume a request that contains the request headers

Body-Enc-Profile: JWE CS
Body-Enc-List: "[\"psuData.password\"]"

And the request body:

"psuData": {
"password": "topSecret!”
by
"authenticationMethodId": "myAuthenticationID"

Thus, the field psuData.password shall be encrypted and its value replaced by a JWE object.

In this example, the RSAES-OAEP algorithm is used to encrypt the CEK and A256GCM to
encrypt the message. The JWE Protected Header reads then, using a certificate with a 2048-

bit RSA key:

{
"alg" : "RSAES-OAEP",
"enc" : "A256GCM",
"x5c¢" [

This

"MIIDQDCCAi1igAwWIBAgIUHZkszryIWtfJzrjogCnf8CsBQOcwDQYJKoZIhvcNAQEL
BOAWKTENMCUGA1UEAwWweRXhhbXBsZSBSUOFFUy1PQUVQIEN]lcnRpZml jYXRI1IMB4X
DTI2MDcxNDEyMzMON1oXDTM2MDcxMTEyMzMON1owKTENMCUGA1UEAwweRXhhbXBs
ZSBSUOFFUy1PQUVQIENl1cnRpZmljYXRIMIIBIJANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAUIRGINTNnsKATbkM3yzB37wUSIadlCLpBGM3Zjp5USCNMMIDAT/Ww
Y2t4US7ucd4ehgbUYec3DtXaWSfyfthMoaSIyCpyBp7NdRHtd13mZJoKZ0vyOslss
31uzzIjROWmM+FOTKozEZR8NUhShO5KXLRIsngjFyyIyuVeTOkg7RR119PEyDAeon
KHsHOf0tdUnsn+yoVYhtYveD0zp4CgGVOFPMaESiyAtt681T2deW5iPtDu4CJ24m
ZsHH1BNIXcDwFc5QPrcvkKhY 9cQOMbu7Nx3zvQYXLIT7LrQAN+7E7zobzH/IkuljmY
nGYVWonzX+1Kn4 9KMM4K5RkRCT79voviIQIDAQABO2AWXJAABgNVHQ4AEFgQURVAL
/QdKaOh3pL6k1RwWDX0Eb4ngwHwYDVROJBBgwFoAURVAL/QdKaOh3pL6k1RwWDX0ED
4ngwDwYDVROTAQH/BAUWAWEB/zALBgNVHQ8EBAMCBDAWDQYJK0oZ IThvcNAQELBQAD
ggEBACzno34yT2uWcOMc2jy89v0OG3Xmshs88hpwWORCABEiwdl1A6s4VS1YDUTiW8
cK7NDM3meIE/J8LU2dEhs4+kRoYURpaSRgtBxJuBgxURVoD080otvRICEAGMYg2CP
ItJ24HEU6QDI91KVAfFMWFeYNRGOACAICBCB2Aj9qgzzgYSffcomuT40FMLc+7w792
50510JngX0M9%0gc60Fb+zi AWSGTIPMsU7NuFAx0oJsPmkEKACZj+Z2krmE1pRZwGkp
yGMwKLb1tdsOMGlqunvgg+jSD3C1l0njbJoC8YRRPOh109IRp1PIanTUSWhXo5X15
57ud5HtMkkUXV2sOxnF1wWA+uEE="]

object reads in compact form and base64url encoded:
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eyJhbGciOiJSUOFFUy1PQUVQIiwiZW53IjoiQTIINkdDTSIsInglYyI6WyJIJNSULICNURDQOEXNmd
B
d01CQWAJIVUZOSWhzcGlIN3Z6RHArWVVMWWR3cGMyRWxLUXdAEUV1KS29aSWh2Y05BUUVMQ1FBA1V
q
RUXNQWtHQTEVRUJOTUNSRVV4ARERBSOJnT1ZCQWANQTAIULZ6RUSNQXNHQTEFVRUJ3dOVRLT11Ymp
F
UU1BNEdBMVVEQ2d3SEFJYaGhiWEJzWIREFVU1CSUABMVVEFQXdA3TFpYaGhiWEJzW1MlamIyMHAIaGN
0
TWpjeElURXhNVEV4ATVRFeFdoY05Namd4TVRFAO1URXhNVEV4V2pCUO01Rc3dDUVIEVIFRROV3SkV
S
VEVNTUFVROExXVUVDQXdEVGXKWE1RMHADA11EV1IFRSERBUKNiMjVITVIBAORNWURWUVEFLREFkKRmMV
H
RnRJR3hsTVIRAOVNWURWUVFEREFObGVHRNRJR3hsTG10dmJUQJ ZNQTBHQINxRINJY JNEUUVCQVE
\Y
QUEyaOFNR1IIDWVEDWFZWA1BIMUhWbOFIYNn16UTZWcl1lkRIASYTRNWkR1YZzJ4UOL1PTkFvQzEZOGV
G
NjB3THk1Y0gO0d3U3NWOQc293bHowcHIrZXZScD11R21Ddm44bmpVR045a01TMExXMRVds TmovRmQ
3
dThZRUtSejFCNOXwZExLMMRXUNR3YWRWQU1DQVEFNAORRWUpLblpJdaHZjTkFRRUXCUUFEWVECQlg
X
bXcremtTQ3JKWTIvbzlDYOJRNkACYTFJIKO0ZsR2JWNnoxeGhQL1dSclpEL1ZFMkRCaHMrbEUrSkt
S

NTNPMUE1M3VTbWpVe jYrUEQwZWI4dzU3VTNENWV1dzNPOHg4 ZmQvTTRkVMUrZWZ0QX1jdWx2Tzh
R

cS94UHptWDNQdzA9T119

The following AES-256 key (given in hexadecimal representation) is used as CEK:

£604e0076d51bfeedl3bc62c2329b8£6a809bbb5260£f5c6f0ebebaddladazed

and reads encrypted with the example certificate given in the JWE Protected Header above
(base64url encoded):

hWw4e6gozvo8mIs nmJjKoktxOLErnBMn6eazuOYXG6OFJD3syXKY syf50waSNRAKG7GATDbZW7rh
0

nBRv13RGgLxpuM3ZHD jiPkeN8SLDhYvZ7hesdjoeEZYd6nGU8fC-5GGpoY3uWxYXo9jLz-
owgQt

iuWwM1RIjghFpNj5ht1CUiwAHCcfPt5F7ARASASR-
Hdi9RJcjhgI2mb408MOOG8Hg7LDe8HINn5tRM

1kjsDFK_5gU-dMJ7uxTCE5G8HL1ShU79hI-
zqlelL4G04D1JfM022zGs40Fb6Vn9RvNzJjCBSMGkj 9
eefrLxEqCaWvFCtDgxS4oD7YuKfawo3Rrn09-w

Note, that the cipher is non-deterministic, i.e. when encrypting the same CEK with the same
certificate, the outcome will be different cipher.
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The initialisation vector used in this example is (base64url encoded):
r50zuvVJdbnwmIBXH

Using these parameters and the base64url encoded JWS Protected Header as AAD, the JWE
Ciphertext is (base64url encoded)

4AGrTHnM8Z7ctw
and the authentication tag is (base64url encoded)
K1d8 J1ditTiEetDrHwVaw

Combining everything together, the request message with the value of “password” replaced by
the JWE (in compact serialisation) is

Body-Enc-Profile: JWE CS
Body-Enc-List: "[\"psuData.password\"]"

"psuData": {

"password":

"eyJhbGci0iJSUOFFUy1PQUVQIiwiZW5JIjoiQTIINkdDTSIsInglYyI6WyJNSULICNURDQOFXNm
dB

d01CQWAJIVUZOSWhzcGliN3Z6RHArWVVMWWR3cGMyRWxLUXdAEUV1KS29aSWh2Y05BUUVMQ1FBA1V
q

RUXNQWtHQTEFVRUJOTUNSRVV4RERBSOJnT1ZCOQWANQTAL1UL1Z6RUSNOXNHQTEVRUJ3dOVRbT11Ymp
F

UU1BNEdBMVVFEFQ2d3SEFJYaGhiWEJzWI1RFVU1ICSUABMVVEFQXd3TFpYaGhiWEJzWIMlamIyMHdIaGN
©)

TWpjeElURXhNVEV4TVRFeFdoY05Namd4TVRFAO1URXhNVEV4V2pCUO01Rc3dDUVIEVIFRROV3SkV
S

VEVNTUFvVROExVUVDQXdEVGXKWE1RMHADA1 1EVIFRSERBUKNiMjV1ITVIBAORNWURWUVFLREFkRmV
H

RnRjR3hsTVIRAOVNWURWUVFEREFObGVHRNRIR3hsTG10dmJUQj ZNQTBHQINXRINJY JNEUUVCQVF
\Y

QUEyaOFNR11DWVEDWFZWdA1BIMUhWbOFIYnl16UTZWcllkRIASYTRNWkR1YZzJ4UO1PTkFvQzEZOGV
G
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NjB3THk1Y0gO0d3U3NWOQc293bHowcHIrZXZScD11R21Ddm44bmpVR045a01TMExMRVds TmovRmQ
3

dThZRUtSejFCNOxwZEXLMmRXxUNR3YWRWQU1DOVENAORRWUpLblpJaHZjTkFRRUxCUUFEWVEFCQlg

X

bXcremtTQ3JKWTIvbzl1DYOJRNKACYTFIJKO0ZsR2IJWNnoxeGhQL1dSclpEL]1ZFMkRCaHMrbEUrSkt
S

NTNPMUE1M3VTbWpVejYrUEQwZWO4dzU3VTNENWV1dzNPOHg4 ZmOvTTRkVMUrZWZ00X1jdWx2Tzh
R

CcS94UHptWDNQAzA9I119.hWd6gozvo8mIs nmIjKoktxOLErnBMn6eazulOYXG6FJD3syXKY syf
5

OwaSNRAKG7GATDbZW7rhOnBRv13RGgLxpuM3ZHD jiPkeN8SLDhYvZ7hesdjoeEZYdonGUSEC-
5G

GpPoY3uWxYX09jLz-6wgQtiuWwMlRIjghFpNj5ht1CUiwAHCfPt5F7ARASASR-
Hdi9RJcjhgI2mb4

08MO0G8Hg7LDe8HINn5tRM1k]jsDFK 5gU-dMJ7uxTCE5G8HL1ShU79hI-
zqleL4G0O4D1J£fM02zGs4

0Fb6Vn9RvNzJjCBSMGk]j9eefrLxEqCaWvFCtDgxS4oD7YuKfawo3Rrn09-
w.r9kzuvVJdbnwmIBXH

.4AGrTHnM8Z7cfw.K1d8 JlditTiEetDrHwVaw"

b
"authenticationMethodId": "myAuthenticationID"

7.2.5 How to build an EncryptedBody or EncryptedElementTag element

If the complete body has to be encrypted the corresponding encrypted body has the following
content:
<EncryptedBody>
<EncryptedData>
See below
</EncryptedData>
<EncryptedKey ID="ID CEK">
See below
</EncryptedKey>
</EncryptedBody>

Table 10: Elements of an encrypted XML message body
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If an element with the tag ElementTag has to be encrypted the corresponding encrypted
element has the following content:
<EncryptedElementTag>
<EncryptedData>
See below
</EncryptedData>
<EncryptedKey ID="ID CEK">
See below
</EncryptedKey>
</EncryptedElementTag>

Table 11: Elements of an encrypted XML element with tag ElementTag
Element EncryptedData

This element contains the encrypted data and shall contain the following:

<EncryptedData>
<EncryptionMethod Algorithm="URI encryptionAlgorithm" />
<KeyInfo>
<RetrivalMethod URI="#ID CEK"
Type="http://www.w3.0rg/2001/04/xmlenc#EncryptedKey" />

</KeyInfo>
<CipherData>
<CipherValue>
Base 64 coded cipher value of the encrypted content
</CiperValue>
</CipherData>
</EncryptedData>

URI_encryptionAlgorithm identifies the (symmetric encryption) algorithm which has been used
for the calculation of the cipher value using the symmetric CEK (content encryption key). This
CEK can be retrieved from the element EncryptedKey identified by "ID=ID_CEK".

URI_encryptionAlgorithm = http://www.w3.0rg/2009/xmlenc11#aes256-gcm has to be
supported, i.e. AES encryption with 256-bit CEK using the Galois/Counter mode of operation
for the encryption of the plain text. An ASPSP can mandate the usage of another algorithm.
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Element EncryptedKey

This element contains the encrypted CEK (content encryption key) and shall contain the
following:
<EncryptedKey ID="ID CEK">
<EncryptionMethod Algorithm="URI CEK encryptionAlg" />
<KeyInfo>
<X509Data>
<X509Certificate>
base64 coded X.509 encryption certificate
</X509Certificate>
</X509Data>
</KeyInfo>
<CipherData>
<CipherValue>
Base 64 coded cipher value of the encrypted CEK
</CiperValue>
</CipherData>

</EncryptedKey>

URI_CEK_encryptionAlg identifies the (asymmetric encryption) algorithm which has been
used for the calculation of the cipher value of the CEK using the public key of the receiver of
the message. X.509 certificate identifying this public key is contained in the sub-element
Keylnfo.

URI_CEK_encryptionAlg = http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgfip has to be
supported, i.e. RSA-OAEP encryption using MGF1 with SHA-1 mask generation function. An
ASPSP can mandate the usage of another algorithm.

The element Xx509Data shall contain the X.509 certificate containing the
public key of the receiver of the message used to encrypt the CEK.

7.2.6 Exchange of certificates with public encryption keys

For the encryption of (parts of) the body of an HTTP-message it is necessary that the sender
of the message knows the public key of the receiver of the message to be used to encrypt the
CEK to be used for the encryption of the content. This public key has to be exchanged as part
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of a corresponding certificate over this public key. The openFinance API Framework supports
two different mechanisms to exchange these encryption certificates.

Exchange of the certificate within an attribute of a message body:

A message may contain the following attribute if the sender of this message wishes that the
receiver of this message will encrypt (parts of) the body of following messages:

Attribute Type Condition | Description

encryptionCertificate String Optional The certificate to be used by the receiver
for encryption of (parts of) the body of a
following message

The attribute encryptionCertificate contains the X.509 public key certificate or certificate chain
corresponding to the public key to be used to encrypt the CEK for the encryption of (parts of)
the body of following messages. The certificate or certificate chain is represented as a JSON
array of certificate value strings. Each string in the array is a base64-encoded (not base64url-
encoded) DER PKIX certificate value. The certificate containing the public key corresponding
to the key used to encrypt the CEK MUST be the first certificate. This MAY be followed by
additional certificates, with each subsequent certificate being the one used to certify the
previous one.

The ASPSP may define further restrictions such that this attribute may contain only the
certificate of the public key itself but not a certificate chain.

Exchange using a special link to the certificate:

The "_links" attribute of a message may contain the following special link if the sender of this
message wishes that the receiver of this message will encrypt (parts of) the body of following
messages:

Attribute Type Condition | Description

_links String Optional May contain the following special link:

"encryptionCertificates": {"href":...}

The href-link is an URI that refers to a resource for the X.509 public key certificate or certificate
chain corresponding to the public key to be used to encrypt the CEK for the encryption of (parts
of) the body of following messages. The identified resource MUST provide a representation of
the certificate or certificate chain that conforms to RFC 5280 in PEM-encoded form, with each
certificate delimited as specified in Section 6.1 of RFC 4945. The certificate containing the
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public key to be used for the encryption of the CEK MUST be the first certificate. This MAY be
followed by additional certificates, with each subsequent certificate being the one used to
certify the previous one.
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8 Strong customer authentication of a PSU

Remark: The term PSU is used for the user of a services even in the case of services which
are not related to a payment service.

8.1 Optional Usage of OAuth2 for PSU Authentication or Authorisation

The XS2A API respectively the openFinance APIs will allow an ASPSP to implement OAuth2
as a support for the authorisation of the PSU towards the API Client for several services. In
this case, the API Client will be the client, the PSU the resource owner and the ASPSP will be
the resource server in the abstract OAuth2 model.

This specification supports two ways of integrating OAuth2. The first support is an
authentication of a PSU in a pre-step, translating this authentication into an access token to
be used at the XS2A interface or openFinance API afterwards. This usage of OAuth2 will be
referred to in this specification as "if OAuth2 has been used as PSU authentication". Further
details shall be defined in the documentation of the ASPSP of this XS2A interface or
openFinance API.

Remark: When implementing the OAuth pre-step, the requirements on e.g. registration steps
or no mandatory two SCA application in specific PIS only scenarios as defined by [EBA-OP2]
should be recognised by the ASPSP.

The second option to integrate OAuth2 is an integration as an OAuth2 SCA Approach to be
used for authorisation of transactions. In all services, OAuth2 will in this option be used in an
integrated way, by using the following steps:

Integrated OAuth for the authorisation of transactions which are reflected as resources in the
related services endpoints of the API:

1.) The transaction data is posted to the corresponding service endpoint of the XS2A API
resp. the openFinance API. This service endpoint might be extended by a product-type,
e.g. sepa-credit-transfers in the case of the /payments endpoint.

2.) The OAuth2 protocol is used with the "Authorization Code Grant" flow to get the
authorisation of the PSU for the related transaction, while using the "scope" attribute in
OAuth2 to refer to the data from Step 1.).

3.) The corresponding transaction is then automatically initiated by the ASPSP after a
successful authorisation by the PSU, if no further interaction between API Client and
ASPSP is required.

NOTE: For AIS services, the API Client needs to get a consent resource authorised first via
the routine described above. The API Client then can use the access token received during
the OAuth2 protocol to access the related accounts endpoint for authorised account
information for the validity period of the authorised consent resp. the validity period of the
technical access token.

For Step 2.), details are described in Section 8.8.
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When using OAuth2, the XS2A API or openFinance API calls will work with an access token
instead of using the PSU credentials.

8.2 Header Parameter for PSU Context Data

The following data elements are forwarding information about the interface between PSU and
API Client to enhance the risk management procedures of the ASPSP integrated into SCA
resp. SCA exemption procedures. It is strongly recommended to send these data elements
within all Transaction Initiation Requests, that involve PSU authentication, e.g. in Payment
Initiation Requests.

Header parameters as defined in this section will not be repeated in the implementation
guidelines of service specifications to enhance document readability, but the implementation
guidelines will refer to this document in the relevant sections. However, the detailed
specifications of service calls via the related OpenAPI files will still contain all applicable
headers.

The only exception is where conditions other than "optional" apply on specific request
messages, e.g. for the PSU IP Address. More details might be provided in the data overview
within service definitions.

Attribute Format Condition Description

PSU-IP-Address | String Conditional | The forwarded IP Address header field consists of
the corresponding HTTP request IP Address field
between PSU and TPP. Conditions will be defined
within service specifications, If applicable.

PSU-IP-Port String Optional The forwarded IP Port header field consists of the
corresponding HTTP request IP Port field between
PSU and TPP, if available.

PSU-Accept String Optional The forwarded IP Accept header fields consist of
the corresponding HTTP request Accept header
fields between PSU and TPP, if available.

PSU-Accept- String Optional see above
Charset
PSU-Accept- String Optional see above
Encoding
PSU-Accept- String Optional see above
Language
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Attribute Format Condition Description

PSU-User-Agent | String Optional The forwarded Agent header field of the HTTP
request between PSU and TPP, if available.

PSU-Http- String Optional HTTP method used at the PSU — TPP interface, if
Method available.

Valid values are:

o GET
e POST
e PUT
e PATCH
e DELETE
PSU-Device-ID String Optional UUID (Universally Unique Identifier) or IMEI for a

device, which is used by the PSU, if available.

UUID/IMEI identifies either a device or a device
dependant application installation. In case of an
installation identification this ID need to be
unaltered until removal from device.

PSU-Geo- Geo Optional The forwarded Geo Location of the corresponding
Location Location HTTP request between PSU and TPP if available.

Note: Information about the interface between PSU and API Client might be used by the
ASPSP as input for his fraud detection and risk management systems. Some ASPSPs use this
information also to exclude certain authentication methods (for example some ASPSPs do not
allow to receive an OTP by SMS on the same smartphone used also for the transaction itself).
In addition, the ASPSP might need to receive specific device related information to be able to
support an optimised app-2-app redirection procedure for the API Client. For these reasons it
is highly recommended that an API Client includes all of this information in the related
Transaction Initiation Request messages. Missing information may result in an assessment of
the user device as not useable for the authentication method or in a classification of the current
transaction as a "higher risk transaction" e.g. due to session attacks. By this, the probability of
a rejection of that transaction due to the result of fraud detection and/or risk management might
be increased.

Remark: These requirements do not apply in a "direct access" scenario, where no third party
provider is involved and where the ASPSP can detect the related information directly from the
then PSU/ASPSP interface.
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8.3 Header Parameters for PSU Identification Data

The openFinance APl Framework supports the transmission of PSU identification data within
request parameters for all Transaction Initiation Request messages. The ASPSP might
mandate these elements, which then needs to be reflected in the related ASPSP
documentation.

Header parameters as defined in this section will not be repeated in the implementation
guidelines of service specifications to enhance document readability, but the implementation
guidelines will refer to this document in the relevant sections. However, the detailed
specifications of service calls via the related OpenAPI files will still contain all applicable
headers.

Attribute Condition Description

Type

PSU-ID Max140Text Client ID of the PSU in the ASPSP client interface.
Might be mandated in the ASPSP’s

documentation.

Conditional

It might be contained even if an Oauth2 based
authentication was performed in a pre-step. In this
case the ASPSP might check whether PSU-ID
and token match, according to ASPSP
documentation.

PSU-ID-Type Max35Text Conditional | Type of the PSU-ID; needed in scenarios where

PSUs have several PSU-IDs as access possibility.

In this case, the mean and use are then defined in
the ASPSP’s documentation.

PSU-
Corporate-ID

Max140Text

Conditional

Identification of a Corporate in the Online

Channels

Might be mandated in the ASPSP’s
documentation. Only used in a corporate context.

PSU-
Corporate-ID-

Type

Max35Text

Conditional

This is describing the type of the identification
needed by the ASPSP to identify the PSU-
Corporate-ID content as used in online channels.
Typically, this is a proprietary definition.

Mean and use is defined in the ASPSP’s
documentation. Only used in a corporate context.
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Note: If the ASPSP is mandating PSU identification related attributes, then the ASPSP needs
to assure to be compliant with related sections from [EBA-OP2] if PSD2 compliance related
services are addressed.

Note: The ASPSP might support special characters for PSU identification in their client
interfaces. To support this on API level, the recommended character set for PSU identification
related header parameters is ISO8859-1 based. In addition to the plain ISO8859-1 encoding
following the HTTP specification, the ASPSP might offer a Base64 encoding. In the latter
variant, this results in the following expression:

=?IS0-8859-1?B?<Base64 coded ISO-8859-1 String>?=

An UTF-8 encoding of header parameters used by the API Client thus might lead to
rejections with Message Code PSU_CREDENTIALS INVALID.

Deviations from these recommendations should be documented in detail by the ASPSP.
8.4 Header Parameters for strong customer authentication

Header parameters as defined in this section will not be repeated in the implementation
guidelines of service specifications to enhance document readability, but the implementation
guidelines will refer to this document in the relevant sections. However, the detailed
specifications of service calls via the related Open API files will still contain all applicable
headers.

8.4.1 Request Header Parameters Steering SCA Approaches

The following request headers might be used by an API Client in a Transaction Initiation
Request or Change Transaction Resource Request to communicate SCA preferences to the
ASPSP for transaction authorisation.

Attribute Type Condition Description

Client-SCA- Max35Text Optional A comma separated list of attributes, where the

Approach- first entry will have a higher priority than the next

Preference or to every SCA Approach which is not indicated
atall, e.g.

"decoupled, redirect, embedded"
or

"decoupled".

The possible SCA approaches are:

e EMBEDDED
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Attribute

Type

Condition

Description

e DECOUPLED

e REDIRECT

e ASPSP-CHANNEL
e SIGNATURE

This attribute may be ignored by the ASPSP.

Body-Sig-
Profile-
Preference

Max35Text

Conditional

Indicates the preferred signature profile used for
signing (parts of) the body.

Shall be used if the list of preferred SCA approach
includes "signature".

Client-
Redirect-URI

String

Conditional

URI of the TPP, where the transaction flow shall
be redirected to after a Redirect. Mandated for the
Redirect SCA Approach. See Section 8.7 for
further requirements on this header.

It is recommended to always use this header field.

Client-Nok-
Redirect-URI

String

Optional

If this URI is contained, the TPP is asking to
redirect the transaction flow to this address
instead of the Client-Redirect-URI in case of a
negative result of the redirect SCA method. This
might be ignored by the ASPSP.

See Section 8.7 for further requirements on this
header.

Client-Explicit-
Authorisation-
Preferred

Boolean

Optional

If it equals "true", the API Client prefers to start the
authorisation process separately, e.g. because of
the usage of a signing basket or because of
asynchronous authorisation. This preference
might be ignored by the ASPSP, if a signing
basket is not supported as functionality or if
asynchronous authorisation is not supported.

If it equals "false" or if the parameter is not used,
there is no preference of the API Client. This
especially indicates that the API Client assumes a
direct authorisation of the transaction in the next
step, without using a signing basket.
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8.4.2 Related Response Headers

The following header is used by the ASPSP to transmit decisions of the chosen SCA Approach
to the third party.

Attribute Type Condition Description

ASPSP-SCA- String Conditional This data element must be contained, if the

Approach SCA Approach is already fixed. Possible
values are:

¢ EMBEDDED
e DECOUPLED
¢ REDIRECT
e ASPSP-CHANNEL
e SIGNATURE
The OAuth SCA approach will be subsumed

by REDIRECT.
Body-Sig-Profile- String Conditional Confirms the signature profile to be used by
Accepted a PSU for signing the body.

Shall only be used for a response message
for signed transaction requests.

8.5 Embedded SCA Approach

The Embedded SCA Approach is defined as the scenario where all PSU credentials are
transmitted via the XS2A API resp. the openFinance API. PSU identification data are
transported using the related header parameters as defined in Section 8.3. After a Transaction
Initiation Request and Response, an authorisation sub-resource is either implicitly generated
by the ASPSP or needs to be explicitly created by the API Client in a next step, cp. Section 9.1.

The API calls to create an authorisation sub-resource as well as the API calls to transmit PSU
credentials to the related authorisation resource within an Embedded SCA Approach are
defined in Section 9.4 and Section 9.5. The specific functions to be used will always be
indicated by related hyperlinks presented by the ASPSP before.

8.6 Decoupled SCA Approach

The Decoupled SCA Approach differs from the Embedded SCA Approach by using an ASPSP
authentication app for the strong customer authentication and dynamic linking if applicable.
The app is used by the PSU also for authentication of transaction in the online channels. Since
the XS2A API resp. the openFinance API is not involved in this app authentication, no
authentication specific APl support is defined in this case.

Published by the Berlin Group under Creative Commons Attribution-NoDerivatives 4.0 International Public License Page 99

(ref. License Notice for full license conditions)
BY ND



Security Measures supported by XS2A and openFinance API Strong customer authentication of a PSU

NOTE: A more standardised security profile based on re-direct like the FAPI CIBA profile are
not supported yet by the openFinance API Framework.

As a hybrid between Embedded and Decoupled SCA approach, the ASPSP might require the
PSU to transmit a first factor (a password) first via the XS2A API resp. the openFinance API
and only afterwards authentication with a second factor via the Decoupled Approach. The
transmission of the password is handled as in the Embedded SCA Approach via the related
authorisation sub resource and the API calls defined in Section 9.4. Such an implementation
would still be called a Decoupled SCA Approach in the openFinance APl Framework.

8.7 Redirect SCA Approach

In the Redirect SCA Approach, the TPP will at some point receive a "scaRedirect" link in the
response from the ASPSP. The link leads to an authorisation page related to the transaction
to be authorised and to the TPP must redirect the PSU agent to that link as a next step. When
accessing the page, the PSU will authenticate himself with the related PSU credentials, review
the presented information of the transaction and can finalise the authorisation from there.
When the authorisation has been finalised by the PSU, the PSU agent is redirected again by
the ASPSP to the Client-Redirect-URI, which has been submitted within the related
Transaction Initiation Request. If the authorisation was not successful, the ASPSP may use
the Client-Nok-Redirect-URI submitted in the same call, if supported.

Refer to Section 5.3 for requirements on TPP redirection links.

NOTE: The "scaRedirect" link may include query parameters. Due to definitions for a potential
later confirmation flow, cp. Section 9.8.2.2, ASPSPs shall not include a query parameter
named "state" in their "scaRedirect" links. Such a parameter is reserved for the TPP to be used
for session control.

Remark for Future: For migration reasons, this specification mandates the TPP to keep the
Client-Redirect-URI used within all authorisation processes for a specific transaction during
the lifecycle of this transaction constant. This might be removed in the next version of the
specification.

8.8 OAuth SCA Approach

The OAuth SCA approach is similar to the redirect SCA approach but the redirection to the
authentication server of the ASPSP is embedded into the OAuth2 protocol, for details see
[oFA-OR-FW]. The OAuth2 protocol as used optionally for this API is defined in [RFC6749]. In
this section, additional requirements on the protocol are defined. The related protocol shall be
used by the TPP, if the ASPSP is transmitting the link of type "scaOAuth".

NOTE: A more standardised security profile based on re-direct like the FAPI PAR profile are
not supported yet by the openFinance APl Framework.
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The requirements on the data exchange between the TPP and the OAuth Server of the ASPSP
regarding the transport layer are identical to the data exchange requirements between TPP
and the XS2A Interface resp. the openFinance API, cp. Section 5.

Note: Specifically, the requirements on using MTLS also apply to the usage of the OAuth2
protocol. However, the general requirements on the application layer such as e.g. signing of
Requests (see Section 6) do not apply to the OAuth2 messages.

The response type "code" and the grant types "authorization_code" and "refresh_token" are
recommended by this specification. It is further strongly recommended to TPPs and ASPSPs
to follow the security best practices defined in [OA-SecTop].

Note: In case of the OAuth SCA Approach, the TPP has to generate in addition a nonce for
the challenge parameter. This has also to be bound to the session of the user agent.

The ASPSP is required to provide API Clients with configuration data conforming to the "OAuth
2.0 Authorisation Server Metadata" specification and potentially oAuthAdditionalParamters.

8.8.1 Authorization Request

For the "authorization request" (see [RFC6749], section 4.1.1) to the OAuth2authorization
endpoint provided in the Server Metadata, the following parameters are defined:

Query Parameters

Attribute Condition | Description

response_type Mandatory | "code" is recommended as response type.

client_id Mandatory | organizationldentifier as provided in the elDAS
certificate.
PSD2 related access clients, the

organizationldentifier  attribute  shall  contain
information using the following structure in the
presented order:

"PSD" as 3 character legal person identity
type reference;

- 2 character 1SO 3166 country code
representing the NCA country;

- hyphen-minus "-" and

- 2-8 character NCA identifier (A-Z uppercase
only, no separator)

- hyphen-minus "-" and

- PSP identifier (authorization number as
specified by NCA).
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Attribute

Condition

Description

For the usage in the context of premium services, a
related APl Access Scheme might define other
requirements.

scope

Mandatory

PIS: The scope is the reference to the payment
resource in the form "PIS:<paymentid>".

Cancel-PIS: The scope is the reference to the
payment cancellation in the form "Cancel-
PIS:<paymentid>".

Note: Cancel-PIS is an optional scope which the
ASPSP can decide to use (whether it does must be
specified in the ASPSP documentation). If they do
so, it must also be used by the TPP for payment
cancellation, and the PIS scope then refers only to
payment authorisation.

AIS: The scope is the reference to the consent
resource for account access in the form
"AlS:<consentld>"

PIIS: The scope is the reference to the consent
resource for granting consent to confirmation of
funds in the form "PIIS:<consentld>".

Signing Basket Services: The scope is the reference
to the signing basket resource for authorisation of a
bundle of access functions in the form
"SB:<basketld>.

Subscriptions: The scope is the reference to the
subscription resource or subscription entry sub-
resource in the form "SUB:<subscriptionld>" resp.
"SUB-E"<subscriptionld>-<entryld>."

Mandate Services: The scope is the reference to the
mandate resource in the form "MAN:<resoruceld>",
where the resourceld is the resource identification of
the related mandate.

Document or RTP Services: The scope is the
reference to the consent resource for document
services in the form "DOC:<consentld>".
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Attribute Condition | Description

User Services: The scope is the reference to the
consent resource for user parameter access in the
form "USR:<userResourceld>."

Note: The resource ids chosen by the ASPSP need
to be unique to avoid resource conflicts during the
SCA process.

state Mandatory | A dynamical value set by the TPP and used to
prevent XSRF attacks.

redirect_uri Mandatory | the URI of the TPP where the OAuth2 server is
redirecting the PSU's user agent after the
authorization.

code_challenge Mandatory | PKCE challenge according to cryptographic
[RFC7636] used to prevent code injection attacks.

code_challenge_method Optional Code verifier transformation method, is "S256" or
"plain". "S256" is recommended by this
specification.

Example

GET /authorize?response type=code&client id=PSDES-BDE-3DFD21 &
scope=ais%3A3d9%a81b3-a47d-4130-8765-a9c0££f861100+offline accessé&
state= S8NJ7ugk5fY4EjNvP G FtyJu6pUsvHI9js¥Yni9dMAJwé&
redirect uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcbé&
code challenge method="S256"
code challenge=5c305578f8f19b2dcdb6c3c955c02a709782590b4642eb890b97e43917cd
0f36 HTTP/1.1
Host: api.testbank.com

8.8.2 Authorization Response

The Authorization Response (see [RFC6749], section 4.1.2) of the ASPSP will deliver the
following data:

Remark: As the request is not sent by the TPP but the PSU user agent, it will not be secured
by the TPP's QWAC.
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http Response Code
302

Query Parameters

Attribute Condition Description

Location: Mandatory redirect URI of the API Client

code Mandatory | Authorisation code

state Mandatory Same value as for the request.
Example

HTTP/1.1 302 Found

Location: https://client.example.com/cb
?code=Splx10BeZQQYbYSO6WxSbIA

&state=S8NJ7ugk5£fY4EjNvP G FtyJubpUsvH9jsYni9dMAJw

8.8.3 Access Token Request

As described in [RFC6749], section 4.1.3, the TPP sends a POST request to the token
endpoint in order to exchange the authorization code provided in the authorization response
for an access token and, optionally, a refresh token. The following parameters are used:

Request Parameters

Attribute Condition Description

grant_type Mandatory "authorization_code" is recommended as response type.

client_id Mandatory cp. Definition in Section 8.8.1

code Mandatory Authorization code from the authorization response

redirect_uri Mandatory the exact uri of the TPP where the OAuth2 server redirected the
user agent to for this particular transaction

code_verifier Mandatory PKCE verifier according to cryptographic [RFC7636] used to
prevent code injection attacks.
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Example

POST /token HTTP/1.1
Host: https://api.testbank.com

Content-Type: application/x-www-form-urlencoded

client id=PSDES-BDE-3DFD21

&grant type=authorization code

&code=Splx10BeZQQYbYSO6WxSOIA

&redirect uri= https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb

&code verifier=7814hj4hjai87gghjz9%hahdeu9qu771367647864676787878

The TPP is authenticated during this request by utilising "OAuth 2.0 Mutual TLS Client
Authentication and Certificate Bound Access Tokens" (see [RFC 8705]) in conjunction with the
TPP’s elDAS certificate.

8.8.4 Access Token Response
The ASPSPS responds with the following parameters:

Response Parameters

Attribute Condition Description

access_token Mandatory Access Token bound to the scope as requested in the
authorisation request and confirmed by the PSU.

token_type Mandatory Set to "Bearer"
expires_in Optional The lifetime of the access token in seconds
refresh_token Optional Refresh Token, which can be utilised to obtain a fresh access

tokens in case the previous access token expired or was revoked.
Especially useful in the context of AlS.

scope Mandatory the scope of the access token

Example
HTTP/1.1 200 OK

Content-Type: application/json
Cache-Control: no-store
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Pragma: no-cache

"access token": "S1AV3ZhkKG",

"token type": "Bearer",

"expires_in": 3600,

"refresh token": "tGzv3JokFOXG5Qx2T1KWIA",
"scope": "exampleScope"

}
8.8.5 Refresh Token Grant Type

The ASPSP may issue refresh tokens at its discretion, e.g. if an AISP uses the standard scope
value "offline_access" or if the recurringlndicator is set to true.

8.8.6 API Requests

When using the OAuth SCA approach, subsequent API requests are being authorised using
the respective OAuth Access Token. The Access Token is sent to the API using the
“Authorization” Header and the “Bearer” authorization scheme as defined in RFC 6750.

This is an example API request
GET /psd2/v2/payments/sepa-credit-transfers/3d%a81b3-a47d-4130-8765-
a9c0ff861100/status HTTP/1.1

Host: https://api.testbank.com
Authorization: Bearer S1AV32hkKG

8.9 ASPSP Channel SCA Approach
The ASPSP might offer to authorise a transaction not within the session

e started with the first resource data submission of the ASPSP within a Transaction
Initiation procedure, or
o started with the POST /authorisations request

but instead later in other authorisation channels of the ASPSP like the online channels.

This SCA approach is addressed by the API Client by using the term "ASPSP-CHANNEL" in
the attribute "Client-SCA-Approach-Preference"."

' This SCA approach is added to support extended services, where asynchronous SCA approaches are
provided. This is not supposed to be supported for compliance services under PSD2 which cover
synchronous authorisation processes only.
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NOTE: The new ASPSP-SCA-Approach "ASPSP-CHANNEL" might be changed later on
dynamically to e.g. "Redirect" by the API Client in case of re-starting the authorisation
procedure explicitly via the API. It just sticks to "ASPSP-SCA-Approach", if the related
transaction is authorised in a different authorisation channel of the ASPSP (e.g. online
channel).

8.10 Signature SCA Approach

The Signature SCA Approach is defined to be the SCA approach, where the PSU is providing
a digital signature on transaction data submitted to the ASPSP. After a Transaction Initiation
Request and Response, an authorisation sub-resource is either implicitly generated by the
ASPSP or needs to be explicitly created by the API Client in a next step, cp. Section 9.1.

The API calls to create an authorisation sub-resource as well as the API calls to transmit the
digital signature to the related authorisation resource within a Signature SCA Approach are
defined in Section 7.1.3.2 and Sections 7.1.4 to 7.1.7. The specific functions to be used will
always be indicated by related hyperlinks presented by the ASPSP before.
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9 Authorisation Processes used commonly in all Services

Many business transactions need authorisation processes to be initiated via the openFinance
APl resp. the XS2A API. Authorisation processes include PSU authentication supported in the
openFinance API Framework via the different SCA approaches as defined in Section 8. A very
specific business transaction is a cancellation process for a transaction resource via the API
where in some cases (e.g. payment initiation) also an authorisation process via SCA by the
PSU might be mandated.

These authorisations are reflected in the openFinance APl Framework in two perspectives:

e The impact of an authorisation process on an existing transaction resource, which
will lead to new sub-resources of the addressed transaction resource as defined in
Section 9.1 and 9.2.

e The impact on access methods for the related authorisation or cancellation
authorisation endpoints as defined in Section 9.3 ff.

The description in this section is generic by defining the access methods in detail but abstractly.
The related endpoints will not be documented in the implementation guidelines of service
specification to enhance document readability. However, detailed specifications including the
authorisation endpoints will be available via the related OpenAPI files.

Remark: The API design differs across the various SCA approaches (Embedded, Signature,
Redirect, OAuth2 or Decoupled, cp. Section 8), but mostly between the Embedded and
Signature SCA Approaches and all other approaches, since these two SCA approaches
demand the support of the full SCA complexity within the APl itself. For that reason, all data or
processes which are only needed for the Embedded SCA Approach and the Signature SCA
Approach are shown in a light blue background, to increase the readability of the specification.

9.1 Authorisation Endpoints

The openFinance APl Framework is supporting dedicated authorisation endpoints in order to
handle transaction authorisation by PSUs. These authorisation endpoints are supporting the
following features in a common structured way

o multiple level SCA, where a transaction needs an authorisation by more than one
PSU, e.g. in a corporate context,

¢ signing of a group of transactions with one SCA, as it is offered by ASPSPs today
in online banking, cp. the definition of signing baskets in Section 10

e signing of a group of transactions with multi-level SCA, where this group of
transactions need an authorisation by more than one PSU, e.g. in a corporate
context.
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To support this, the resources resulting from the submission of transaction data, like payment
data or consent data are separated from authorisation (sub-)resources. For example, payment
which needs to be signed n times then will end up in a payment resource with n SCA (sub-
yresources in a normal successful process.

The optional function of grouping several transactions for one common authorisation process
is supported by the signing-baskets endpoint, which might be offered by the ASPSP. If this
function is offered by an ASPSP, the API Client can first submit transaction data without
starting the authorisation. After having grouped the related transaction resources by using a
grouping command through the signing-baskets endpoint, the authorisation then can be
started by authorising this basket content. This results in a basket resource with the
corresponding authorisation sub-resource.

The following picture gives an overview on the abstract data model for the different scenarios
in the example of a payment:

Data model for a single payment Data model for a single payment
with one SCA with multiple SCA

Payment
resource

Payment
resource

Auth. sub- Auth. sub-
resource 1 resource n

Auth. sub-
resource

Data model for the authorisation auf a group of transaction with multiple SCAs

Payment resource 1

Signing-
Payment resource 2 basket

resource

Consent resource 1

Auth. sub- Auth. sub-
resource 1 resource n

Remark: When offering the signing basket function, the ASPSP might restrict the grouping
e.g.

e to payments as such,
¢ toindividual payments,
e to the same payment product.

This restriction on groupings will then be detailed in the ASPSP's documentation.
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Note: The grouping of transaction is only a "signing vehicle", bundling authorisation processes
for the grouped transactions. The authorisation rules for transactions can be very complex in
a corporate context. The signing basket gets the status of being fully authorised as soon as all
grouped transactions have been successfully authorised by the applied SCA mechanism. A
transaction with less authorisation requirements might then be authorised earlier than the
whole signing basket and also already processed. In addition, single transactions of the signing
basket could be authorised with additional SCAs directly on transaction level, depending on
the implementations of the ASPSPs — the signing basket is a non-exclusive mechanism to
bundle authorisations. Current implementations of this functionality differ in Europe, specifically
in a corporate context. For this reason, more complex functionality as DELETE processes on
partially authorised signing baskets are not supported yet.

Remark for Future: The upcoming versions of the specification might implement more
advanced functionality of the signing basket function and cancellation processes around it.

Optimisation process for the submission of e.g. single payments

The general model introduced above requires the API Client to start two sub-processes when
initiating a transaction. For example, in a payment initiation of a sepa credit transfer this would
result in

POST /payments/sepa-credit-transfers {payment data}

which is generating the payment resource and returns paymentld as a resource identification.

POST /payments/sepa-credit-transfers/paymentId/authorisations

is then starting the authorisation process with creating an authorisation sub-resource and
returning an authorisationld for addressing this sub-resource in the following.

Applying this requirement to all authorisations of transactions e.g. in the Redirect SCA
Approach would significantly augment the calls on the resulting API. For this reason, this
specification still enables the ASPSP to directly start e.g. a Redirect SCA processing after the
submission of transaction data, like e.g. a payment or a consent, if no other data from the API
Client has to be submitted anyhow. In this case, the ASPSP will create the related authorisation
sub-resources automatically and will give access to these sub-resources to the API Client by
returning corresponding hyperlinks, cp. Section 3.7. As a consequence, the authorisation
status would still be provided by submitting the command

GET /payments/sepa-credit-
transfers/paymentId/authorisations/authorisationId,

where the authorisation resource with identification authorisationld has been created by the
ASPSP implicitly.
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9.2 Transaction Cancellation Endpoints e.g. for Payments

The openFinance API Framework is supporting the cancellation of strongly protected
resources, like payment initiations or payment authorisations by PISPs. This process is divided
into two steps:

1. DELETE the corresponding resource.
2. Start an authorisation process for the cancellation by the PSU where needed by
submitting a
POST payments/sepa-credit-transfers/paymentId/cancellation-
authorisations
command.
The second step might be omitted, where a dedicated authorisation of the cancellation is not
foreseen by the ASPSP. The need to authorise the cancellation will be communicated by
sending corresponding hyperlinks to the API Client, cp. Section 3.7.

In the two-step approach, this cancellation process will be handled by cancellation-
authorisation sub-resources in analogy to the actual authorisations. The authorisation sub
resources will stay unchanged. The following picture shows the changes on resource level in
case of a scheduled payment:

Data model for a scheduled single payment Data model for a scheduled single

with one SCA payment which has been cancelled,
where a customer authorisation was
needed for cancellation

Scheduled
Payment
resource

Cancellation
author. sub-
resource

Payment
resource

Auth. sub-
resource

Auth. sub-
resource

Data model for a scheduled single

payment which has been cancelled,

where no dedicated customer authorisation was
needed for cancellation

Payment Transaction
resource status changed to
CANC,
resource no longer
Auth. sub- addressable

resource

The corresponding original authorisation sub-resources stay unchanged.

For transactions, where a multilevel SCA is needed for authorisation, also a multilevel SCA
might be needed for cancellation, depending on ASPSP role management. In equivalence to
authorisation, the model would then be extended by more cancellation sub-resources.
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NOTE: The logic of cancellation sub resources will apply also to other transactions, where a
cancellation via the API Client requires a cancellation authorisation by the PSU.

9.3 Access Methods for Authorisations

Processes on starting authorisations, update PSU identification or PSU authentication data
and explicit authorisation of transactions by using SCA are very similar in all services. The API
calls supporting these processes are described in the following independently from the
service/endpoint. These processes usually are used following a hyperlink of the ASPSP. The
usage is defined at the beginning of the following sections. The API access methods are
provided only in a schematic way in this document. The related OpenAPI files will provide the
actual access methods by instantiating the term {resource-path}/{resourceld} with the
addressed service, product types, where applicable, and the correct resource identification.

Thus, the following API access methods are supported for authorisation processes.

Endpoints/Resources Method Condition Description

{resource- POST Mandatory Create an authorisation sub-resource
path}/{resourceld}/authorisa and start the authorisation process,
tions might in addition transmit

authentication and  authorisation
related data. This method is iterated
n times for an n times SCA
authorisation in a corporate context,
each creating an own authorisation
sub-endpoint for the corresponding
PSU authorising the transaction.

The ASPSP might make the usage of
this access method unnecessary in
case of only one SCA process
needed, since the related
authorisation resource might be
automatically created by the ASPSP
after the submission of the resource
data with the first POST {resource-

path} call.
Section 9.4.
{resource- GET Mandatory Read a list of all authorisation sub-
path}/{resourceld}/authorisa resources IDs which have been
tions created.
Section 9.6.
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path}/{resourceld}/authorisa
tions/{authorisationld}

Endpoints/Resources Method Condition Description
{resource- PUT Mandatory for | Update data on the authorisation
path}/{resourceld}/authorisa Embedded resource if needed. It may authorise
tions/{authorisationld} SCA Approach | a payment within the Embedded SCA
and Signature | Approach  or  Signature = SCA
SCA Approach where needed.
Approach,
Conditional for | Independently from the SCA
other Approach it supports e.g. the
approaches selection of the authentication
method and a non-SCA PSU
authentication.
Section 9.4.1, Section 9.5.
{resource- PUT Conditional for | Update the authorisation resource
path}/{resourceld}/authorisa Redirect or | with a confirmation code to counter
tions/{authorisationld} OAuth SCA | potential session attacks, where
Approach supported by ASPSPs.
Section 9.8.
{resource- GET Mandatory Read the SCA status of the
path}/{resourceld}/authorisa authorisation.
tions/{authorisationld}
Section 9.7.
{resource- DELETE Optional Cancel the authorisation resource if

the authorisation of the underlying
resource is not completed yet.

Section 9.10
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Endpoints/Resources

Method

Condition

Description

{resource-
path}/{resourceld}/cancellati
on-authorisations

POST

Optional

Starts the authorisation of the
cancellation of the addressed
resource with resource identification
resourceld if mandated by the
ASPSP (i.e. the DELETE access
method is not sufficient) and if
applicable to the related service, and
received in product related timelines
(e.g. before end of business day for
scheduled payments of the last
business day before the scheduled
execution day).

NOTE: Such a cancellation
authorisation for now only applies to
payments. But the openFinance API
Framework allows to apply it to any
other service.

Section 9.4.

{resource-
path}/{resourceld}/cancellati
on-authorisations

GET

Optional

Retrieve a list of all created
cancellation authorisation  sub-
resources. If the POST command on
this endpoint is supported, then also
this GET method needs to be
supported.

Section 9.6.

{resource-
path}/{resourceld}/cancellati
on-
authorisations/{authorisatio
nid}

PUT

Mandatory for
Embedded
SCA
Approach,
Signature SCA
Approach,
Conditional for
other
approaches

Update data on the cancellation
authorisation resource if needed. It
may authorise a cancellation of the
payment within the Embedded SCA
Approach  or  Signature @ SCA
Approach where needed.

Independently from the SCA

Approach it supports e.g. the
selection of the authentication
method and a non-SCA PSU

authentication.

Section 9.4.1 and Section 9.5.
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Endpoints/Resources Method Condition Description

{resource- GET Mandatory Read the SCA status of the
path}/{resourceld}/cancelati cancellation authorisation.

on-

authorisations/{authorisatio Section 9.7.

nid}

{resource- DELETE Optional Cancel the authorisation resource if
path}/{resourceld}/cancelati the authorisation of the underlying
on- resource is not completed yet.
authorisations/{authorisatio

nid} Section 9.10

Remark for Future: The PUT HTTP methods might be adapted to technical PATCH methods
in a future version of the specification. A corresponding decision will reflect current market
practices and the work in ISO TC68/SC9/WG2 on Financial API services.

9.4 Start Authorisation Process
Usage

If the further processing of a resource reflecting a business transaction (e.g. a payment)
requires an authorisation of one or more PSUs, each authorisation is represented by an
authorisation sub-resource of that resource, cp. also Section 9.1 for the example of payment
initiation. This transaction resource has been created after the submission of Transaction
Initiation Request, cp. Section 2.2.5.

In some cases, an authorisation by the PSU is required, when an already existing and
authorised resource is to be cancelled. Currently, the only occasion of that situation is the
cancellation of a payment. In such a case, a "Transaction Cancellation Request" (with
corresponding "Transaction Cancellation Response") has been sent by the API Client for an
already existing resource. This leads to a situation, where a "Cancelation-Authorisation" will
be created to represent the authorisation of the cancellation of the existing resource by the
PSU. Therefore, the Cancellation-Authorisation resources also are sub-resources of the
"Transaction" resource itself, cp. Section 9.2.

The "start authorisation process" is the process which creates a new authorisation or
cancellation-authorisation sub-resource. The related sub-resource is reflecting the PSU
authentication steps as authorisation process or cancellation authorisation process of the PSU.
Please note that all the processes and conditions are identical for authorisations and
cancellation-authorisations. The only difference appears in their respective names and effects

Published by the Berlin Group under Creative Commons Attribution-NoDerivatives 4.0 International Public License Page 115

(ref. License Notice for full license conditions)
BY ND



Security Measures supported by XS2A and openFinance API Authorisation Processes used commonly in all Services

on the underlying resource. The "start authorisation process" appears in the following

scenarios:

e The ASPSP has indicated with a "startAuthorisation" hyperlink in the preceding
Transaction Initiation Response, Transaction Cancellation Response or a Change
Transaction Resource Request that an explicit start of the authorisation process is
needed by the API Client. The "startAuthorisation" hyperlink can transport more
information about data which needs to be uploaded by using the extended forms

"startAuthorisationWithPsuldentfication",

= "startAuthorisationWithPsuAuthentication",

= "startAuthorisationWithEncryptedPsuAuthentication",

= "startAuthorisationWithAuthentciationMethodSelection"

= "startAuthorisationWithTransactionAuthorisation".

o The related business transaction or business transaction cancellation cannot yet
be executed since a multilevel SCA is mandated.

Cali

POST /v2/{resource-path}/{resourcelId}/{authorisation-category}

Starts an authorisation process or a cancellation authorisation process for the business
transaction reflected by the resource identified with resourceld, depending on the authorisation
category authorisations or cancellation-authorisations.

Path Parameters

Attribute Type Description
resource-path String This resource path can be a one-level parameter {service} or a
two-level parameter {service}/{product-type}, where
o {service} stands for the service type of the related
business transaction, e.g. /payments or /consents
e {product-type} stands for the product-type of the
related business transaction where applicable, e.g.
sepa-credit-transfers in the case of payments or
account-access in case of consents.
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Attribute Type Description
authorisation- String The following two categories are supported:
category

e authorisations:used in case of an authorisation of
the related business transaction.

e cancellation-authorisations: used in case of
the cancellation authorisation of the related business
transaction. Used only if applicable to the addressed
{service}

resourceld String Resource identification of the related payment initiation,
signing basket, consent, subscription or other related business
transaction resource.

Query Parameters
No specific query parameters.

Request Header

Attribute Type Condition Description

X-Request-ID uuibD Mandatory ID of the request, unique to the call, as determined
by the initiating party.

If-Match uuiD Optional if | If used, this field must contain the ETag of the
supported by | changed variant of the resource.
the ASPSP
PSU-ID String Conditional Client ID of the PSU in the ASPSP client interface.
Shall be transmitted if this Request is indicated by
"startAuthorisationWithPsuldentification" or
"startAuthorisationWithPsuAuthentication" or

"startAuthorisationWithEncryptedPsuAuthentication”
and this field has not yet been transmitted before.

PSU-ID-Type String Conditional Type of the PSU-ID, needed in scenarios where
PSUs have several PSU-IDs as access possibility.

Shall be transmitted in this case, if this Request is

indicated by

"startAuthorisationWithPsuldentification" or

"startAuthorisationWithPsuAuthentication" or
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Attribute

Type

Condition

Description

"startAuthorisationWithEncryptedPsuAuthentication”
and this field has not yet been transmitted before.

PSU-
Corporate-ID

String

Conditional

Identification of a Corporate in the Online Channels.

Shall be transmitted if this Request is indicated by
"startAuthorisationWithPsuldentification" or
"startAuthorisationWithPsuAuthentication" or
"startAuthorisationWithEncryptedPsuAuthentication”
and this field has not yet been transmitted before,
and only where generally needed in a corporate
context.

PSU-
Corporate-ID-

Type

String

Conditional

This is describing the type of the identification
needed by the ASPSP to identify the PSU-
Corporate-ID content.

Shall be transmitted if this Request is indicated by
"startAuthorisationWithPsuldentification". or
"startAuthorisationWithPsuAuthentication" or
"startAuthorisationWithEncryptedPsuAuthentication”
and this field has not yet been transmitted before.
Mean and use is defined in the ASPSP’s
documentation. Only used in a corporate context.

Authorization

String

Conditional

Bearer Token. Is contained only, if an OAuth2 based
authentication was performed in a pre-step or an
OAuth2 based SCA was performed in a preceding
AIS service in the same session.

Client-SCA-
Approach-
Preference

String

Optional

A comma separated list of attributes, where the first
entry will have a higher priority than the next or to
every SCA Approach which is not indicated at all,

e.g.
"decoupled, redirect, embedded"
or

"decoupled".

The possible SCA approaches are:

e EMBEDDED
o DECOUPLED
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Attribute Type Condition Description

e REDIRECT
e ASPSP-CHANNEL
e SIGNATURE

This attribute may be ignored by the ASPSP.

Body-Sig- Max35Text | Conditional Indicates the preferred signature profile used for
Profile- signing (parts of) the body.
Preference

Shall only be used for signed transaction requests.

Client- Max35Text | Conditional URI of the TPP, where the transaction flow shall be
Redirect-URI redirected to after a Redirect. Mandated for the
Redirect SCA Approach, specifically when Client-
Redirect-Preferred equals "true". See Section 5.3for
further requirements on this header.

This field may be ignored by the ASPSP for migration
reasons.

For this reason, the same Client-Redirect-URI as
used when creating the related resource shall be
provided by the TPP. This specifically applies to the
authorisation of a payment cancellation, where the
same Client-Redirect-URI as for the corresponding
payment initiation shall be used. This applies also to
multilevel SCA, where the Client-Redirect-URI for all
authorisation processes for one transaction shall be
equal.

It is recommended to always use this header field.

Remark for Future: The condition on keeping the
Client-Redirect-URI equal during a transaction
lifecycle might be removed in the next version of the

specification.
Client-Nok- String Optional If this URI is contained, the TPP is asking to redirect
Redirect-URI the transaction flow to this address instead of the

Client-Redirect-URI in case of a negative result of the
redirect SCA method. This may be ignored by the
ASPSP. See Section 5.3 for further requirements on
this header.
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Attribute Type Condition Description

The same condition as for Client-Redirect-URI on
keeping the URI equal during a transaction lifecycle
applies also to this header.

Remark:

¢ Client-SCA-Approach-Preference set to “signature” indicates only that an electronic
signature in the mathematical sense of the word is used for SCA. This does not
distinguish between a signature by a natural person or by a legal entity.

¢ Which kind of signatures are accepted and any quality requirements for signatures/
certificates to be used are determined by the (security) policy of the ASPSP.

Request Body
No request body.

Note: If the hyperlinks in the following extended forms are used in the Transaction Initiation
Response message or Transaction Cancellation Response message before, additional
conditions on request body parameters apply as indicated in the following:

o "startAuthorisationWithPsuldentification": Cp. Section 9.4.2

o "startAuthorisationWithPsuAuthentication": Cp. Section 9.4.3

o "startAuthorisationWithEncryptedPsuAuthentication": Cp. Section 9.4.3.

o "startAuthorisationWithAuthenticationMethodSelection": Cp. Section 9.4.4.
o "startAuthorisationWithTransactionAuthorisation": Cp. Section 9.5.

The differences in the calls then are only whether to use a POST command to create the
authorisation sub-resource and update the specified data at the same time or to use a PUT
command to update the specified data to an already created authorisation sub-resource.

Response Code

HTTP response code equals 201.
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Response Header

Attribute Type Condition Description

X-Request-ID uulID Mandatory ID of the request, unique to the call, as
determined by the initiating party.

ETag uuiD Conditional Must be included if the request header used
the If-Match header field and then this
parameter must carry the same value as
given in the request

ASPSP-SCA- String Conditional Possible values are:

Approach

e EMBEDDED

e DECOUPLED

¢ REDIRECT

e ASPSP-CHANNEL

e SIGNATURE
OAuth will be subsumed by the value
REDIRECT

Body-Sig-Profile- String Conditional Confirms the signature profile to be used

Accepted by a PSU for signing the body.

Shall only be used for a response message
for signed transaction requests.
Response Body
Attribute Type Condition Description
transactionFees Amount Optional Might be used by the ASPSP to

transport the total transaction fee
relevant for the underlying payments
in case of a payment resource. This

field includes the entry of the
currencyConversionFees if
applicable.
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Attribute Type Condition Description

currencyConversion Amount Optional Might be used by the ASPSP to

Fees transport specific currency conversion
fees related to the initiated credit
transfer in case of a payment

resource id.
estimatedTotalAmount Amount Optional The amount which is estimated to be

debted from the debtor account in

case of a payment resource.

Note: This amount includes fees.
estimatedinterbank Amount Optional The estimated amount to be
SettlementAmount transferred to the payee in case of a

payment resource.
scaStatus SCA Status Mandatory
authorisationld String Mandatory Unique resource identification of the

created authorisation or cancellation
authorisation sub-resource.
originalTransaction Array of | Conditional VOP result information.
InformationAndVopStatus Original
Transaction Will be provided, if
Information
and VOP e an account/owner name
Status match was requested and
performed,
o the result was not vyet

provided and

the related code in the interbank VOP

service was "CMTC", "NMTC" or
"NOAP"
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Attribute

Type

Condition

Description

scaMethods

Array of
Authentication
Objects

Conditional

This data element might be contained,
if SCA is required and if the PSU has
a choice between different
authentication methods. Depending
on the risk management of the
ASPSP this choice might be offered
before or after the PSU has been
identified with the first relevant factor,
or if an access token is transported. If
this data element is contained, then
there is also a hyperlink of type
"selectAuthenticationMethod”
contained in the response body.

These methods shall be presented
towards the PSU for selection by the
API Client.

oAuthAdditionalParameters

OAuth
Additional
Parameters

Optional

If supported by the ASPSP, the API
Client needs to follow these data
when relying on the OAuth2 SCA
approach
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Attribute Type Condition Description

_links Links Mandatory A list of hyperlinks to be recognised by
the API Client. The actual hyperlinks
used in the response depend on the
dynamical decisions of the ASPSP
when processing the request.

Remark: All links can be relative or
full links, to be decided by the ASPSP.

Type of links admitted in this
response, (further links might be
added for ASPSP defined
extensions):

"scaRedirect": In case of an SCA
Redirect Approach, the ASPSP is
transmitting the link to which to
redirect the PSU browser.
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Attribute

Type

Condition

Description

"scaOAuth": In case of a SCA OAuth2
Approach, the ASPSP is transmitting
the URI where the configuration of the
Authorisation Server can be retrieved.
The configuration follows the OAuth
2.0 Authorisation Server Metadata
specification.

"confirmation": Might be added by the
ASPSP if either the "scaRedirect" or
"scaOAuth" hyperlink is returned in
the same response message. This
hyperlink defines the URL to the
resource which needs to be updated
with

e a confirmation code as
retrieved after the plain
redirect authentication
process with the ASPSP
authentication server or

e an access token as retrieved
by submitting an
authorization code after the
integrated  OAuth  based
authentication process with
the ASPSP authentication
server.
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Attribute Type Condition Description
"updatePsuldentification:
The link to the authorisation or
cancellation authorisation sub-
resource, where PSU identification
data needs to be uploaded.
"udpatePsuAuthentication":
The link to the authorisation or
cancellation authorisation sub-
resource, where PSU authentication
data needs to be uploaded.
"udpateEncryptedPsuAuthentication":
The link to the authorisation or
cancellation authorisation sub-
resource, where encrypted PSU
authentication data needs to be
uploaded
"selectAuthenticationMethod":
The link to the authorisation or
cancellation authorisation sub-
resource, where the selected
authentication method needs to be
uploaded. This link is contained under
exactly the same conditions as the
data element "scaMethods"
"authoriseTransaction":
The link to the authorisation or
cancellation authorisation sub-
resource, where the authorisation
data has to be uploaded, e.g. the TOP
received by SMS.
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Attribute Type Condition Description

"scaStatus": The link to retrieve the
scaStatus of the corresponding
authorisation sub-resource.

"transactionFees": The link is to the
status resource. This link is only
added in case fee information is
available via the status resource.

psuMessage Max500Text Optional

Note: If the hyperlinks in the following extended forms are used in the Transaction Initiation
Response or Transaction Cancellation Response message before, additional response
parameters apply as indicated in the following:

¢ In case of "startAuthorisationWithPsuldentification": Cp. Section 9.4.2
e In case of: "startAuthorisationWithPsuAuthentication": Cp. Section 9.4.3
e In case of: "startAuthorisationWithEncryptedPsuAuthentication": Cp. Section 9.4.3

e In case of: ‘startAuthorisationWithAuthenticationMethodSelection":  Cp.
Section 9.4.4.

¢ In case of "startAuthorisationWithTransactionAuthorisation": Cp. Section 9.5

Example
Request

POST https://api.testbank.com/psd2/v2/payments/sepa-credit-
transfers/3d9%9a81b3-a47d-4130-8765-a9c0ff861100/authorisations

X-Request-1ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
PSU-ID: PSU-1234
Response

HTTP/1.x 201 CREATED

X-Request-1ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£f7721
ASPSP-SCA-Approach: DECOUPLED

Date: Sun, 06 Aug 2017 15:05:47 GMT
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Location: https://www.testbank.com/psd2/v2/payments/sepa-
credit-transfers/3d%9a81b3-a47d-4130-8765~-
a9c0ff861100/authorisations/3d%a81b3-a47d-4130-9999-a9c0ff861100

Content-Type: application/Jjson
{
"scaStatus": "received",
"authorisationId": "3d%a81b3-a47d-4130-9999-a9c0f£f861100",
"psuMessage": "Please use your BankApp for transaction authorisation.",
" links": {
"scaStatus": {"href": "/psd2/v2/payments/sepa-credit-transfers/3d%a81b3-

a47d-4130-8765-a9c0££861100/
authorisations/3d%a81b3-a47d-4130-9999-a9c0£f£861100"}
}

9.4.1 Update PSU Data

Independent of the SCA approach, the ASPSP might offer to select the SCA method before
the SCA approach is defined, because e.g. the SCA Approach to be chosen might depend on
the SCA method.

¢ A specific Update PSU Data Request is applicable for

= the selection of authentication methods (see section 9.4.4), before choosing
the actual SCA approach.

Depending on the SCA approach, different further PSU Data needs to be updated:

o Decoupled SCA Approach: A specific Update PSU Data Request is only applicable
for

» adding the PSU Identification (see section 9.4.2) or a PSU Authentication
(see section 9.4.3, if not provided yet in the related Transaction Initiation
Request and if no OAuth2 access token is used, or

» the selection of authentication methods (see section 9.4.4).
e Embedded SCA Approach: The Update PSU Data Request might be used

= to add credentials as a first factor authentication data of the PSU (see
section 9.4.3) and

= to select the authentication method (see section 9.4.4).

These different Update PSU Data Requests are differentiated in the following sub sections.
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9.4.2 Update PSU Data (Identification)

This call is used, when in the preceding call the hyperlink of type "updatePsuldentification" was
contained, e.g. in case of a Decoupled Approach in the response and is now followed by the

TPP.

Cali

PUT /v2/{resource-path}/{resourceld}/{authorisation-

category}/{auhtorisationId}

Updates the addressed authorisation sub-resource data on the server by PSU data, if
requested by the ASPSP.

Path Parameters

Attribute Type Description
resource-path String This resource path can be a one-level parameter {service} or a
two-level parameter {service}/product-type}, where

o ({service} stands for the service type of the related
business transaction, e.g. /payments or /consents

o {product-type} stands for the product-type of the related
business transaction where applicable, e.g. sepa-
credit-transfers in the case of payments or account-
access in case of consents.

resourceld String Resource identification of the related payment initiation, signing
basket, consent, subscription or other related business
transaction resource.

authorisation- String The following two categories are supported:

category

e authorisations: used in case of an authorisation of
the related business transaction.

e cancellation-authorisations: used in case of
the cancellation authorisation of the related business
transaction. Used only if applicable to the addressed
{service}

authorisationld String Resource identification of the related authorisation sub-

resource.
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Query Parameters
No specific query parameters.

Request Header

Attribute Type Condition Description
X-Request-ID uuibD Mandatory ID of the request, unique to the call, as determined
by the initiating party.
If-Match UuID Optional if | If used, this field must contain the ETag of the
supported changed variant of the resource.
by the
ASPSP
PSU-ID String Conditional | Contained if not yet contained in a preceding
request, and mandated by the ASPSP in the related
response
PSU-ID-Type String Conditional | Type of the PSU-ID, needed in scenarios where
PSUs have several PSU-IDs as access possibility.
PSU-Corporate- | String Conditional | Contained if not yet contained in a preceding
ID request, and mandated by the ASPSP in the related
response. This field is relevant only in a corporate
context.
PSU-Corporate- | String Conditional | Might be mandated by the ASPSP in addition if the
ID-Type PSU-Corporate-ID is contained.
Request Body
No request body.
Response Code
HTTP response code is 200.
Response Header
Attribute Type Condition Description
X-Request-ID uuibD Mandatory ID of the request, unique to the call, as

determined by the initiating party.
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Attribute Type Condition Description

ETag uuiD Conditional Must be included if the request header used
the If-Match header field and then this
parameter must obtain the same value as
given in the request parameter

ASPSP-SCA- String Conditional Possible values are:

Approach
¢ EMBEDDED

e DECOUPLED
¢ REDIRECT
e ASPSP-CHANNEL
e SIGNATURE
OAuth will be subsumed by the value

REDIRECT
Body-Sig-Profile- String Conditional Confirms the signature profile to be used by
Accepted a PSU for signing the body.

Shall only be used for a response message
for signed transaction requests.

Response Body

Attribute Type Condition Description

transactionFees Amount Optional Might be used by the ASPSP to transport
the total transaction fee relevant for the
underlying payments. This field includes
the entry of the currencyConversionFees

if applicable.
currencyConversion Amount Optional Might be used by the ASPSP to transport
Fees specific currency conversion fees related

to the initiated credit transfer.

estimatedTotalAmount | Amount Optional The amount which is estimated to be
debted from the debtor account.

Note: This amount includes fees.

estimatedinterbank Amount Optional The estimated amount to be transferred
SettlementAmount to the payee.
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Attribute Type Condition Description

scaMethods Array of | Conditional | Might be contained, if several
Authentication authentication methods are available.
Objects (name, type)

_links Links Mandatory | Alist of hyperlinks to be recognised by the

TPP. The actual hyperlinks used in the
response depend on the dynamical
decisions of the ASPSP when processing
the request.

Remark: All links can be relative or full
links, to be decided by the ASPSP.

Type of links admitted in this response,
(further links might be added for ASPSP
defined extensions):

"scaStatus": The link to retrieve the
scaStatus of the  corresponding
authorisation sub-resource.

"transactionFees": The link is to the status
resource. This link is only added in case
fee information is available via the status
resource.

"selectAuthenticationMethod": This is a
link to a resource, where the TPP can
select the applicable second factor
authentication methods for the PSU, if
there are several available authentication
methods and if the PSU is already
sufficiently authenticated.. If this link is
contained, then there is also the data
element "scaMethods" contained in the
response body

scaStatus SCA Status Mandatory
psuMessage Max500Text Optional
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Example
Request

PUT https://api.testbank.com/psd2/v2/payments/sepa-credit-
transfers/3d%9a81b3-a47d-4130-8765-a9c0ff861100/authorisations/3d%a81b3-
a47d-4130-9999-a9c0ff861100

X-Request-1ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1£f7721
PSU-ID: PSU-1234
Response

HTTP/1.x 200 OK

X-Request-1ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721
ASPSP-SCA-Approach: DECOUPLED
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/json
{
"scaStatus": "psuldentified",
"psuMessage": "Please use your BankApp for transaction Authorisation.",
" links": {
"scaStatus": {"href": "/psd2/v2/payments/sepa-credit-

transfers/3d%a81b3-a47d-4130-8765-a9c0£f£861100/
authorisations/3d%a81b3-a47d-4130-9999-a9c0£f£861100"™}
}

9.4.3 Update PSU Data (Authentication) in the Decoupled or Embedded Approach

This call is used, when in the preceding call the hyperlink of type "updatePsuAuthentication",
"updateEncryptedPsuAuthentication", or was contained in the response and is followed by the
API Client.

Call

PUT /v2/{resource-path}/{resourcelId}/{authorisation-
category}/{auhtorisationId}

Updates the addressed authorisation sub-resource data on the server by PSU data, if
requested by the ASPSP.

Path Parameters

Attribute Type Description

resource-path String This resource path can be a one-level parameter {service} or a
two-level parameter {service}/product-type}, where
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Attribute Type Description

e {service} stands for the service type of the related
business transaction, e.g. /payments or /consents

e {product-type} stands for the product-type of the related
business transaction where applicable, e.g. sepa-
credit-transfers in the case of payments or account-
access in case of consents.

resourceld String Resource identification of the related payment initiation, signing
basket, consent, subscription or other related business
transaction resource.

authorisation- String The following two categories are supported:

category

e authorisations: used in case of an authorisation of
the related business transaction.

e cancellation-authorisations: used in case of
the cancellation authorisation of the related business
transaction. Used only if applicable to the addressed

{service}
authorisationld String Resource identification of the related authorisation sub-
resource.

Note: The openFinance API Framework allows ASPSPs to mandate a payload encryption to
protect the password contained in the payload.

Query Parameters
No specific query parameters.

Request Header

Attribute Type Condition Description

X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined
by the initiating party.

If-Match UulD Optional if | If used, this field must contain the ETag of the
supported changed variant of the resource.
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Attribute Type Condition Description
by the
ASPSP
PSU-ID String Conditional | Contained if not yet contained in a preceding
request, and mandated by the ASPSP in the related
response
PSU-ID-Type String Conditional | Contained if not yet contained in a preceding
request, and mandated by the ASPSP in the related
response
PSU-Corporate- | String Conditional | Contained if not yet contained in a preceding
ID request, and mandated by the ASPSP in the related
response. This field is relevant only in a corporate
context.
PSU-Corporate- | String Conditional | Contained if not yet contained in a preceding
ID-Type request, and mandated by the ASPSP
documentation. Might be mandated by the ASPSP
in addition if the PSU-Corporate-ID is contained.

Request Body

Attribute Type Condition Description
psuData PSU Mandatory The password, or encryptedPassword,
Credentials subfield is used, depending on encryption

requirements of the ASPSP as indicated in
the corresponding hyperlink contained in the
preceding response message of the ASPSP.
The related encryption requirements are
defined in Section 7.2.

Response Code

HTTP response code equals 200.
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Response Header

Attribute Type Condition Description

X-Request-ID uuliD Mandatory ID of the request, unique to the call, as
determined by the initiating party.

ETag uuibD Conditional Must be included if the request header used
the If-Match header field and then this
parameter must obtain the same value as
given in the request parameter

ASPSP-SCA- String Conditional Possible values are:

Approach

¢ EMBEDDED

e DECOUPLED

¢ REDIRECT

¢ ASPSP-CHANNEL

o SIGNATURE
OAuth will be subsumed by the value
REDIRECT

Body-Sig-Profile- String Conditional Confirms the signature profile to be used by

Accepted a PSU for signing the body.

Shall only be used for a response message
for signed transaction requests.
Response Body

Attribute Type Condition Description

originalTransaction Array of | Conditional VOP result information.

InformationAndVopSt | Original

atus Transaction Will be provided, if

Information
and VOP e an account/owner name match was
Status requested and performed,
o the result was not yet provided and
o the related code in the interbank
VOP service was "CMTC", "NMTC"
or "NOAP".
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Attribute Type Condition Description
chosenSca Authenticatio | Conditional | A definition of the provided SCA method is
Method n Object contained, if only one authentication
method is available, and if the Embedded
SCA approach is chosen by the ASPSP.
challengeData Challenge Conditional | Challenge data might be contained, if only
one authentication method is available, and
if the Embedded SCA approach is chosen
by the ASPSP.
scaMethods Array of | Conditional Might be contained, if several authentication
Authenticatio methods are available. (name, type)
n Objects
accounts Array of | Conditional Provided, if the PSU account reference has
Account not been provided in the related resource
Details data submission and if more than one
account is available.
_links Links Conditional A list of hyperlinks to be recognised by the

TPP. Might be contained, if several
authentication methods are available for the
PSU.

Type of links admitted in this response:

"updateAdditionalPsuAuthentication"

The link to the payment initiation or
account information resource, which needs
to be updated by an additional PSU
password. This link is only contained in rare
cases, where such additional passwords
are needed for PSU authentications.

"updateAdditionalEncryptedPsuAuthenticat
ion"

The link to the payment initiation or account
information resource, which needs to be
updated by an additional encrypted PSU
password. This link is only contained in rare
cases, where such additional passwords

are needed for PSU authentications.
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Attribute Type

Condition

Description

"updateResourceByDebtorAccountResourc
ell

The link to the business resource which
needs an update by any potential debtor
account delivered in the "accounts" attribute
above.

"selectAuthenticationMethod": This is a link
to a resource, where the TPP can select the
applicable second factor authentication
methods for the PSU, if there were several
available authentication methods. This link
is only contained, if the PSU is already
identified or authenticated with the first
relevant factor or alternatively an access
token, if SCA is required and if the PSU has
a choice between different authentication
methods. If this link is contained, then there
is also the data element "scaMethods"
contained in the response body

"authoriseTransaction": The link to the
resource, where  the "Transaction
Authorisation Request" is sent to. This is the
link to the resource which will authorise the
transaction by checking the SCA
authentication data within the Embedded
SCA approach or the Signature SCA
Approach.

"scaStatus": The Ilink to retrieve the
scaStatus of the corresponding
authorisation sub-resource.

"transactionFees": The link is to the status
resource. This link is only added in case fee
information is available via the status
resource.

scaStatus SCA Status

Mandatory

psuMessage Max500Text

Optional
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NOTE: In case of an incorrect password, the ASPSP informs the TPP via the message code
PSU_CREDENTIALS_INVALID. The TPP then needs to ask the PSU for re-entering the
password. The newly entered password needs to be updated to the same path. It is
recommended that the ASPSP is informing the TPP about this by adding a _links section in
the additional error information and presenting a corresponding updatePsuAuthentication or
updateEncryptedPsuAuthentication hyperlink. In case an incorrect password is entered too
often, the ASPSP will at least put the related resource to a "Rejected" status. The ASPSP
might inform the PSU via psuMessages about further impact.

NOTE: If an account list is provided for the selection of an account via the access method
defined in Section 9.9, then the status of the related payment resource will be moved from
"RCVD" to "PNDG", to indicate that further data needs to provided on resource level, before
the authorisation can be completed. In addition, the ASPSP should provide a status reason
code, providing more information on the pending reason.

Example
Request in case of Embedded Approach

PUT https://api.testbank.com/psd2/v2/payments/sepa-credit-
transfers/3d9%9a81b3-a47d-4130-8765-a9c0£ff861100/authorisations/3d9%a81b3-
a47d-4130-9999-a9c0£f£861100

X-Request-1ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721

PSU-ID: PSU-1234

{

"psuData": {

"password": "startl2"

}
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Response in case of the embedded approach

9.4.4 Update PSU Data (Select Authentication Method)

This call is used, when in the preceding call the hyperlink of type "selectAuthenticationMethod"
was contained in the response and was followed by the TPP.

Call

PUT /v2/{resource-path}/{resourcelId}/{authorisation-
category}/{auhtorisationId}

Updates the addressed authorisation sub-resource data on the server by PSU data, if
requested by the ASPSP.

Path Parameters

Attribute Type Description

resource-path String This resource path can be a one-level parameter {service} or a
two-level parameter {service}/product-type}, where

o {service} stands for the service type of the related
business transaction, e.g. /[payments or /consents

e {product-type} stands for the product-type of the related
business transaction where applicable, e.g. sepa-
credit-transfers in the case of payments or account-
access in case of consents.
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Attribute Type Description

resourceld String Resource identification of the related payment initiation, signing
basket, consent, subscription or other related business
transaction resource.

authorisation- String The following two categories are supported:

category

e authorisations:used in case of an authorisation of
the related business transaction.

e cancellation-authorisations: used in case of
the cancellation authorisation of the related business
transaction. Used only if applicable to the addressed
{service}

authorisationld String Resource identification of the related authorisation sub-
resource.

Query Parameters

No specific query parameters.

Response Code

The HTTP response code equals 200.

Request Header

Attribute Type Condition Description
X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined
by the initiating party.
If-Match uuID Optional if | If used, this field must contain the ETag of the
supported changed variant of the resource.
by the
ASPSP
Request Body
Attribute Type Condition Description
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authentication String Mandatory The authentication method ID as provided by
Methodld the ASPSP.

Response Code

HTTP response code equals 200.

Response Header

Attribute Type Condition Description

X-Request-ID uuibD Mandatory ID of the request, unique to the call, as
determined by the initiating party.

ETag uuibD Conditional Must be included if the request header used
the If-Match header field and then this
parameter must obtain the same value as
given in the request parameter

ASPSP-SCA- String Optional Possible values are:

Approach

e EMBEDDED

e DECOUPLED

e REDIRECT

e ASPSP-CHANNEL

e SIGNATURE
OAuth will be subsumed by the constant
REDIRECT

Body-Sig-Profile- String Conditional Confirms the signature profile to be used by

Accepted a PSU for signing the body.

Shall only be used for a response message
for signed transaction requests.
Response Body
Attribute Type Condition | Description
originalTransaction Array of | Conditional | VOP result information.
InformationAndVopStatus Original
Transaction Will be provided, if
Information
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Attribute Type Condition | Description
and VOP e an account/owner name
Status match was requested and
performed,
o the result was not vyet
provided and
the related code in the interbank VOP
service was "CMTC", "NMTC" or
"NOAP".
chosenSca Authentication | Conditional | A definition of the provided SCA
Method object method is contained, if the Embedded
SCA approach is chosen by the
ASPSP.
challengeData Challenge Conditional | Challenge data might be contained, if
the Embedded SCA approach is
chosen by the ASPSP.
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_links

Links

Conditional

A list of hyperlinks to be recognised by
the TPP. The actual hyperlinks used
in the response depend on the
dynamical decisions of the ASPSP
when processing the request.

Remark: All links can be relative or
full links, to be decided by the ASPSP.

Remark: This method can be applied
before or after PSU identification. This
leads to many possible hyperlink
responses.

Type of links admitted in this
response, (further links might be
added for ASPSP defined
extensions):

"scaRedirect": In case of an SCA
Redirect Approach, the ASPSP is
transmitting the link to which to
redirect the PSU browser.

"scaOAuth": In case of a SCA OAuth2
Approach, the ASPSP is transmitting
the URI where the configuration of the
Authorisation Server can be retrieved.
The configuration follows the OAuth
2.0 Authorisation Server Metadata
specification.

"confirmation": Might be added by the
ASPSP if either the "scaRedirect" or
"scaOAuth" hyperlink is returned in
the same response message. This
hyperlink defines the URL to the
resource which needs to be updated
with

e a confirmation code as
retrieved after the plain
redirect authentication
process with the ASPSP
authentication server or
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Attribute Type Condition | Description

e an access token as retrieved
by submitting an
authorization code after the
integrated OAuth  based
authentication process with
the ASPSP authentication
server.
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Attribute

Type

Condition

Description

"updatePsuldentification:

The link to the authorisation or
cancellation authorisation sub-
resource, where PSU identification
data needs to be uploaded.

"updatePsuAuthentication":

The link to the authorisation or
cancellation authorisation sub-
resource, where PSU authentication
data needs to be uploaded.

"updateEncryptedPsuAuthentication":

The link to the authorisation or
cancellation authorisation sub-
resource, where encrypted PSU
authentication data needs to be
uploaded.

"authoriseTransaction":

The link to the authorisation or
cancellation authorisation sub-
resource, where the authorisation
data has to be uploaded, e.g. the TOP
received by SMS.

"scaStatus": The link to retrieve the
scaStatus of the corresponding
authorisation sub-resource.

"transactionFees": The link is to the
status resource. This link is only
added in case fee information is
available via the status resource.

scaStatus

Sca Status

Mandatory

psuMessage

Max500Text

Optional
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Example
Request in case of Embedded Approach

PUT https://api.testbank.com/psd2/v2/payments/sepa-credit-
transfers/3d%a81b3-a47d-4130-8765-a9c0ff861100/authorisations/3d%a81b3-
a47d-4130-9999-a9c0£f£861100

X-Request-ID: asdfoeljkasdfoelkjasdf-123479093

"authenticationMethodId": "myAuthenticationID"

}
Response in case of the embedded approach

HTTP/1.x 200 OK

X-Request-1ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
ASPSP-SCA-Approach: EMBEDDED
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/Jjson
{

"scaStatus": "scaMethodSelected",

"chosenScaMethod": {

"authenticationType": "SMS OTP",

"authenticationMethodId": "myAuthenticationID"},
"challengeData": {

"otpMaxLength": "6",
"otpFormat": "integer"},
" links": {
"authoriseTransaction™: {"href": "/psd2/v2/payments/sepa-credit-

transfers/3d%a81b3-a47d-4130-8765-a9c0f£f861100/authorisations/3d%a81b3-
a47d-4130-9999-a9c0f£861100"}
}

9.5 Transaction Authorisation
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Attribute Type Condition | Description

_links Links Conditional | A list of hyperlinks to be recognised by the TPP.
The actual hyperlinks used in the response
depend on the dynamical decisions of the
ASPSP when processing the request.

Remark: All links can be relative or full links, to
be decided by the ASPSP.

"transactionFees": The link is to the status
resource. This link is only added in case fee
information is available via the status resource.

If a signature has been verified by the ASPSP successfully, the scaStatus is set to finalised.

Note: This scaStatus reflects the verification status of this single signature or authentication
data.
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9.6 GET Authorisation Sub-Resources Request

Call

GET /v2/{resource-path}/{resourceld}/{authorisation-category}

Will deliver an array of resource identifications of all (explicitly and implicitly) generated
authorisation or cancellation authorisation sub-resources.

Path Parameters

Attribute Type Description
resource-path String This resource path can be a one-level parameter {service} or a
two-level parameter {service}/product-type}, where
o {service} stands for the service type of the related
business transaction, e.g. /payments or /consents
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Attribute

Type

Description

{product-type} stands for the product-type of the related

business transaction where applicable, e.g. sepa-
credit-transfers in the case of payments or account-
access in case of consents.

resourceld

String

Resource identification of the related payment initiation, signing
basket,
transaction resource.

consent, subscription or other related business

authorisation-
category

String

The following two categories are supported:

authorisations: used in case of an authorisation of
the related business transaction.

cancellation-authorisations: used in case of
the cancellation authorisation of the related business
transaction. Used only if applicable to the addressed
{service}

Query Paramete

rs

No specific query parameters defined.

Request Header

Authorisation Processes used commonly in all Services

Attribute Type Condition Description

X-Request-ID uuibD Mandatory ID of the request, unique to the call, as determined
by the initiating party.

Authorization String Conditional | Is contained only, if an Oauth2 based authentication

was performed in a pre-step or an Oauth2 based
SCA was performed in the current business
transaction or in a preceding AlS service in the same
session, if no such Oauth2 SCA approach was
chosen in the current PIS transaction.

Request Body
No request body.

Response Code

The HTTP response code equals 200.
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Response Header

Attribute Type Condition Description

X-Request-ID uulID Mandatory ID of the request, unique to the call, as
determined by the initiating party.

Response Body

Attribute Type Condition | Description
authorisationlds Array of | Mandatory | An array of all authorisationlds connected to the
String related business transaction.
Example
Request

GET https://api.testbank.com/psd2/v2/payments/sepa-credit-
transfers/3d%9a81b3-a47d-4130-8765-a9c0££f861100/authorisations

Accept: application/Jjson

X-Request-1ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7723
Date: Sun, 06 Aug 2017 15:04:07 GMT
Response

HTTP/1.x 200 Ok

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1£7723
Date: Sun, 06 Aug 2017 15:04:08 GMT
Content-Type: application/json

"authorisationIds": ["3d9%a81b3-a47d-4130-9999-a9c0£ff861100"]

9.7 GET Authorisation Status Request
Call

GET /v2/{resource-path}/{resourceld}/{authorisation-
category}/{auhtorisationId}
Checks the SCA status of an authorisation or cancellation authorisation sub-resource.
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Path Parameters

Attribute Type Description

resource-path String This resource path can be a one-level parameter {service} or a
two-level parameter {service}/product-type}, where

e {service} stands for the service type of the related
business transaction, e.g. /payments or /consents

e {product-type} stands for the product-type of the related
business transaction where applicable, e.g. sepa-
credit-transfers in the case of payments or account-
access in case of consents.

resourceld String Resource identification of the related payment initiation, signing
basket, consent, subscription or other related business
transaction resource.

authorisation- String The following two categories are supported:

category

e authorisations: used in case of an authorisation of
the related business transaction.

e cancellation-authorisations: used in case of
the cancellation authorisation of the related business
transaction. Used only if applicable to the addressed

{service}
authorisationld String Resource identification of the related authorisation sub-
resource.
Request Header
Attribute Type Condition Description
X-Request-ID uuibD Mandatory ID of the request, unique to the call, as determined

by the initiating party.

Authorization String Conditional | Is contained only, if an OAuth2 based authentication
was performed in a pre-step or an OAuth2 based
SCA was performed in the current PIS transaction or
in a preceding AlS service in the same session, if no

Published by the Berlin Group under Creative Commons Attribution-NoDerivatives 4.0 International Public License Page 154

(ref. License Notice for full license conditions)
BY ND



Security Measures supported by XS2A and openFinance API Authorisation Processes used commonly in all Services

Attribute Type Condition Description

such OAuth2 SCA approach was chosen in the
current PIS transaction.

Query Parameters

No specific query parameters defined.
Request Body

No request body.

Response Code

The HTTP response code equals 200.

Response Header

Attribute Type Condition Description

X-Request-ID uuID Mandatory ID of the request, unique to the call, as
determined by the initiating party.

Response Body

Attribute Type Condition | Description

scaStatus SCA Status | Mandatory | This data element is containing information
about the status of the SCA method applied.

psuName Max140Text | Optional Name of the PSU?2

In case of a corporate account, this might be the
person acting on behalf of the corporate.

_links Links Optional Should refer to next steps if the problem can be
resolved via the interface e.g. for re-submission
of credentials.

apiClientMessages | Array of | Optional Messages to the TPP on operational issues.
Client

2 Usage is following the mandate resulting from EBA Q&A 2020_5165.

Published by the Berlin Group under Creative Commons Attribution-NoDerivatives 4.0 International Public License Page 155

(ref. License Notice for full license conditions)
BY ND



Security Measures supported by XS2A and openFinance API Authorisation Processes used commonly in all Services

Attribute Type Condition | Description
Message
Information
Example
Request

GET https://api.testbank.com/psd2/v2/payments/sepa-credit-
transfers/3d%a81b3-a47d-4130-8765-a9c0£f£f861100/authorisations/3d%a81b3-
a47d-4130-9999-a9c0£f£861100

Accept: application/Jjson

X-Request-1ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£f7721
Date: Sun, 06 Aug 2017 15:04:07 GMT
Response

HTTP/1.x 200 Ok

X-Request-1ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
Date: Sun, 06 Aug 2017 15:04:08 GMT
Content-Type: application/json
{

"scaStatus": "finalised"

9.8 Confirmation Request Procedure

The Confirmation Request Procedure is technically an optional extension of the authorisation
process in case of the Redirect or OAuth SCA Approach. Its purpose is to prevent Cross-Site-
Request-Forgery attacks (XSRF attacks) following the approach presented in [XS2A-SecB],
chapter 3. Further details motivating the extension are also presented there.

The Confirmation Request is used, when in the preceding response the hyperlink of type
"confirmation" was contained. This may (only) happen, if a redirection or OAuth SCA approach
has been applied.

The processes connected to the Confirmation Request differ in details depending on whether
the authorization has taken place using a Redirect approach that does not involve the OAuth
protocol (described as "Redirect SCA Approach" in the following) or a Redirect Approach that
makes use of the OAuth protocol ("OAuth SCA Approach"). Before the call can be
submitted by the TPP, an authorization code (in case of the OAuth SCA Approach),
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respectively a confirmation code (in case of the Redirect SCA Approach) needs to be retrieved
by the TPP after the SCA processing in a redirect to the ASPSP authentication server.

o In case of the OAuth SCA Approach, the overall procedure to receive the related
authorization code and the access token succedingly is described in Section

¢ In case of the Redirect SCA Approach, the procedure to retrieve the confirmation code
is described in Section 9.8.2. The actual Confirmation Request Message is described
in Section 9.8.4 for both the OAuth2 SCA Approach and the Redirect SCA Approach
after having defined the pre-conditions in both approaches in Section 9.8.3

Due to the complexity of the process, flows are added below for payment initiation as an
example before specifying the related requests in detail.

9.8.1 Confirmation Request Flow Examples for Payment Initiation

9.8.1.1 Redirect SCA Approach: Explicit Start of the Authorisation Process with
Confirmation

If the ASPSP supports the Redirect SCA Approach, the message flow within the payment
initiation service is simple. The Payment Initiation Request is followed by an explicit request of
the TPP to start the authorisation. This is followed by a redirection to the ASPSP SCA
authorisation site. An authorisation confirmation request is requested by the TPP after the
session is re-redirected to the TPP’s system and after the TPP's control on session fixation. In

Published by the Berlin Group under Creative Commons Attribution-NoDerivatives 4.0 International Public License Page 157

(ref. License Notice for full license conditions)
BY ND



Security Measures supported by XS2A and openFinance API Authorisation Processes used commonly in all Services

the end, a payment status request might be needed by the TPP to control the exact status of
the payment initiation.

PSU PISP ASPSP
l PSU initiates a payment via a TPP > l
1. Payment-Initiation Request o
> validate

o elDAS certificate
* request syntax

e tpprole
.

< —%'Ealm_enﬁlrltla_mf Eeip(ﬂﬂs_e Q‘gK)_ —- semantics
http Codes: 401, 400, 403

2b. Payment-Initiation Response (OK
http Statuscode: 201 (Created)

I I ASPSP-SCA-Approach: REDIRECT

3. Start Authorisation Request =

validate
o elDAS certificate
e request syntax

- 4a. Start-Authorisation Response (NOK) « semantics
http Codes: 401, 400, 403

Feedback to the customer: 4b. Start-Authorisation-Response (OK
Authorise the transaction (redirect) http Statuscode: 201 (Created)
query-parameter state

A

PSU re-directed to an authorigation webpage of the ASPSP
With query parameter state

\/

{} 2 The PSU authorises the payment {}
<
Query parameters state and confirmationCode
Redirect back to TPP trol
Query parameters state and confirmationCode | control
* Session fixation
by state
parameter
M 5. Transaction Authorisation Confirmation Request [~ | validate
confirmationCode i o ©IDAS certificate
e request syntax
. L . . e Semantics
L] < 6. Transaction Authorisation Confirmation Respons{ | Specifically
- http Statuscode: 200 (OK) — scaStatus confirmationCode
7. Payment Status Request N validate
» « elDAS certificate
< 8. Payment-Status Response o [edussteyntax
- http Statuscode: 200 (OK) — 1ISO20022 Status

9.8.1.2 OAuth2 SCA Approach: Implicit Start of the Authorisation Process with
Confirmation

If the ASPSP supports the OAuth2 SCA Approach, the flow is very similar to the Redirect SCA
Approach with implicit start of the Authorisation Process. Instead of redirecting the PSU directly
to an authentication server, the OAuth2 protocol is used for the transaction authorisation
process. An authorisation confirmation request is required for the TPP in this scenario after the
session is re-redirected to the TPP’s system and after the TPP's control on session fixation. In
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the end, a payment status request might be needed by the TPP to control the exact status of
the payment initiation.

Remark: The OAuth2 SCA Approach with explicit start of the Authorisation Process is treated
analogously.

PSU PISP ASPSP

l PSU initiates a payment via a TPP >

1. Payment-Initiation Request

» - validate

¢ elDAS certificate
* request syntax

e tpprole

- 2a. Payment-Initiation Response (NOK) e semantics
http Codes: 401, 400, 403

2b. Payment-Initiation Response (OK
http Statuscode: 201 (Created)
ASPSP-SCA-Approach: REDIRECT

—

> OAuth configuration -
> Feedback to the customer: -
Authorise the transaction (redirect to Authorization Server)
query-parameter state
PSU re-directed to an authorisation webpage of the ASPSP (Authorization Request)
L] Withquery-parameter st=te—ta0) > o
e ClientID
e Redirect URI
1 . e TPPRole
B The PSU authorises the payment
s Query parameters gtate;and code (a.0.)
Redirect back to TPP
Query parameters state and code control
e Session fixation
by state
parameter
Token Request - i
> validate
QU] [FEEMEET cesl «  eIDAS certificate
e semantics
> Token Response
<
4 . R . . - validate
3. Transaction Authorisation Confirmation > «  eIDAS certificate
Access Token « Binding certificate access token
e request syntax
L] < 4. Payment-Confirmation Response |+ tpprole
- http Statuscode: 200 (OK) — 1S020022 Status ¢ semantic
] 5. Payment-Status Request =[]
- 6. Payment-Status Response
- http Statuscode: 200 (OK) — 1ISO20022 Status

T T

It is further recommended for ASPSPs and TPPs in this case to follow the Security Best
Practice definitions as defined in [OA-SecTop]

9.8.2 Retrieving the Confirmation Code in Redirect SCA approach

In the Confirmation Request Flow, the TPP will receive the confirmationCode as a query
parameter in the HTTP request from the PSU agent that redirects the PSU back to the TPP
after successful authorisation.
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9.8.2.1 Preparation of the Confirmation Request Flow

Any authorisation process always involves the PSU directly and therefore requires a session
between the PSU and the TPP. To support the Confirmation Request flow that might occur
during the session between PSU and TPP, the TPP needs to fix the session of the PSU agent
(browser or mobile app) on its server with a nonce, where part of it is a unique state parameter.

Before redirecting the PSU agent to send the authorization request (see section 9.8.2.2) to the
ASPSP authorisation website, the TPP shall

e create a one-time use token to prevent XSRF attacks to be conveyed to the ASPSP in
the query parameter state and,
¢ bind this value to the current session in the user (PSU) agent.

The confirmationCode is then retrieved from the response of the HTTP request of the PSU
agent as described in following sub-section.

9.8.2.2 Redirecting the PSU agent (Authorisation Request)

To prepare the Confirmation Request flow, the TPP shall add the generated token to prevent
XSRF attacks (see section 9.8.2.1) as an additional query parameter to that URI.

Additional Query Parameter in the PSU Authorisation Request (GET command)

Attribute Type Condition Description

state string mandated state parameter as defined by the TPP as a unique
parameter to counter XSRF attacks and bound to
the PSU/TPP session.

As a consequence of this requirement, it follows that ASPSPs shall not include a query
parameter named "state" in their "scaRedirect" links.

Example

If the TPP received "scaRedirect" link containing the URI
"https://authserver.testbank.com" only, the TPP shall forward the PSU agent to send
a request

GET https://authserver.testbank.com?state=1234567er
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If the TPP received "scaRedirect" link containing the URI
"nttps://authserver.testbank.com?bankProvidedQueryParameter=A" the TPP
shall forward the PSU agent to send a request

GET
https://authserver.testbank.com?bankProvidedQueryParameter=A&state=1
234567er

Response from the ASPSP Redirecting the PSU Agent back to the TPP

If the customer authentication via a Redirect SCA Approach ultimately fails, the customer is
redirected to the URI assigned by the TPP in header field "Client-Nok-Redirect-URI". In this
case, the business transaction / cancellation will anyhow not be authorised based in the current
flow. Therefore no additional steps are required from the TPP. The last part of this paragraph
as well as the whole sections 9.8.3 to 9.8.4 only apply, if SCA has been successful.

After the customer authentication via SCA has taken place on the ASPSP server, the ASPSP
responds to the PSU agent redirecting it to the URI provided by the TPP in the header
"Client-Redirect-URI". To support the Confirmation Request flow, the ASPSP shall add
the received query parameter "state" and a unique confirmationCode bound to the
authorisation resource . The confirmationCode will only be contained if SCA has been
successfully performed. Redirection is done by sending an HTTP response code 302 and a
location header containing the URI to which the PSU is redirected. This would result in a
response from the ASPSP to the PSU agent as described in the follows:

Response Code
The HTTP response code equals 302.

Response Header

Attribute Type Condition Description

Location String Mandatory The ASPSP's Authorization server must
create the content of the Location Header
in the following Form:

[Client-Redirect-
URI]?confirmationCode=[confirmation
code]&state=[state]

Where

[Client-Redirect-URI] is the value of the
"Client-Redirect-URI" header of the
underlying request from the TPP
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Attribute Type Condition Description

[confirmationCode] is the ASPSP's
confirmation code as described above

[state] is the value of query parameter
"state” from the PSU authorisation
request

Remark: In case of the OAuth SCA approach, the PSU agent is forwarded similarly to the
redirect_uri as defined in OAuth2 protocol. This redirection will also include a parameter state
and — instead of the "confirmationCode" a parameter "code".

Example in case of Redirect SCA Approach
http 302

Location: www.example-TPP.com/xs2a-
client/v2/ASPSPidentifcation/mytransaction-
id?state=1234567er&confirmationCode=2256ffgh

9.8.3 Confirmation Request Message Pre-Condition

When the PSU is again redirected to the TPP as described above, the TPP will receive the
additional query parameters "state" and "confirmationCode". The TPP must check
whether the state parameter is linked to the current session as described in Section 9.8.2. If
the check is positive then the TPP further processes

o within context of the OAuth SCA Approach with retrieving the access Bearer token as
described in Section 8.8.3 of this document and then proceed as described in
Section 9.8.4.

o within context of the Redirect SCA Approach directly as described in Section 9.8.4.

If the check fails, the transaction must be stopped by the TPP and the above defined request
messages shall not be used.

9.8.4 Authorisation Confirmation Request Message

Call

PUT /v2/{resource-path}/{resourceId}/{authorisation-
category}/{auhtorisationId}
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In case of the Redirect SCA approach, this call updates the addressed authorisation or
cancellation authorisation data on the ASPSP server by a confirmation code.

In case of the OAuth2 SCA approach, this call updates the addressed authorisation or
cancellation authorisation data on the ASPSP server with the OAuth2 access token, after
having sent the related attribute "code" to the token server, cp. Section 8.8.3.

Both calls shall only be performed if requested by the ASPSP via the related hyperlink
"confirmation" and if the related checks by the TPP as defined in Section 9.8.3 have been

successful.

Path Parameters

Attribute Type Description
resource-path String This resource path can be a one-level parameter {service} or a
two-level parameter {service}/product-type}, where

o {service} stands for the service type of the related
business transaction, e.g. /payments or /consents

o {product-type} stands for the product-type of the related
business transaction where applicable, e.g. sepa-
credit-transfers in the case of payments or account-
access in case of consents.

resourceld String Resource identification of the related payment initiation, signing
basket, consent, subscription or other related business
transaction resource.

authorisation- String The following two categories are supported:

category

e authorisations: used in case of an authorisation of
the related business transaction.

e cancellation-authorisations: used in case of
the cancellation authorisation of the related business
transaction. Used only if applicable to the addressed
{service}

authorisationld String Resource identification of the related authorisation sub-

resource.
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Query Parameters
No specific query parameters.

Request Header

Attribute Type Condition Description
X-Request-ID uulID Mandatory ID of the request, unique to the call, as determined
by the initiating party.
Authorization String Conditional | Authorization Bearer Token as retrieved by the TPP
in case the OAuth SCA Approach as described in
Section 8.8.4
Request Body
Attribute Type Condition Description
confirmationCode | String Conditional | Confirmation code as retrieved by the TPP within
the Redirect SCA Approach as described in
Section 9.8.2
Response Code
HTTP response code is 200.
Response Header
Attribute Type Condition Description
X-Request-ID uulIbD Mandatory ID of the request, unique to the call, as

determined by the initiating party.
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Response Body

Attribute Type Condition Description

scaStatus SCA Status Mandatory | Value “finalised" if the transaction
authorisation/cancellation authorisation and
confirmation was successful.

Value "failed" if the transaction
authorisation/cancellation authorisation or
confirmation was not successful.

_links Links Mandatory | A list of hyperlinks to be recognised by the
TPP. The actual hyperlinks used in the
response depend on the dynamical
decisions of the ASPSP when processing
the request.

Remark: All links can be relative or full links,
to be decided by the ASPSP.

Type of links admitted in this response,
(further links might be added for ASPSP
defined extensions):

"status": The link to retrieve the status of the
corresponding transaction resource.

psuMessage Max512Text Optional

Example for OAuth SCA solution
Request

PUT https://api.testbank.com/psd2/v2/payments/sepa-credit-
transfers/3d9%9a81b3-a47d-4130-8765-a9c0ff861100/authorisations/3d9%a81b3-
a47d-4130-9999-a9c0f£861100

X-Request-1ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£f7721
Authorization: Bearer 1234567
Response

HTTP/1.x 200 OK

X-Request-1ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£f7721

Date: Sun, 06 Aug 2017 15:05:47 GMT

Content-Type: application/Jjson
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{

"scaStatus": "finalised",
" links": {
"status": {"href": "/psd2/v2/payments/sepa-credit-transfers/3d9%a81b3-

a47d-4130-8765-a9c0£f£861100/status"}
}

Example for redirect solution
Request

PUT https://api.testbank.com/psd2/v2/payments/sepa-credit-
transfers/3d%9a81b3-a47d-4130-8765-a9c0ff861100/authorisations/3d9%a81b3-
ad7d-4130-9999-a9c0f£861100

X-Request-1ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1£7721
{"confirmationCode": "2256ffgh"}
Response

HTTP/1.x 200 OK

X-Request-1ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/Jjson
{
"scaStatus": "finalised",
" links": {
"status": {"href": "/psd2/v2/payments/sepa-credit-transfers/3d9%a81b3-

ad47d-4130-8765-a9c0f£861100/status"}
}

9.9 Update Resource with Debtor Account

The following method is used to update a payment related resource by an account which is
associated to a PSU, and which needs to be received from the ASPSP first in the response of
the "Update PSU Data with Authentication Request", cp. Section 9.4.3.

Remark: This procedure might be offered by the ASPSP in decoupled or embedded SCA
channels to support "noManuallbanEntry" requirements from regulators for payment initiation.

Call

PUT /v2/{resource-path}/{resourcelId}

Updates the addressed resource by an account related to the PSU.
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Path Parameters

Attribute

Type

Description

resource-path

String

This resource path can be a one-level parameter {service} or a
two-level parameter {service}/{product-type}, where

e {service} stands for the service type of the related
business transaction, e.g. /payments or /mandates

e {product-type} stands for the product-type of the related
business transaction where applicable, e.g. sepa-
credit-transfers in the case of payments

resourceld

String

Resource identification of the related payment initiation or
mandate submission.

Query Parameters

No specific query parameters.

Request Header

Attribute Type Condition | Description
X-Request-ID uuibD Mandatory | ID of the request, unique to the call, as
determined by the initiating party.
Request Body

Attribute Type Condition | Description

debtorAccount Account Mandatory | The resourceld of the account as provided in
Resource the response defined in Section 9.4.3 shall be
Reference used as the technical account reference.

NOTE: The support of this feature mandates the ASPSP to support UUIDs in the attributes
resourceld of the data type "account details".

Response Code

HTTP response code equals 200.
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Response Header

Attribute Type Condition | Description
X-Request-ID uulID Mandatory | ID of the request, unique to the call, as
determined by the initiating party.
ASPSP-SCA- String Optional Possible values are:
Approach
¢ EMBEDDED
e DECOUPLED
e REDIRECT
e ASPSP-CHANNEL
¢ SIGNATURE
OAuth will be subsumed by the constant
REDIRECT
Body-Sig-Profile- String Conditional | Confirms the signature profile to be used by a
Accepted PSU for signing the body.
Shall only be used for a response message for
signed transaction requests.
Response Body
Attribute Type Condition | Description
chosenSca Authentication | Conditional | A definition of the provided SCA method is
Method Object contained, if only one authentication method is
available, and if the Embedded SCA approach
is chosen by the ASPSP.
challengeData Challenge Conditional | Challenge data might be contained, if only one
authentication method is available, and if the
Embedded SCA approach is chosen by the
ASPSP.
scaMethods Array of | Conditional | Might be contained, if several authentication
Authentication methods are available. (name, type)
Objects
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Attribute Type Condition | Description

_links Links Conditional | A list of hyperlinks to be recognised by the TPP.
The actual hyperlinks used in the response
depend on the dynamical decisions of the
ASPSP when processing the request.

Remark: All links can be relative or full links, to
be decided by the ASPSP.

Remark: This method can be applied before or
after PSU identification. This leads to many
possible hyperlink responses.

Type of links admitted in this response, (further
links might be added for ASPSP defined
extensions):

"selectAuthenticationMethod": This is a link to
a resource, where the TPP can select the
applicable second factor authentication
methods for the PSU, if there were several
available authentication methods. This link is
only contained, if the PSU is already identified
or authenticated with the first relevant factor or
alternatively an access token, if SCA is
required and if the PSU has a choice between
different authentication methods. If this link is
contained, then there is also the data element
"scaMethods" contained in the response body

"authoriseTransaction":

The link to the authorisation or cancellation
authorisation  sub-resource, where the
authorisation data has to be uploaded, e.g. the
TOP received by SMS.

"scaStatus": The link to retrieve the scaStatus
of the corresponding authorisation sub-
resource.

"transactionFees": The link is to the status
resource. This link is only added in case fee
information is available via the status resource.
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Attribute Type Condition | Description

psuMessage Max500Text Optional

9.10 Cancel an Authorisation Sub-resource Request

With this call the API Client can cancel an explicitly or implicitly generated authorisation or
cancellation authorisation sub-resource. This underlying transaction resource for which the
authorisation is provided may not be fully authorised, yet. Else this call must be rejected.

Remark: This APl Call shall be used only when the ASPSP allows a limited amount of
authorisation resource, e.g. in a multilevel SCA approach, and some SCA is still missing but
the creation of a new authorisation sub-resource, see Section 9.4, is rejected by the ASPSP
due to reaching the maximum number of authorisation resources for this authorisation process.
Then the API Client may use this Call to delete an authorisation resource for which SCA was
not completed.

Remark: It is recommended for the ASPSP to allow the creation of as many authorisation
resources as requested by the API Client as long as the resource is not fully authorised yet.

Cali

DELETE /v2/{resource-path}/{resourceId}/{authorisation-
category}/{authorisationId}

Path Parameters

Attribute Type Description

resource-path String This resource path can be a one-level parameter {service} or a
two-level parameter {service}/product-type}, where

o {service} stands for the service type of the related
business transaction, e.g. /payments or /consents

o {product-type} stands for the product-type of the related
business transaction where applicable, e.g. sepa-
credit-transfers in the case of payments or account-
access in case of consents.
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Attribute Type Description

resourceld String Resource identification of the related payment initiation, signing
basket, consent, subscription or other related business
transaction resource.

authorisation- String The following two categories are supported:

category

e authorisations:used in case of an authorisation of
the related business transaction.

e cancellation-authorisations: used in case of
the cancellation authorisation of the related business
transaction. Used only if applicable to the addressed
{service}

authorisationld String Resource identification of the related authorisation sub-
resource.

Query Paramete

rs

No specific query parameters defined.

Request Header

Attribute Type Condition Description
X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined
by the initiating party.
Authorization String Conditional | Is contained only, if an Oauth2 based authentication
was performed in a pre-step or an Oauth2 based
SCA was performed in the current business
transaction or in a preceding AlS service in the same
session, if no such Oauth2 SCA approach was
chosen in the current PIS transaction.
Request Body
No request body.
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Response Code
The HTTP response code equals 204.

Response Header

Attribute Type Condition Description

X-Request-ID uuiD Mandatory ID of the request, unique to the call, as
determined by the initiating party.

Response Body

No response body.

Example

Request

Delete https://api.testbank.com/psd2/v2/payments/sepa-credit-

transfers/3d%9a81b3-a47d-4130-8765-a9c0£f£f861100/authorisations/3d%a81b3-
ad47d-4130-9999-a9c0£f£f861100

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcb1£7723
Date: Sun, 06 Aug 2017 15:04:07 GMT
Response

HTTP/1.x 204 no content

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcb1£7723
Date: Sun, 06 Aug 2017 15:04:08 GMT
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10 Payment Formats

For core payment products in the European market, this document is defining JSON structures,
which will be supported by all ASPSPs

o offering the corresponding payment products to their customers in Version 2.x of the
openFinance API Framework and

e providing JSON based payment endpoints.

At the same time, the ASPSP may offer in addition more extensive JSON structures for the
same payment products since they might offer these extensions also in their online banking
system.

» Use of central Berlin Group defined JSON

schemes for initiation of standard payments Generic
e.g. in the context of e-commerce. .
| Berlin Group | supports
: Payment :
| Scheme |
: Payment Initiation :
PISP ASPSP
i i
! Specific !
| ASPSP/ |
i community i
__________________________ > Payment [T
* Use of specific ASPSP defined JSON Scheme for supports
scheme for initiating specific payment same product
transactions or for specific local
markets.

In addition, the specifications for Extended Payment Initiation Services as well as for Request-
to-Pay Services given in the respective Implementation Guidelines will mandate the support of
more data elements within the openFinance API context, which is already reflected in the
subsequent chapters.

For domestic AIS/PIS definitions concerning (payment) formats for domestic elements, please
refer to [oFA-DomDef].
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10.1 Single Credit Transfers for Core PIS, RTP and Extended PIS

The following describes the data model to be used under /v2/payments/{credit-transfer-product}, /v2/requests-for-payments/{credit-
transfer-product} and /v2/{extended-payment-services}/{credit-transfer-product} for certain standard products.

e The "Data Element" column in the table below contains the name of the data element defined in the respective row.

o The "Type" column defines the data type of the respective data element. The document [oFA-DaD] contains all data types
together with their definitions used in this framework.

o The other columns are defined for specific services by the following:

o The columns "SCT Core", "SCT inst Core", "Target2 Core" and "Cross-border CT Core" yield the standard products
used for the core compliance services, i.e. the PSD2 complaint services integrated into the new architecture and/or
data modelling of the openFinance APl Framework. The services are detailed in [oFA-IG-Com].

o The column "RTP all products" determines the related request-to-pay data model for all payment products. The
respective services are described in [oFA-IG-RTP].

o The column "Extended PIS all products" describes the data model for the extended payment initiation services for all
payment products. The respective services are described in [oFA-IG-XPIS].

If the respective implementation guidelines of a service describe a derivation from the generalized specification of the data
model given here, then one has to follow the specification given in the service-specific implementation guidelines.

o The general data type of attributes need sometimes to be restricted further, since the related product is not supporting the full
data structure. This leads to an [n] in the Type definition requires a further instantiation of the data type by the payment product,
which is then indicated in the related column, e.g. by using "Optional[1]" for stating: Optional Usage of this attribute of Type
Payment Identification1, where Payment Identification is the full data structure. If there is no instantiation number provided in
the product column, then the full data structure applies.
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The notation [a..b] in an entry only applies to arrays and says how many array entries are supported (minimum and maximum).
The notation "Optional [1..1]" is following OpenAPI definition for JSON formats and translates into [0..1] for XML format
definitions.

The notation "n.a." ("not applicable") allows ASPSPs or communities of ASPSPs to make this data element optional in their
implementations of the related product in further refinements.

The notation, e.g. "Optional[1]" for an data element with type definition "Type[1]" allows ASPSP or communities of ASPSPs to
extend the data model by using all related data type definitions type[n] with a broader scope, e.g. change the entry to
"Optional[2]" for the paymentidentification.

On all levels, where an element xxxCode and xxxProprietary is offered, only one of the attribute is usable. This will be reflected
in OpenAPI files by using the "{Or" and "Or}" in cases where exactly one of the Elements is to be included in the message and
"{Or — Optional" and "Or — Optional}" in case where at most one of the elements is to be included in the message.

For all SEPA payment schemes, it is noted that party name fields have a maximum length of 70 characters, even if the below
data dictionary allows 140 characters technically, due to 1ISO20022 definitions, which might be used for non-SEPA payment
schemes. Due to this inconsistence, ASPSP might either reject messages, where the related party name fields use more than
70 characters, or automatically shorten the related party name fields to 70 characters respectively.

NOTE: Please note, that this specification might provide an overview on payment functions and might offer some guidance to which
functions are definitely premium payment services. Nevertheless, the openFinance API Framework cannot define the exact scope of
what is mandated by the legislation. It is up to the ASPSP to define the exact scope of a PSD2 compliant API.

Data Element Type SCT Core SCT inst Core | Target2 Core | Cross-border | RTP Extended PIS
CT Core all products all products

paymentldentification Payment Optional[1] Optional[1] Optional[1] n.a. Optional Optional
Identification[n]

instructionPriority Priority Code n.a. n.a. n.a. n.a. n.a. n.a.

serviceLevelCode Service Level Code n.a. n.a. n.a. n.a. n.a. n.a.

locallnstrumentCode External Local n.a. n.a. n.a. n.a. n.a. n.a.
Instrument Code
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Data Element Type SCT Core SCT inst Core | Target2 Core | Cross-border | RTP Extended PIS
CT Core all products all products
locallnstrumentProprietar | Max35Text n.a. n.a. n.a. n.a. n.a. n.a.
y
categoryPurposeCode Category Purpose n.a. n.a. n.a. n.a. Optional Optional
Code
categoryPurposePropriet | Max35Text n.a. n.a. n.a. n.a. n.a. n.a.
ary
chargeBearer Charge Bearer n.a. n.a. Optional Conditional® | n.a. n.a.
debtorAccount Account Mand [1]* Mand[1]* Mand[1]* Mand[1]* Optional® Mand*
Reference[n]
chargesAccount Account n.a. n.a. n.a. Optional[3] n.a. n.a.
Reference[n]
debtor Party Description[n] n.a. n.a. n.a. n.a. Optional Optional
ultimateDebtor Party Description[n] n.a. n.a. n.a. n.a. Optional[1] Optional[1]
instructedAmount Amount Mandatory Mandatory Mandatory Mandatory Mandatory Mandatory
currencyOfTransfer Currency Code n.a. n.a. n.a. n.a. n.a. n.a.
exchangeRatelnformation | Payment Exchange n.a. n.a. n.a. n.a. n.a. n.a.
Rate
intermediaryAgent1 Agent Description[n] | n.a. n.a. n.a. Optional[1] n.a. n.a.
intermediaryAgent2 Agent Description[n] | n.a. n.a. n.a. Conditional[ | n.a. n.a.
1]
creditorAccount Account Mandatory[1 | Mandatory[1 | Mandatory[1 | Mandatory[1 | Mandatory[1 | Mandatory[1
Reference[n] ] ] ] ] ] ]

3 This field might be mandated by ASPSPs generally or depending of default usage definitions of the ASPSP.

4 ASPSPs might change the condition on the debtor account for SEPA payments to optional as one way to fulfil the requirement according to item
36 of the EBA Opinion of June 2020

5 Either debtor account or debtor entry shall be provided.

Published by the Berlin Group under Creative Commons Attribution-NoDerivatives 4.0 International Public License

(ref. License Notice for full license conditions)
BY ND

Page 176




Security Measures supported by XS2A and openFinance API

Payment Formats

Data Element Type SCT Core SCT inst Core | Target2 Core | Cross-border | RTP Extended PIS
CT Core all products all products

creditorAgent Agent Description[n] | Optional[1] Optional[1] Optional[1] Conditional[ | Optional[1] Optional[1]
116

creditor Party Description[n] Mandatory[1 | Mandatory[1 | Mandatory[1 | Mandatory[1 | Mandatory Mandatory

] ] ] ]

ultimateCreditor Party Description[n] Optional[1] Optional[3] Optional[1] Optional[2] Optional Optional

purposeCode Purpose Code n.a. n.a. n.a. n.a. Optional Optional

purposeProprietary Max35 Text n.a. n.a. n.a. n.a. n.a. n.a.

remittancelnformation Array of Max140Text | Optional Optional Optional Optional Optional Optional

Unstructured [1..1] [1..1] [1..1] [1..1] [1..1] [1..1]

remittancelnformation Array of Remittance n.a. n.a. n.a. n.a. Optional Optional

Structured [1..1] [1..1]

enclosedFile Array of Enclosed n.a. n.a. n.a. n.a. Optional n.a.

File [1..1]

requestedExecution ISODate n.a. n.a. n.a. n.a. Optional Optional

Date

requestedExecution ISODateTime n.a. n.a. n.a. n.a. (only if SCT | (only if SCT

DateTime INST) inst)

regulatory Array of Regulatory n.a. n.a. n.a. n.a. n.a. n.a.

Reporting Reporting

additionalRequestinforma | Additional Request n.a. n.a. n.a. n.a. Optional Conditional®

tion’” Information

6 This field might be mandated by ASPSPs generally or depending of the creditor's address' country.

7 Only applicable for request to pay services and extended payment services.

8 Must be used for all kinds of deferred payments and single and multiple pre-authorised payment. It is not supported for other Extended Payment

Initiation Services.
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10.2 Repository for Single Credit Transfer and RTP

The following table describes the full payment data model as a repository for product

definitions.
Data Element Type Condition Description
paymentldentificatio | Payment Optional Set of elements used to reference a
n Identification payment instruction.
paymentMethod Credit Transfer | Optional Specifies the means of payment that will be
Payment used to move the amount of money.
Method Code
Usage: Only used for cross-border
transactions.
If no paymentMethod is explicitly stated,
paymentMethod will be interpreted as
"TRF" (Credit Transfer).
instructionPriority Priority Code Optional Indicator of the urgency or order of
importance that the instructing party would
like the instructed party to
apply to the processing of the instruction.
serviceLevelCode Service  Level | Optional Agreement under which or rules under
Code which  the transaction should be
processed, provided as a code.
localinstrumentCode | External Local | {Or - Optional | Agreement under which or rules under
Instrument Code which  the transaction should be
processed, provided in proprietary
encoding.
locallnstrumentPropr | Max35Text Or — Optional} | User community specific instrument,
ietary provided in proprietary encoding.
categoryPurposeCod | Category {Or — Optional | Specifies the high level purpose of the
e Purpose Code instruction based on a set of pre-defined
categories; provided as code.
categoryPurpose Max35Text Or — Optional} | Specifies the high level purpose of the
Proprietary instruction based on a set of pre-defined
categories; provided in  proprietary
encoding.
chargeBearer Charge Bearer Optional Specifies which party/parties will bear the

charges associated with the processing of
the payment transaction.
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Data Element Type Condition Description
debtorAccount Account Optional Unambiguous identification of the account
Reference of the debtor to which a debit entry will be
made as a result of the transaction.
chargesAccount Account Optional Account used to process charges
Reference3 associated with a transaction.
debtor Party Optional Party that owes an amount of money to the
Description (ultimate) creditor.
ultimateDebtor Party Optional Ultimate party that owes an amount of
Description money to the (ultimate) creditor.
Restriction to the schema are applied
depending on the product, see 10.1.
instructedAmount Amount Mandatory Amount of money to be moved between
the debtor and creditor, before deduction of
charges, expressed in the currency as
ordered by the initiating party.
currencyOfTransfer® | Currency Code Optional Specifies the currency of the to be
transferred amount, which is different from
the currency of the debtor's account.
exchangeRatelnform | Payment Optional Set of elements used to provide details on
ation Exchange Rate the currency exchange rate and contract.
creditorAccount Account Optional Unambiguous identification of the account
Reference1 of the creditor to which a credit entry will be
posted as a result of the payment
transaction.
creditorAgent Agent Optional Financial institution servicing an account
Description for the creditor.
creditor Party Optional Party to which an amount of money is due.
Description
ultimateCreditor Party Optional Ultimate party to which an amount of
Description money is due.
purposeCode Purpose Code Optional Underlying reason for the payment

transaction, provided as a code.

9 This is a data element to indicate a diverging interbank transaction currency.
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Data Element Type Condition Description
purposeProprietary Max35Text Optional Underlying reason for the payment
transaction, provided as proprietary
encoding.
remittancelnformatio | Array of | {Or -Optional Information supplied to enable the
n Max140Text matching/reconciliation of an entry with the
Unstructured items that the payment is intended to
settle, such as commercial invoices in an
accounts' receivable system, in an
unstructured form.
remittancelnformatio | Array of | Or — Optional} | Information supplied to enable the
n Remittance matching/reconciliation of an entry with the
Structured items that the payment is intended to
settle, such as commercial invoices in an
accounts' receivable system, in a
structured form.
enclosedFile Array of | Optional If the RTP includes a document, then this
Enclosed File parameter contains the information about
the attached document.
requestedExecution ISODate {Or -Optional Date at which the initiating party requests
Date the clearing agent to process the payment.
requestedExecution ISODateTime Or — Optional} | Date and time at which the initiating party
Date requests the clearing agent to process the
Time payment.
regulatoryReporting | Array of | Optional Information needed due to regulatory and
Regulatory statutory requirements.
Reporting
additionalRequest Additional Optional Request related information which is not
Information™® Request directly linked to the payment transaction.
Information

0 Only applicable for request to pay services and extended payment services.
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10.3 Bulk Credit Transfers

The following table displays the data model to be used under /v2/bulk-payments/{credit-
transfer-product}. Further restrictions on data attribute types, inherited from Section 10.1 might

apply.

Data Element Type Condition Description
paymentinformationld Max35Text | mandatory | Unique identification as assigned by
the sending party to unambiguously
identify this bulk payment.
This attribute may be used by
ASPSPs or communities as an
optional field.
paymentMethod Credit Optional Specifies the means of payment that
Transfer will be used to move the amount of
Payment money.
Method Usage: Only used for cross-border
Code transactions.
If no paymentMethod is explicitly
indicated, paymentMethod will be
interpreted as "TRF" (Credit Transfer).
batchBooking Boolean optional If this element equals true, the PSU
prefers only one booking entry. If this
element equals false, the PSU prefers
individual booking of all contained
individual transactions. The ASPSP
will follow this preference according to
contracts agreed on with the PSU.
numberOfTransactions Integer Mandatory | Number of individual transactions
contained in the related bulk.
controlSum Max35Text | Mandatory | Total of all individual amounts
included in the group, irrespective of
currencies.
servicelLevelCode Service Optional
Level Code
chargeBearer Charge Optional
Bearer
categoryPurposeCode Category {Or -
Purpose Optional
Code
categoryPurposeProprietar | Max35Text | Or —
y Optional}
locallnstrumentCode Local {Or -
Instrument | Optional
Code
locallnstrumentProprietary | Max35Text | Or —
Optional}
debtor Party Optional
Description
ultimateDebtor Party Optional
Description
debtorAccount Account mandatory
Reference
debtorAgent Agent n.a.
Description
2
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Data Element Type Condition Description
chargesAccount Account Optional Account used to process charges
Reference associated with a transaction.
3
requestedExecutionDate ISODate {Or - If contained, the payments contained
optional in this bulk will be executed at the
addressed date. This field may not be
used together with the field
requestedExecutionTime.
requestedExecution ISODateTi | Or— If contained, the payments contained
DateTime me optional} in this bulk will be executed at the
addressed Date/Time. This field may
not be used together with the field
requestedExecutionDate.
creditTransfers Array of mandatory | The Credit Transfer Bulk Entry is a
Credit type which follows the JSON formats
Transfer for the supported products for single
Bulk Entry payments, see Section 10.1,

excluding the data elements

e debtorAccount,

e debtor
debtorAgent

e requestedExecutionDate,

e requestedExecutionDateTime.
These data elements may not be
contained in any bulk entry.

In addition, the following entries will be
allowed for every single entry, if not
used already on bulk level:
chargeBearer

chargesAccount
categoryPurposeCode
categoryPurposeProprietary
serviceLevelCode
localnstrumentCode
locallnstrumentProprietary
ultimateDebtor

In addition, the attributes
purposeCode
remittancelnformationStructured

are always available on entry level if
supported by the related payment
product.

Example

{"paymentInformationId":
"batchBooking":
"numberOfTransactions": 2,

"12345.01",

{"iban":

"requestedExecutionDate":

true,

"controlSum":
"debtorAccount":
"2018-08-01",
"creditTransfers":

initiation 21}]}

"bulk-payment 123",

[{JSON based payment initiation 1},

"DE40100100103307118608"},

{JSON based payment

Published by the Berlin Group under Creative Commons Attribution-NoDerivatives 4.0 International Public License

(ref. License Notice for full license conditions)
BY ND

Page 182



Security Measures supported by XS2A and openFinance API

Payment Formats

10.4 Multi Bulk Credit Transfers

Data model to be used under /v2/multi-bulk-payments/{credit-transfer-product}.

Data Element Type Condition Description
messageld Max35Text mandatory | Unique identification as assigned by the
sending party to unambiguously identify
this bulk payment.
This attribute may be used by ASPSPs
or communities as an optional field.
creationDateTime ISODateTime | Mandatory
numberOfTransactions Integer Mandatory | Number of individual transactions
contained in the related bulk.
controlSum Max35Text Mandatory | Total of all individual amounts included
in the group, irrespective of currencies.
initiatingParty Party Mandatory | Party that initiates the payment.
Description1
payments Array of Mandatory | This is an array of credit transfer bulks,
Credit as defined in Section 10.3.
Transfer
Bulks
10.5 RTP Bulk

The following table displays the data
payments/{credit-transfer-product}.

model to be used under /v2/bulk-requests-for-

Data Element Type Condition Description
paymentinformationld Max35Text | Mandatory | Unique identification as assigned by
the sending party to unambiguously
identify this bulk.
This attribute may be used by
ASPSPs or communities as an
optional field.
numberOfTransactions Integer Mandatory | Number of individual transactions
contained in the related bulk.
controlSum Max35Text | Mandatory | Total of all individual amounts
included in the group, irrespective of
currencies.
chargeBearer Charge Optional
Bearer
serviceLevelCode Service Optional For SCT not used, only defined to
Level Code support non SEPA RTP schemes
categoryPurposeCode Category {Or -
Purpose Optional
Code
categoryPurposeProprietary | Max35Text | Or — For SCT not used, only defined to
Optional} support non SEPA RTP schemes
locallnstrumentCode Local {Or - For SCT not used, only defined to
Instrument Optional support non SEPA RTP schemes
Code
locallnstrumentProprietary Max35Text | Or— For SCT not used, only defined to
Optional} support non-SEPA RTP schemes
requestedExecutionDate ISODate Optional
creditor Party Mandatory
Description
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Data Element Type Condition Description
creditorAccount Account mandatory
Reference1
creditorAgent Agent optional
Description1
ultimateCreditor Party optional
Description
rtps Array of mandatory | The RTP Bulk Entry is a type which
RTP Bulk follows the JSON formats for the
Entry supported products for single RTP,
see Section 10.1, excluding the data
elements
e creditorAccount,
e creditor

e creditorAgent
These data elements may not be
contained in any bulk entry.
In addition, the following entries will
be forbidden for every single entry, if
they are used already on bulk level:
chargeBearer
requestedExecutionDate
ultimateCreditor
categoryPurposeCode
categoryPurposeProprietary
serviceLevelCode
localnstrumentCode
locallnstrumentProprietary

In addition, the attributes
purposeCode
remittancelnformationStructured

are always available on entry level if
supported by the related payment

product.
Example
{"paymentInformationId": "bulk-request-to-pay 123",
"numberOfTransactions": 2,
"controlSum": "12345.01",
"creditor": {"name": "RTP beneficiary's name"}
"creditorAccount": {"iban": "DE40100100103307118608"},
" rtps " :

[{JSON based RTP 1}, {JSON based RTP 2}]}

10.6 Single SEPA Direct Debits

The following table describes the full direct debit data model as a repository for product
definitions. Currently, the model is intended to be only used for SEPA Direct Debits. However,
some extension of the data model are made to enable adaptions for other schemas in a
structured way.
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Purpose Code

Data Element Type Conditio | Description
n
paymentldentification Payment Optional Set of elements used to reference a
Identification payment instruction.
requestedCollectionDate ISO Date
creditor Party Optional Party that owes an amount of money to the
Description2 (ultimate) creditor.
creditorAccount Account Optional Unambiguous identification of the account
Reference?2 of the debtor to which a debit entry will be
made as a result of the transaction.
creditorAgent AgentDescripti | Optional Only BIC allowed
on2
creditorSchemeld Party Optional Id: Creditor-Identifier (Cl)
Description3
only allowed if not present on transaction
level
"schemeNamePropietary" : "SEPA"
serviceLevelCode Service Level | Optional Agreement under which or rules under
Code which  the transaction should be
processed, provided as a code.
Remark: SEPA Direct Debit (SDD)
scheme requires "SEPA"
locallnstrumentCode Local {Or - | Agreement under which or rules under
Instrument Optional which  the transaction should be
Code processed, provided in proprietary
encoding.
Remark: Within the SDD scheme, only
"CORE" or "B2B" are used
locallnstrumentProprietary | Max35Text Or — | Remark: Within the SDD scheme, usage
Optional} | of this element is not supported.
sequenceType Sequence Optional Remark: For SDD, only "FNAL", "FRST",
Type Code "OOFF" or "RCUR" is used
categoryPurposeCode Category Optional Specifies the high level purpose of the

instruction based on a set of pre-defined
categories; provided as code.
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Data Element Type Conditio | Description
n
instructedAmount Amount Optional Amount of money to be moved between
the debtor and creditor, before deduction of
charges, expressed in the currency as
ordered by the initiating party.
chargeBearer Charge Bearer | Optional Specifies which party/parties will bear the
charges associated with the processing of
the payment transaction.
directDebitTransaction Direct  Debit | Optional Provides information specific to the direct
Transaction debit mandate.
ultimateCreditor Party Optional Ultimate party that owes an amount of
Description1 money to the (ultimate) creditor.
debtorAgent Agent Optional Financial institution servicing an account
Description1 for the debtor.
Remark: Within the SDD scheme only
subelement "bicfi" of "financiallnstitutionld"
is used.
debtor Party Optional Party to which an amount of money is due.
Description
Remark: Within the SDD scheme only
subelements "name" and "postalAddress"
are used. Usage of "postalAddress" is
further restricted to "country" and at most
two entries in "adressLines".
debtorAccount Account Optional Unambiguous identification of the account
Reference?2 of the creditor to which a credit entry will be
posted as a result of the payment
transaction.
ultimateDebtor Party Optional Ultimate party to which an amount of
Description1 money is due.
Remark: Within the SDD scheme only
subelement "name" is restricted to 70
characters.
purposeCode Purpose Code | Optional Underlying reason for the payment
transaction, provided as a code.
remittancelnformation Array of | {Or Remark: Within the SDD scheme not more
Unstructured Max140Text Optional than one item is included in the array.
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Data Element Type Conditio | Description

n
remittancelnformation Array of | Or — | Information supplied to enable the
Structured Remittance Optional} | matching/reconciliation of an entry with the

items that the payment is intended to
settle, such as commercial invoices in an

accounts' receivable system, in
structured form.

a

10.7 SEPA Direct Debit Bulk

The following table displays the data model to be used under /v2/bulk-payments/sepa-direct-

debits.
Data Element Type Condition Description
paymentinformationld Max35Text | mandatory | Unique identification as assigned by
the sending party to unambiguously
identify this bulk payment.
This attribute may be used by ASPSPs
or communities as an optional field.
batchBooking Boolean optional If this element equals true, the PSU
prefers only one booking entry. If this
element equals false, the PSU prefers
individual booking of all contained
individual transactions. The ASPSP
will follow this preference according to
contracts agreed on with the PSU.
numberOfTransactions Integer Mandatory | Number of individual transactions
contained in the related bulk.
controlSum Max35Text | Mandatory | Total of all individual amounts included
in the group, irrespective of currencies.
serviceLevelCode Service Optional Remark: SDD scheme requires
Level Code "SEPA"
locallnstrumentCode Local {Or - Agreement under which or rules under
Instrument Optional which the transaction should be
Code processed, provided in proprietary
encoding.
Remark: Within the SDD scheme, only
"CORE" or "B2B" is used
locallnstrumentProprietary | Max35Text | Or— Remark: Within the SDD scheme,
Optional} usage of this element is not supported.
sequenceType Sequence Optional Remark: For SDD, only "FNAL",
Type Code "FRST", "OOFF" or "RCUR" is used
categoryPurposeCode Category Optional
Purpose
Code
requestedCollectionDate ISODate Mandatory
creditor Party Optional Remark: Within the SDD scheme, only
Description2 subelements "name" and
"postalAddress" are supported.
creditorAccount (incl. Account mandatory | Remark: Within the SDD scheme,
type) Reference?2 subelement "iban" is mandatory and
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Data Element Type Condition Description
apart from "iban" only "currency"
supported.
creditorAgent Agent optional Remark: Within the SDD scheme, only
Description2 subelement "bicfi" is supported.
ultimateCreditor Party optional
Description1
chargeBearer Charge optional Remark: Within the SDD scheme, only
Bearer value "SLEV" is supported.
creditorSchemeld Party Optional Remark: Within the SDD the following
Description3 requirements apply:
PrivatelD Other Id: Creditor-Identifier
(CI)
"schemeNamePropietary" : "SEPA"
directDebits Array of mandatory | Direct Debit Bulk Entry is a type
Direct Debit which follows the JSON formats for the
Bulk Entry supported products for single

payments, see Section 10.1, excluding
the data elements

e creditorAccount,

e creditor

e icreditorAgent

e requestedCollectionDate,
These data elements may not be
contained in any bulk entry.
In addition, the following entries will
only be allowed for every single entry,
if not used already on bulk level:
chargeBearer
categoryPurposeCode
categoryPurposeProprietary
serviceLevelCode
localnstrumentCode
locallnstrumentProprietary
sequenceType
ultimateCreditor

In addition, the attributes
purposeCode
remittancelnformationStructured

are always available on entry level if
supported by the related payment
product.

Example

{"paymentInformationId":
"batchBooking":
"numberOfTransactions": 2,

"12345.01",

{"iban":

"requestedCollectionDate":

"directDebits":

[{JSON based direct debit 1},

true,

"controlSum":
"creditorAccount":
"2018-08-01",

"bulk-direct-debit 123",

"DE40100100103307118608"},

{JSON based direct debit 2}1]1}
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10.8 SEPA Direct Debit Multi Bulk

Data model to be used under /v2/multi-bulk-payments/sepa-direct-debits .

Data Element Type Condition Description
messageld Max35Text mandatory | Unique identification as assigned by the
sending party to unambiguously identify
this bulk payment.
This attribute may be used by ASPSPs
or communities as an optional field.
creationDateTime ISODateTime | mandatory
numberOfTransactions Integer Mandatory | Number of individual transactions
contained in the related bulk.
controlSum Max35Text Mandatory | Total of all individual amounts included
in the group, irrespective of currencies.
initiatingParty Party Mandatory | Party that initiates the payment.
Description1
directDebitBulks Array of Mandatory | This is an array of direct Debit bulks, as
Direct Debit defined in Section 2.6.
Bulks
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11 Signing Baskets

The signing basket is a function of the openFinance APl Framework to bundle several
transactions for authorisation. The SCA is then covering all transactions within the signing
basket simultaneously. The ASPSP offering this service can restrict the bundling of
transactions to certain transaction types, e.g. payments only.

Remark: Resources that are undergoing a change process as described in Section 3.4 for
which authorisation of the changed variant is still needed, may not be bundled in a singing
basket.

11.1 Access Methods for Signing Baskets

Please note that the Establish Signing Basket Request is one instantiation of the Transaction
Initiation Request as introduced in Section 2.2.5, i.e. the notion of authorisation sub resources
and related access methods do also apply here but are specified generically in Section 9.

The following access methods are provided for signing baskets:

Endpoints Method Condition Description

signing-baskets POST Optional Creates a signing basket resource,
where all transactions to be signed
will be addressed within the body.

Section 11.2

signing-baskets/{basketld} GET Mandatory Retrieve the content of a signing
basket resize.

Section 11.3
signing- GET Mandatory Retrieve the singing basket status
baskets/{basketld}/status

Section 11.4
signing-baskets/{basketld} DELETE Optional Remove an existing signing basket.

The transactions contained in the
basket are not impacted by this call.

Section 11.5

11.2 Establish Signing Basket Request

POST /v2/signing-baskets/

Generates a signing basket

NOTE: Please note that the Establish Signing Basket Request is one instantiation of the
Transaction Initiation Request as introduced in Section 2.2.5, i.e. all related header
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parameters regarding PSU context, PSU Identification etc. will apply but will not be described
in detail here. The related Open API files will offer all header parameters in detail.

Path Parameters
None.

Query Parameters
No Query Parameter

Request Header

Attribute Type Condition Description

Content-Type String Mandatory | application/json

X-Request-ID UuID Mandatory ID of the request, unique to the call, as determined
by the initiating party.

Authorization String Conditional | Bearer Token. Is contained only, if an OAuth2
based authentication was performed in a pre-step
or an OAuth2 based SCA was performed in an
preceding AIS service in the same session.

Consent-ID String Optional This data element may be contained, if the signing
basket transaction is part of a session, i.e.
combined AIS/PIS service. This then contains the
"consentld" of the related AIS one off consent,
which was performed prior to this bulk signing.

PSU-IP- String Mandatory The forwarded IP Address header field consists of

Address the corresponding HTTP request IP Address field
between PSU and TPP.

If not available, the TPP shall use the IP Address
used by the TPP when submitting this request.
Request Body
Attribute Type Condition Description
paymentlds Array of | Optional A non-empty array of paymentlds.
Max70Text
consentlds Array of | Optional A non-empty array of consentlds.
Max70Text
subscriptionlds Array of | Optional A non-empty array of subcriptionlds.
Max70Text

Published by the Berlin Group under Creative Commons Attribution-NoDerivatives 4.0 International Public License

(ref. License Notice for full license conditions)
BY ND

Page 191



Security Measures supported by XS2A and openFinance API

Signing Baskets

Attribute Type Condition Description

subscriptionEntrylds | Array of | Optional A non-empty array of subscriptionEntrylds.
Max70Text

mandateResourcelds | Array of | Opitonal A non-empty array of mandateResourcelds
Max70Text

The body shall contain at least one entry.

Response Code

The HTTP response code equals 201.

Response Header

Attribute Type Condition Description
Location String Mandatory Location of the created resource (if created)
X-Request-ID uuibD Mandatory ID of the request, unique to the call, as
determined by the initiating party.
Response Body
Attribute Type Condition | Description
transactionStatus Transaction Mandatory | The non-payment related values might be used
Status like RCVD or ACTC. For a list of all
transactionStatus codes permitted for signing
baskets, cp. Section 11.4.
basketld Max70Text Mandatory | resource identification of the generated signing
basket resource.
scaMethods Array of | Conditional | This data element might be contained, if SCA
Authentication is required and if the PSU has a choice
Objects between different authentication methods.

Depending on the risk management of the
ASPSP this choice might be offered before or
after the PSU has been identified with the first
relevant factor, or if an access token is
transported. If this data element is contained,
then there is also a hyperlink of type
"startAuthorisationWith
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Attribute Type Condition | Description

AuthenticationMethodSelection" contained in
the response body.

These methods shall be presented towards the
PSU for selection by the TPP.

chosenSca Authentication | Conditional | This data element is only contained in the
Method Object response if the ASPSP has chosen the
Embedded SCA Approach or the Signature
SCA Approach, if the PSU is already identified
e.g. with the first relevant factor or alternatively
an access token, if SCA is required and if the
authentication method is implicitly selected.

challengeData Challenge Conditional | It is contained in addition to the data element
"chosenScaMethod" if challenge data is
needed for SCA.

In rare cases this attribute is also used in the
context of the "startAuthorisationWith
PsuAuthentication" link.

_links Links Mandatory | A list of hyperlinks to be recognised by the API
Client. The actual hyperlinks used in the
response depend on the dynamical decisions
of the ASPSP when processing the request.
The potential links for this response message
are generically defined in Section 3.8.1 for all
Transaction Initiation Response messages
which applies also to the Establish Signing
Basket Response. These links will also be
contained in the related Open API files.

Remark: All links can be relative or full links, to
be decided by the ASPSP.

psuMessage Max500Text Optional Text to be displayed to the PSU
apiClientMessages | Array of Client | Optional Messages to the API Client on operational
Message issues.
Information
Example
Request

POST https://api.testbank.com/psd2/v2/signing-baskets
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Content-Type: application/Jjson

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£f7721
PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0)
Gecko/20100101 Firefox/54.0

Date: Sun, 06 Aug 2017 15:02:37 GMT

"paymentIds": ["3d9%a81b3-a47d-4130-8765-a9c0f£f861100", "3d%a8lb3-a47d-
4130-8765-a9c0££861110"]

}
Response (always with explicit authorisation start)

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£7721
ASPSP-SCA-Approach: REDIRECT

Date: Sun, 06 Aug 2017 15:02:42 GMT

Location: https://www.testbank.com/psd2/v2/signing-
baskets/3d9%a81b3-a47d-4130-8766-a9c0f£861100

Content-Type: application/json

"transactionStatus": "RCVD",
"basketId": "3d9%9a81b3-a47d-4130-8766-a9c0f£f861100",
" links": {
"self": {"href": "/psd2/v2/signing-baskets/3d%a81b3-a47d-4130-8766-
a9c0f£f861100"},
"status": {"href": "/psd2/v2/signing-baskets/3d%9a81b3-a47d-4130-
8766-a9c0ff861100/status"},
"startAuthorisation": {"href": "/psd2/v2/signing-baskets/3d%9a81b3-
a47d-4130-8766-a9c0f£f861100/authorisations™}
}

11.3 Get Signing Basket Request
Call

GET /v2/signing-baskets/{basketId}
Returns the content of a signing basket object.

Path Parameters

Attribute Type Description
basketld String ID of the corresponding signing basket object.
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Query Parameters

No specific query parameter.

Request Header

Attribute Type Condition Description

X-Request-ID uuibD Mandatory ID of the request, unique to the call, as determined
by the initiating party.

Authorization String Conditional | Is contained only, if an Oauth2 based authentication

was performed in a pre-step or an Oauth2 based
SCA was performed in the current PIS transaction or
in a preceding AIS service in the same session, if no
such Oauth2 SCA approach was chosen in the
current signing basket transaction.

Request Body
No request body.

Response Code

The HTTP response code equals 200.

Response Header

Attribute Type

Condition

Description

X-Request-ID uuibD

Mandatory

ID of the request, unique to the call, as
determined by the initiating party.

Response Body

Attribute Type Condition | Description

paymentlds Array of | Optional A non-empty array of paymentlds.
Max70Text

consentlds Array of | Optional A non-empty array of consentlds.
Max70Text

subscriptionlds Array of | Optional A non-empty array of subcriptionlds.
Max70Text

subscriptionEntrylds Array of | Optional A non-empty array of
Max70Text subscriptionEntrylds.
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Attribute Type Condition | Description
mandateResourcelds Array of | Optional A non-empty array of
Max70Text mandateResourcelds.
transactionStatus Transaction Mandatory | Only the not explicitly payment related
Status codes like RCVD, PATC, ACTC, RJCT
are used. For a list of all
transactionStatus codes permitted for
signing baskets, cp. Section 11.4.

_links Links Optional The ASPSP might integrate hyperlinks to
indicate next (authorisation) steps to be
taken.

Example
Request

GET https://api.testbank.com/psd2/v2/signing-baskets/3d%a81b3-a47d-4130-

8766-a9c0£f£861100

X-Request-ID:
Date:
Response

99391cT7e-ad88-49ec-a2ad-99ddcbl£7721

Sun,

HTTP/1.x 200 Ok

X-Request-ID:
Date:
Content-Type:

{
"paymentIds":

06 Aug 2017 15:05:46 GMT

99391c7e-ad88-49%ec-a2ad-99ddcbl1£7721

Sun,

application/Jjson

["3d9%9a81b3-a47d-4130-8765-a9c0££861100",

8765-a9c0££861110" 1],

"transactionStatus":

}

"ACTC"

11.4 Get Signing Basket Status Request

Call

GET /v2/signing-baskets/{basketId}/status

Returns the status of a signing basket object.

06 Aug 2017 15:05:47 GMT

"3d9%a81b3-a47d-4130-
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Path Parameters

Attribute

Type

Description

basketld

String

ID of the corresponding signing basket object.

Query Parameters

No specific query parameter.

Request Header

Attribute Type Condition Description

X-Request-ID uuliD Mandatory ID of the request, unique to the call, as determined
by the initiating party.

Authorization String Conditional | Is contained only, if an OAuth2 based authentication

was performed in a pre-step or an OAuth2 based
SCA was performed in the current PIS transaction or
in a preceding AIS service in the same session, if no
such OAuth2 SCA approach was chosen in the
current signing basket transaction.

Request Body
No request body.

Response Code

The HTTP response code equals 200.

Response Header

Attribute Type Condition Description
X-Request-ID uuibD Mandatory ID of the request, unique to the call, as
determined by the initiating party.

Response Body

Attribute Type Condition | Description

transactionStatus Transaction Mandatory | Only the codes RCVD, PATC, ACTC,
Status CANC and RJCT are supported for

signing baskets.
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Example
Request

GET https://api.testbank.com/psd2/v2/signing-baskets/3d%a81b3-a47d-4130-
8766-a9c0ff861100/status

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£f7721
Date: Sun, 06 Aug 2017 15:05:49 GMT
Response

HTTP/1.x 200 Ok

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1£7721
Date: Sun, 06 Aug 2017 15:05:51 GMT
Content-Type: application/json

{

"transactionStatus": "ACTC"

}

11.5 Cancellation of Signing Baskets

A cancellation of a Signing Basket is only permitted where no (partial) authorisation has been
applied for the Signing Basket.

Call
DELETE /v2/signing-baskets/{basketId}
Deletes a created signing basket if it is not yet (partially) authorised.

Path Parameters

Attribute Type Description

basketld String Contains the resource-ID of the signing basket to be deleted.

Query Parameters
No specific query parameters.

Request Header

Attribute Type Condition Description

X-Request-ID UulD Mandatory ID of the request, unique to the call, as determined
by the initiating party.

Authorization String Conditional | Is contained only, if an OAuth2 based SCA has
been used in a pre-step.
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Request Body

No Request Body.

Response Code

The HTTP response code is 204 in case of successful deletion.

Response Header

Attribute Type Condition Description

X-Request-ID uuibD Mandatory ID of the request, unique to the call, as
determined by the initiating party.

Response Body
No Response Body
Example

Request

DELETE https://api.testbank.com/psd2/v2/signing-baskets/3d%a81b3-a47d-4130-
8766-a9c0f£861100

X-Request-1ID 99391c7e-ad88-49%ec-a2ad-99ddcbl£7757
Date Sun, 13 Aug 2017 17:05:37 GMT
Response

HTTP/1.x 204 No Content

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£7757
Date: Sun, 13 Aug 2017 17:05:38 GMT
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12 Resource Status Notification

The openFinance API Framework is supporting a resource status notification function, formally
specified in an alone standing document as Resource Status Notification Service before. This
is now covered within this section as a basic building block for the openFinance API
Framework V2.

This resource status notification function allows ASPSP to push status changes of a resource
created by the API Client within the openFinance API Framework. The API Client needs to
register for receiving such notification messages for every resource where such a function is
envisaged. This registration is steered by the API Client by adding certain headers within the
related Transaction Initiation Request message, which creates the addressed resource.

The related header parameters as defined in Section 12.4 will not be repeated on service
implementation guideline level, but will still be contained in OpenAPI files as an instantiation
to service specifications.

The resource status notification function is an optional feature within the openFinance API
Framework, i.e. a related registration by the API Client might be ignored by the ASPSP.
Requirements on TLS support for the actual push function (turning the ASPSP into a technical
http client towards the API Client) are defined in Section 5.2.

12.1 API Access Methods

The following table gives an overview on the HTTP access methods supported by the
notification APl endpoints of the API Client for receiving notification messages on resource
status changes by the ASPSP.

Endpoint Method Condition Description

<Client-Notification-URI> POST Conditional Notification initiated by ASPSP,
endpoint provided by the API Client.
This command posts notification
content to the provided endpoint.

This access method shall be
supported by the API Client if a
Client-Notification-URI is provided by
the API Client in a previous call to the
XS2A Interface or openFinance API
of the ASPSP.
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12.2 HTTP Response Codes for Notifications

The HTTP response code is communicating the success or failure of an API Client request
message. The 4XX HTTP response codes should only be given if the current request cannot
be fulfilled, e.g. the syntax of the body content is not correct.

This specification supports the following HTTP response codes for the Client Notification API:

Status Code

Description

200 OK

POST for a naotification

400 Bad Request

Validation error occurred. This code will cover malformed syntax in
request or incorrect data in payload.

401 Unauthorized

The API Client or the PSU is not correctly authorized to perform the
request. Retry the request with correct authentication information.

403 Forbidden

Returned if the resource that was referenced in the path exists but
cannot be accessed by the ASPSP. This code should only be used for
non-sensitive id references as it will reveal that the resource exists even
though it cannot be accessed.

404 Not found

Returned if the endpoint that was referenced in the path does not exist
or cannot be referenced by the ASPSP.

When in doubt if a specific id in the path is sensitive or not, use the HTTP
response code 404 instead of the HTTP response code 403.

405 Method Not Allowed

This code is only sent when the HTTP method (PUT, POST, DELETE,
GET etc.) is not supported on a specific endpoint.

408 Request Timeout

The server is still working correctly, but an individual request has timed
out.

415 Unsupported Media
Type

The ASPSP has supplied a media type which the API Client does not
support.

500 Internal Server Error

Internal server error occurred.

503 Service Unavailable

The API Client server is currently unavailable. Generally, this is a
temporary state.

12.3 Implicit Subscription for Resource Status Notification

This section describes how an API Client is registering for the resource status notification
function within the Transaction Initiation Request message, e.g. a Payment Initiation Message
or an Establish Consent Request message.
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NOTE: The notification services will also be available for cancellation processes which require
SCA based authentication of PSUs. These services will then be supported by the ASPSP if
requested before by the API Client for the related resource initiation process. So, the
"notification service" support function is stored within the created resource.

12.4 Communicate Notification URI of API Clients to the ASPSP

Call

Any POST command
e creating a resource (potentially to be authorised) within the
openFinance API Framework.
Creates a corresponding resource in the ASPSP server.

Path Parameters

No specific requirements for the subscription of the resource status notification function.
Query Parameters

No specific requirements for the subscription of the resource status notification function.
Request Header

The following table contains only the request headers which have to be supported by the TPP
or the API Client more generally in addition to headers defined API request.

Attribute Type Condition Description

Client- String Optional URI for the Endpoint of the Client API to which the
Notification- status of the resource should be sent.

URI

This header field may by ignored by the ASPSP if
the resource status push function is not supported
for the related API client.

Client- String Optional The string has the form
Notification-

Content- status=X1, ..., Xn
Preferred

where Xi is one of the constants SCA, PROCESS,
LAST, MAJOR and where constants are not
repeated.

The usage of the constants supports the following
semantics:

SCA: A notification on every change of the
scaStatus attribute for all related authorisation
processes is preferred by the API Client.
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Attribute

Type

Condition

Description

PROCESS: A notification on all changes of
resource status attributes is preferred by the API
Client.

LAST: Only a natification on the last resource
status after its full authorisation is preferred by the
API Client.

MAJOR: A notification on the resource status after
partial and full authorisation and in addition every
resource status change after the authorisation.

This header field may be ignored, if the ASPSP
does not support the resource notification push
function for the related API Client. Service
implementation guidelines will provide more
information.

NOTE: If only one of the two notification headers is presented, the ASPSP will ignore the
related header, since no clear preference is provided by the API Client or no notification URI

is provided.

Request Body
No specific requirements.

Response Code

No specific requirements

Response Header

The following table contains only the response headers which have to be supported by the
ASPSP in addition to headers defined for the corresponding response of the related API
service if the resource status push function is supported.

Attribute Type Condition Description

ASPSP- Boolean Conditional | true if the ASPSP supports the resource status

Notification- push function for the created resource.

Support
false if the ASPSP supports resource status push
function in general, but not for the current request.
One of the reasons of no support is that the API
Client had not explicitly asked for the function in
the request.
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Attribute Type Condition Description
Not used, if the resource status notification
function is generally not supported by the ASPSP.
Shall be supported if the ASPSP generally
supports the resource status notification function.

ASPSP- String Conditional | The string has the form

Notification-

Content status=X1, ..., Xn

where Xi is one of the constants SCA, PROCESS,
LAST, MAJOR and where constants are not
repeated.

The usage of the constants supports the following
semantics:

SCA: Notification on every change of the
scaStatus attribute for all related authorisation
processes is provided by the ASPSP for the
related resource.

PROCESS: Notification on all changes of the
resource status attributes is provided by the
ASPSP for the related resource.

LAST: Only a notification on the last resource
status after its full authorisation is provided by the
ASPSP for the related resource.

MAJOR: A notification on the last resource status
after its partial and full authorisation and in
addition every resource status change after the
authorisation provided by the ASPSP for the
related resource.

This field shall be provided if the ASPSP-
Notification-Support =true. The ASPSP might
consider the notification content as preferred by
the TPP, but can also respond independently of
the preferred request.

Response Body

No specific requirements.

Published by the Berlin Group under Creative Commons Attribution-NoDerivatives 4.0 International Public License

(ref. License Notice for full license conditions)
BY ND

Page 204



Security Measures supported by XS2A and openFinance API Resource Status Notification

12.5 Resource Status Notification Message Flow

The following flow shows the simple request and response flow for a resource status
notification function:

PSU API Client ASPSP

Resource
Status Change

1. POST Resource Status
Notification Request

2. Resource Status
Information of PSU Notification Response
e.g. in case of final
status

Remark: In case, where the ASPSP is only pushing a status hyperlink to the API Client, the
API Client needs to check the resource status after step 2.) before informing e.g. the PSU.

12.6 Push Resource Status with JSON encoding

Call

POST <Client-Notification-URL>

Creates a Resource Notification on the API Client server.
Path Parameters

No Path Parameter

Query Parameters

No Query Parameter

Request Header

Attribute Type Condition Description
X-Request-ID uuiD Mandatory ID of the request, unique to the call, as
determined by the initiating party.
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Request Body

Attribute Type Condition | Description
paymentid Max70Text {Or This shall be contained, if the push
notification is about a payment or
RTP initiation.
consentld Max70Text Or This shall be contained if the push
notification is about establishing a
consent.
subscriptionld Max70Text Or This shall be contained if the push
notification is about establishing a
subscription.
basketld Max70Text Or This shall be contained if the push
notification is about signing a
basket.
mandateResourceld uuiD Or This shall be contained if the push
notification is about establishing a
mandate.
documentResourceld uuIiD Or} This shall be contained, if the push
notification is about a document
submission.
entryld Max70Text {Or — | This may be used if the status
Optional relates to an entry of an RTP bulk.
subscriptionEntryld Max70Text Or — | This may be used if the status
Optional} relates to an entry of a subscription.
authorisationld Max70Text {Or - | This attribute should be contained if
Optional the push notification is about a
specific SCA status.
cancellationld Max70Text Or - | This attribute should be contained if
Optional} the push notification is about a
specific  SCA status of a
cancellation authorisation sub-
resource.
transactionStatus Transaction {Or This attribute might be contained if
Status Optional the related resource contains a
transaction status which has
changed.
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Attribute Type Condition | Description
consentStatus Consent Status Or This attribute might be contained if
Optional the consent status of the addressed
resource has changed.
subscriptionStatus Subscripton Or This attribute might be contained if
Status Optional the subscription status of the
addressed resource has changed.
subscriptionEntryStatus Subscription Or This attribute might be contained if
Entry Status Optional the subscription entry status of the
addressed resource has changed.
mandateStatus Mandate Status | Or optional | This attribute might be contained if
the mandate status of the
addressed resource has changed.
documentStatus Document Or This attribute might be contained if
Status optional} the document status of the
addressed resource has changed.
scaStatus SCA Status Optional This attribute might be contained if
the authorisation status of the
addressed authorisation resource
has changed.
requestStatus Request Status Optional The status of the related request to
pay transaction. To be delivered by
the APl Server if not agreed
otherwise.
reasonCode Status Reason | {Or Additional information on the
Code Optional reason for e.g. rejecting the request
reasonProprietary Max35Text Or Proprietary additional information
Optional} on the reason for e.g. rejecting the
request.
debtorDecision ISO Date Time Optional The date and time when the PSU
DateTime has decided on accepting/rejecting
the related request.
acceptedAmount Amount Optional Contained only if the accepted
amount deviates from the
instructed amount.
acceptanceDateTime ISODateTime Optional Contained only if the agreed

requested execution date deviates
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Attribute Type Condition | Description

from the requested execution date
in the request.

acceptedPaymentinstrument | Max105Text Optional “SCT” or “SCT inst” as default
values.

statusldentification Max35Text Optional Reference added by the debtor.

_links Links Optional The following link types are
supported.
scaStatus

This shall be contained if the
related SCA status is not reported
at the same time by the scaStatus
attribute. The API Client then needs
to get the scaStatus by a GET
command using this hyperlink.

status

This shall be contained if the
related consent or transaction
status is not reported at the same
time. The API Client then needs to
get the resource status by a GET
command using this hyperlink.

HTTP Response Code
200

Remark: All response codes which do not equal 200 are ignored by the ASPSP. The
notification will not be repeated.

Response Header

Attribute Type Condition Description
X-Request-ID uuiD Mandatory ID of the corresponding request, unique to the
call, as determined by the initiating party.

Response Body

No Response Body
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Example
Request
POST https://notifications.testclient.com/v2/transaction-12345
Content-Type: application/Jjson
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£f7721
Date: Sun, 06 Aug 2017 15:02:37 GMT
{
"paymentId": "3d%a81b3-a47d-4130-8765-a9c0££861100",
"transactionStatus": "ACFC"
}
Response

HTTP/1.x 200

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£7721

Date: Sun, 06 Aug 2017 15:04:08 GMT
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[RFC7807] M. Nottingham, Akamai, E. Wilde, ,Problem Details for HTTP APIs“, March
2016, https://tools.ietf.org/html/rfc7807
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13.3 Detailed Change Log
13.3.1 Changes from Version 2.0 to 2.1

The following changes have been applied in version 2.1 relative to version 2.0:

Section Change Reason
3.6 Idempotency requirements have | Following general web idempotency
been weakened. recommendations, the requirements on

idempotency have been weakened,
since strict idempotency is difficult to be
handled. (CR116)

4.2.2 The attribute "path" has been re- | Erratum
named to ‘“instance" for error
messaging following [RFC7807]
and explicitly extended for "status"
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Section Change Reason
to repeat the http response code
on application level.
4.2.2 A note was added, that the new | New standard for error reporting.
standard [RFC9457] for http
problem reports might be used
instead of the older [RFC7807].
This is a new issue and might still
be changed during the consultation
of the document.
5.3 Rename TPP-Redirect-URI to | Make these parameters also usable for
Client-Redirect-URI direct access models for corporates.
Prepare the APl Framework better for
Rename TPP-Nok-Redirect-URI to corporate direct access.
Client-Nok-URI
6.2 Clarifications and extensions to | Secure parts of the path, which contains
message signing: important references related to the
transaction to be secured. (CR 112)
Adding the attributes typ and aud
for the JWS protected header,
clarifications on the alg attribute,
adding api-contract-id to the sigD
attribute.
Extending existing examples
6.2.2.2 Reference to certificate in TPP- | Erratum
Signature-Certificate deleted,
since this header is not any more
supported.
8.3 Restricting the length of PSU | Clarifications of string length supported
related attributes in the http | for some hitp headers.
headers
8.4.1,94 Rename TPP-SCA-Preference to | Make these parameters also usable for
Client-SCA-Preference. direct access models for corporates.
Prepare the APl Framework better for
Rename TPP-Explicit- | corporate direct access.
Authorisation-Preferred to Client-
Explicit-Authorisation-Preferred
8.4.2,94, | Add the value ASPSP-CHANNEL | Adding asynchronous SCA via ASPSP

to the ASPSP-SCA-APPROACH
header.

channels explicitly to the Framework
resulting from new services, see below.
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Section

Change

Reason

8.8.1

Adding "MAN:<resourceld>" as a
scope standard for the OAuth2
based authorisation.

Preparation of the APl Framework to
support mandate authorisation.

New
Section 8.9

Adding a section for introducing
the ASPSP-Channel SCA
approach (for premium services)

Resulting from new services (Mandate
Services) where also an asynchronous
authorisation by the PSU via ASPSP
online channels is explicitly supported.

9.4.2

Add fee structures to the response
as optional attributes.

Erratum.

9.4.3

Extend the response by the option
to add directly an account list to
select an IBAN from and a related
hyperlink. This is an optimised
solution to provide "No manual
IBAN entry" for the embedded SCA
approach as well potentially for the
decoupled SCA approach.

A remark was added that the status
of the related payment resource
will be transposed to "PNDG" to
make clear on the resource level,
that resource data needs to be
pushed before further
authorisation steps can be applied.

CR113

9.7,11.2

Rename tppMessages to
apClientMessages.

Erratum

New
Section 9.9

Add an access method, to post a
debtor account to a payment
related resource after the selection
of an IBAN after having submitted
a password e.g. in the embedded
SCA approach, see above.

CR113

Add mandateResourcelds to the
body of the signing basket as an
additional attribute class, which
can be referred to.

New Mandate API Service needs an
extension to the signing basket
definition.

10.3

Add mandateResourcelds to the
response body of the retrieval of a
signing basket resource.

New Mandate API Service needs an
extension to the signing basket
definition.
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Section Change Reason
Correct all data types string to
Max70Text

12.6 Add mandateStatus as attribute for | New Mandate API Service needs an
pushing status changes extension to the resource status

notification function.

12.6 Change all data types of resource | Erratum
identification from String to
Max70Text

13.3.2 Changes from Version 2.1 to 2.2

Section Change Reason

2.2.6 Notion of a Service Resource is | For purpose of clarity and better
added as a new section. structured guidelines.

3.5.1 Some clarifying text on other | Clarifications
headers has been added

3.5.2 Section Service Resource | For purpose of clarity and better
Creation Request Headers is | structured guidelines.
added

3.5.3 Client-Brand-Logging-Information | Clarification.
header has been restricted to
Max140Text

3.8.2 Section Links in Service Resource | For purpose of clarity and better
Creation Response is added structured guidelines.

5.3 It has been clarified that the use of | Clarification
redirect URI may not be restricted
to TPP domains protected by
QWACs in compliance solutions.

8.8.1 Scope keywords for mandates and | New services to be authorised and to be
users have been added to the | covered by OAuth2 based SCA.
OAuth2 scopes supported in this
framework.

9.4, 9.4.3, | attribute Support  Version 1.1 of VOP

9.4.4 orginalTransactionInformationAnd | Implementation Guidelines.
VopStatus added
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Section Change Reason
12.4 A comment has been added how to | Clarification.
deal with the situation when the
APl Client does not send
consistent Push Notification Data.

12.6 The mandateResourceld was | Erratum.

corrected to UUID in format.

documentld was added as a
resource identification, where a
documentStatus (new attribute)
can be pushed.

New service support.

13.3.3 Changes from Version 2.2 to 2.3

Section Change Reason

3.5.5 Differentiating in the section on | Current work for signed requests within
"signature related headers" | scope of Direct Access for Corporates
between message signing and | items.
digital signature as SCA approach.

71 The signing process of the body | Current work for signed requests within
was revised and for now only | scope of Direct Access for Corporates
supports signing the body using | items.

JAdES_JS as signature profile.
Due to the updated approach
XAdES is no longer supported as a
signature profile at the moment.

A detailed example where the body
is signed using JAJES_JS is
added in Subsection 7.1.4.

7.1.7 Added a new section for | Placeholder for future work.
introducing EUDI wallet based
signatures. To be discussed in
future.

8.4.1 Added a comment for the Client- | Current work for signed requests within

SCA-Approach-Preference
Header that other values come
with the usage of "signature" as
SCA

scope of Direct Access for Corporates
items.
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Several Added the value "signature" to | Current work for signed requests within

Sections ASPSP-SCA-Approach scope of Direct Access for Corporates

items.

8.10 Adding a new short section on | Current work for signed requests within
signature as SCA Approach, | scope of Direct Access for Corporates
referencing then mainly to | items.

Section 7.1
10 Added new Section on payment | For purpose of clarity and better

formats that were previously in the
Payment Formats and Domestic
AIS/PIS Definitions, which was not
fully under release control due to
the domestic adjustments needed.

structured guidelines, version control of
payment formats to be used by e.g.
payment initiation formats.

13.3.4 Changes from Version 2.3 to 2.4

Section Change Reason
2.1 Added specifications on the | Clarification, propagation of V7 UUIDs
versions of UUIDs to be used by | for data base optimisation.
the different parties.
221 and | Added clarification to include | Editorial optimisation
222 cross-document references to
attributes listed in other
specifications of the framework.
2.2.6 Added the definition for | Clarification
"resourceld"
2.2.6 Added the definition for | For the purpose of clarification and to
"Transaction Resource" stress the difference between a
Transaction Resource and a Service
Resource
227 Added a new section on | Current work for Change Transaction
Transaction Resource Variants Resource Processes
228 Added the access method PATCH | Current work for the Change

Transaction Resource Request and
response in the framework
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Change

Reason

3.4

Added a new section on access
methods  for  the Change
Transaction Resource Initiation
Requests

Current work for the Change
Transaction Resource Request and
response in the framework

3.5.3

Added section on request headers
for Change Transaction Initiations

Current work for the Change
Transaction Resource Request and
response in the framework

3.7

"chosenSCAMethod" was
replaced by "chosenScaMethod"

Erratum

3.7

Included signature related SCA to
the description of the field
"startAuthorisationWith
TransactionAuthorisation”

Erratum

3.8.1

Included the data on the links on a
Change Transaction Resource
Response in the section due to the
large interception with links used in
a Transaction Initiation Response

Current work for the Change
Transaction Resource Request and
response in the framework

3.9

Revision on the HTTP response
code table. The major changes
are:

e 200: shall
DELETE

e 409: includes usage rule for
PUT and PATCH

e 412: added to Framework

o 422: added to Framework

e 423: added to Framework

e Inclusion of response codes for
PUT and PATCH in particular
for the Change Transaction
Resource Process

not be used for

Clarification on support of hattp
response code that are used
independent of the framework
specific application

Errata and current work for the Change
Transaction Resource Request and
response in the framework

3.10

Added new Section on multi-
channel access, introducing the
request query parameter "status"

Current work for the integration of multi-
channel access into the Framework
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3.1

Added new Section on addressing
resource variants, needed for
Change Transaction Resource
Processes

Current work for the Change
Transaction Resource Request and
response in the framework

422

Added clarification not to use the
https://berlingroup.com  prefixes
mentioned in the example.

Clarification

7.1

Revised the whole subsection:

o for better integration of the
signature related SCA
approach, the respective
header parameters "Body-Sig-
Profile-Preference" and "Body-
Sig-Profile-Accepted" are
added to the applicable service
calls in Sections 8 and 9 and
removed here

e the "Client-SCA-Approach-
Preference" and "ASPSP-
SCA-Approach" are removed

o Adapted text and headline to
these changes

Clarification and

redundancy

prevention  of

no longer
exists  (in
Version 2.3
Section
7.1.3.1)

Deleted the section on Transaction
Initiation using the signature SCA
approach as it is redundant to
Section 9.4

For purpose of clarity and better
structured guidelines.

7.1.31

Revision of the introduction text to
adapt that the former Section
7.1.3.1 from Version 2.3 is deleted

Clarification

7.1.31

Condition on query parameter
"toBeSigned" must be optional if
supported by the ASPSP (not
mandatory)

Erratum

7.1.3.2

Removed large parts of the section
on the Authorisation process using
the signature SCA approach as it is
redundant to Section 9.5 and
included this section as reference
instead

For purpose of clarity and better
structured guidelines.
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7.1.4 Introductory Text was revised Clarification
714 Fixed "jt" to "jti" in the fouth bullet | Typo
points of the remarks
8.4.1 Corrected the example in Client- | Erratum
SCA-Approach-Preference as it
was too big for the data type
Max35Text
84.1,94 Included the header field "Body- | For purpose of clarity and better
Sig-Profile-Preference" structured guidelines.
8.4.1, 9.4, | Included the "If-Match" header field | Current work for the Change
9.4.2,9.4.3, Transaction Resource Request and
94.4,95 response
8.4.2, 9.4, | Included the header field "Body- | For purpose of clarity and better
9.4.2,9.4.3, | Sig-Profile-Accepted" structured guidelines.
9.4.4,95
8.4.2, 9.4, | Included the header field "ETag" Current work for the Change
9.4.2,9.4.3, Transaction Resource Request and
94.4, 9.5, response
9.9
8.8 Added clarifying remark and | Clarification and new service.
included the potential use of
oAuthAdditionalParameters.
8.8.1, 8.8.3 | Fixed the RFC 7636 reference Erratum
8.10 Adapted references to the changes | For purpose of clarity and better
of the revision on the signature | structured guidelines.
SCA approach
9 The blue highlighted background | For purpose of clarity and better
now includes data and processes | integration of the signature SCA
that are specific for the Signature | approach in the existing guidelines.
SCA approach as well as for the
Embedded SCA approach
9.3 Added Signature SCA approach to | Erratum

the PUT {resource-path}/
{resourceld}/cancellation-
authorisations  /{authorisationld}
access method
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9.4

Included the Change Transaction
Resource Request to the
"startAuthorisation” hyperlink
explanation

Current work for the

Transaction Resource Request and

response in the framework

Change

9.4

Included remark on the signature
used in the Signature SCA
approach

For purpose of clarity and
structured guidelines.

better

9.4

Added Signature SCA approach to
the "chosenScaMethod"

Erratum

9.4

Added the optional attribute
"oAuthAdditionalParameters" that
may be used when using the
OAuth SCA approach

CR129

9.5

Added the signature SCA
approach for the usage of the API
call and included clarifying text for
this scenario

Included " signatureData" to the
request body and changed the
condition on
"scaAuthenticationData"

Added a description text to the
"scaStatus" response body
parameter

For purpose of clarity and
structured guidelines.

better

9.6

Added Clarification that explicitly
and implicitly generated
authorisation resources are
included

Clarification

10.1

Added Clarification on how to read
the table and a clarifying remark.

Clarification

10.1

Fixed the column names: "RTP
SCT" is now "RTP all products"
and "EPIS" is now "Extended
Payments all products"

Errata

10.1

additionalRequestInformation  for
Extended PIS was corrected to
"Conditional" with a clarifying
footnote

Erratum
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11

Included remark that changed
variants of a resource may not be
included to a signing basket for
authorisation.

Current work for the Change
Transaction Resource methodology in
the framework.

12.4

Added new status notification
option MAJOR and updated the
description for LAST for better
clarity.

Clarification and Erratum

12.4

Fixed the subscription of the
service: it may be used for all API
requests and is not supported for
Resource Creation Requests and
Responses only

Errata

13.3.5 Changes from Version 2.4 to 2.4.1

Section

Change

Reason

3.5.2

Corrected the header parameter
“Client Brand Information Header”,
was previously “Client Brand
Logging Information Header”

Erratum

3.9

Missing word “resource” added in
the description of the status code
“200 OK”

Editorial

6and7

These sections were editorially
revised for a better understanding.

Editorial and clarification

8.4.1,8.4.2

Deleted "If-Match" and "ETag"
header in the request resp.
response as they are no sca-
specific header attributes

Erratum

8.4.1,9.4

The description of the attribute
“Client-SCA-Approach-
Preference” now contains a list of
possible SCA approaches for
clarification purposes.

Editorial

9.3
9.10

and

Added new API Call to allow the
explicit cancellation of

CR128
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authorisation resources by the API
Client

9.6

Fixed Typo in the path parameter
“authorisation-category”, was
previously “Authorisation-category”

Erratum

9.9

The “Response Code” was given
twice, one was removed.

Editorial

10.1

Adapted remark on
additionalRequestInformation to be
used for single and multiple pre-
authorised payments as well

Editorial, current work on the inclusion
of pre-authorised payments

10.2, 10.6

changed the conditionality of
remittancelnformationStructured
and
remittancelnformationUnstructured
to be mutually exclusive (if used)

Editorial

10.3

The name of the attribute
"debtorAccount” had an "(incl
type)" written afterwards. This was
removed.

Erratum

10.6

The description of "debtorAgent"
was corrected.

Erratum
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